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Dessislav Dobrev is a leading expert in artificial intelligence and the 

law and has spearheaded AI matters in both academia and practice. 

His recent book Artificial Intelligence and the Law: A Comprehensive 

Guide for the Legal Profession, Academia and Society, published by 

Thomson Reuters, has been endorsed by high-profile academics, 

leading law practitioners and global AI leaders. This timely volume 

is one of the first comprehensive studies of how AI will dramatically 

aff ect the law, both as a profession and a regulatory domain, as well 

as society at large. 

 

As an Adjunct Professor Dessislav created and taught new law 

school courses on AI at McGill Law School, has previously taught 

at Georgetown Law School, and has provided seminars on AI at 

other leading institutions such as the Berkeley Center for Law 

& Technology and the University of Toronto’s Faculty of Law.  In 

addition, Dessislav serves on the New York State Bar Association’s 

Task Force on Artificial Intelligence.  The task force is dedicated 

to identifying potential benefits, dangers, and opportunities 

surrounding AI and to make regulatory recommendations for how to 

manage and integrate the technology in legal practice.   

 

Mr. Dobrev is educated and has practiced law in both civil and 

common law jurisdictions and has worked in both public and private 

sector contexts. He is currently a Senior Counsel at the World 

Bank Group, where he is exposed to AI issues at the global level. 

Previously, he practiced corporate law at Davis Polk in New York.
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This foreword explores in general terms the strategic evolution 

of artificial intelligence (AI) in financial services over the last 

year.  Some of the key trends to highlight over this period include 

the wider adoption and integration of AI, the increased and more 

complex risks associated with it, and the evolving regulatory 

environment. Each of these will be briefly examined, as well as 

on what to keep a keen eye 

looking ahead. 

Wide-Ranging Adoption 

and Integration of AI

AI has embarked upon a new 

phase within the financial 

services sector. The discourse 

is no longer centered merely 

on whether AI has potential 

value for financial institutions. 

It is now becoming increasingly 

evident that it has. Rather, 

attention has shifted toward 

how organizations can more optimally integrate increasingly 

sophisticated AI systems into their core business functions while 

maintaining eff ective governance, risk management and regulatory 

compliance. Over the past twelve months, advances in generative 

and agentic AI have accelerated adoption across banking, insurance, 

capital markets and payment systems, transforming AI from a 

specialized analytical tool into a broader operational capability. 

Recent industry research indicates that AI deployment has become 

widespread across financial institutions worldwide, with technology-

driven firms continuing to lead traditional market participants in 

both experimentation and implementation.  This is separate from, 

and in addition to, financial institutions achieving higher revenues 

as AI is driving demand for financing, from data centers and power 

infrastructure to capital markets activity (such as IPOs). 

One of the most significant developments has been the emergence 

of AI systems capable of carrying out complex sequences of tasks 

with limited human intervention. Earlier deployments focused 

primarily on prediction and classification. Today’s systems 

increasingly assist with conducting compliance checks, reviewing 

documentation, drafting reports, supporting software development 

and coordinating multi-step business processes. Financial 

institutions are employing these capabilities to reduce operational 

friction, improve productivity (e.g., through improvements in internal 

workflows, knowledge management and operational execution) and 

enhance internal decision-making. 

In parallel, AI is becoming increasingly embedded in market-facing 

activities. Financial firms are using advanced models to support 

portfolio management, market surveillance, anti-money laundering 

controls, fraud monitoring and customer engagement. In lending, 

richer data analysis is enabling more granular assessments of 

borrower characteristics, while insurers are applying AI to streamline 

underwriting and claims administration. Capital markets participants 

are leveraging AI-assisted research and market intelligence tools 

capable of processing vast amounts of structured and unstructured 

information in real time. International securities regulators have 

observed particularly strong growth in the use of AI for investment 

analysis, surveillance and regulatory compliance functions. Further, 

consumers worldwide are increasingly using AI to guide investment 

decisions. 

INTERNATIONAL AI IN FINANCIAL SERVICES REVIEW 2026/27   

“
One of the most significant 

developments has been the 

emergence of AI systems capable 

of carrying out complex sequences 

of tasks with limited 

human intervention.
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Complex Risk Landscape

Alongside these opportunities, the risk landscape has become more 

complex. Concerns regarding inaccurate outputs, algorithmic bias 

and privacy remain relevant, but the policy debate has broadened 

considerably over the last year. Regulators and industry participants 

are increasingly focused on issues such as model concentration, 

dependence on external technology providers, cybersecurity 

vulnerabilities and the growing reliance on a limited number of 

cloud and foundation-model platforms. These concerns reflect the 

reality that AI-related risks may arise not only from the models 

themselves but also from the broader technological ecosystem on 

which financial institutions depend. The International Organization 

of Securities Commissions has highlighted third-party dependency, 

model governance and malicious uses of AI among the principal 

emerging concerns for financial markets.  

Evolving Regulatory Environment 

A notable trend over the last twelve months has been the greater 

involvement of international standard-setting bodies. Policymakers 

are increasingly approaching AI as a matter of financial resilience 

and institutional governance rather than merely a technology 

issue. The Financial Stability Board’s 2026 consultation on 

responsible AI adoption emphasizes enterprise-wide oversight, 

board accountability, risk management and lifecycle controls for AI 

systems. This reflects an emerging consensus that successful AI 

implementation requires governance frameworks capable of keeping 

pace with technological innovation. 

Around the world, supervisory authorities are moving beyond 

observation and exploratory studies toward more structured 

expectations regarding transparency, accountability, monitoring 

and human oversight. Rather than creating entirely new regulatory 

regimes, many authorities are adapting existing prudential, 

consumer protection and market conduct frameworks to address 

AI-related challenges. The resulting trajectory suggests increasing 

convergence around common principles such as explainability, 

documentation, testing and ongoing supervision. 

Looking Ahead 

Some of the main risk-based trends to watch for in the next year 

include the following.  First, there appears to be a growing sense of 

potential over-investment in the AI sector in certain jurisdictions.  

Its magnitude, dependence on debt, and circular financings raise 

questions about sustainability and financial stability.  If the current 

boom turns into bust, the financial services industry will also be 

impacted significantly.  Second, as financial services companies 

are widely using AI agents for common business operations, there 

will be a growing concern about the implications of advanced AI 

systems hacking into digital financial infrastructure. This is about AI 

agents subverting human controls and displaying unauthorized or 

downright deceptive behavior. Third, there currently is a widening 

structural gap in AI 

adoption, integration and 

knowledge as between 

financial institutions and 

regulatory and supervisory 

authorities.  Such 

divergence in adoption 

and integration could 

engender a limited ability 

to assess AI models used 

by regulated entities and 

diff iculties in monitoring 

emerging or fastmoving 

risks, thereby undermining 

supervisory eff ectiveness 

over time.  These and other trends will determine broadly the 

direction of international AI in financial services going forward.  

“
Policymakers are increasingly 

approaching AI as a matter of financial 

resilience and institutional governance 

rather than merely a technology issue.
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International banking is undergoing one of the most significant 

transformations in its history. Advances in artificial intelligence, 

rising geopolitical uncertainty, increasingly sophisticated 

cybersecurity threats, evolving regulatory expectations, and the 

growing international mobility of both individuals and businesses 

are fundamentally reshaping how clients think about managing their 

wealth.

Artificial intelligence sits at 

the centre of much of this 

change. It is altering how 

banks assess risk, monitor 

transactions, identify fraud, 

support regulatory compliance 

and engage with clients 

across borders. Yet despite 

these profound technological 

developments, one principle 

remains constant: banking has 

always been, and will continue 

to be, a business built on trust.

For decades, international banking was often viewed through a 

narrow lens. Many assumed it was designed primarily for the ultra-

wealthy or associated it with secrecy and regulatory arbitrage. 

That perception no longer reflects reality. Modern international 

banking is defined by transparency, rigorous compliance and helping 

globally minded individuals and businesses manage risk across an 

increasingly interconnected and technology-driven world.

Today’s clients are entrepreneurs expanding internationally, 

investors diversifying across jurisdictions, family off ices protecting 

generational wealth, and professionals whose financial lives 

span multiple countries. They require banking partners capable 

of navigating complex regulatory environments while providing 

sophisticated cross-border solutions that combine security, flexibility 

and increasingly intelligent use of data.

One of the defining characteristics of the coming decade will be 

the increasing importance of diversification. In an era marked by 

geopolitical tensions, economic uncertainty and rapidly changing 

regulations, concentration risk has become one of the greatest yet 

most overlooked threats to wealth preservation.

Diversification is no longer simply about investment portfolios. It 

extends to banking relationships, currencies, legal jurisdictions and 

financial structures. Increasingly, prudent clients are asking not 

only where they should bank, but where they can best protect their 

assets while maintaining optionality should global conditions change.

Artificial intelligence can support this process by helping financial 

institutions analyse large volumes of economic, regulatory and 

behavioural data more eff iciently. AI-powered systems can assist 

banks in identifying emerging risks, assessing client exposure 

across jurisdictions and detecting patterns that may be diff icult to 

recognise through traditional methods alone.

However, the use of AI does not remove the need for experienced 

judgment. Decisions involving cross-border wealth, geopolitical 

exposure, succession planning and long-term financial security 

cannot be reduced entirely to automated outputs. Technology 

can strengthen the decision-making process, but it must remain 

supported by human expertise and a clear understanding of each 

client’s circumstances.

Much discussion has focused on whether AI will replace bankers. 

The reality is considerably more nuanced. Artificial intelligence 

excels at processing enormous volumes of data, identifying unusual 

transaction patterns, strengthening fraud detection, enhancing 

compliance monitoring and improving operational eff iciency. These 

capabilities allow banks to deliver faster, more accurate and more 

secure services.

AI AND THE FUTURE OF INTERNATIONAL BANKING: WHY TRUST, TECHNOLOGY AND 

GLOBAL DIVERSIFICATION MATTER MORE THAN EVER

“
Yet despite these profound 

technological developments, 

one principle remains constant: 

banking has always been, 

and will continue to be, 

a business built on trust.
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In international banking, AI has particularly significant potential 

within anti-money laundering, know-your-customer procedures 

and sanctions screening. Cross-border institutions frequently 

deal with clients, transactions and corporate structures spanning 

multiple legal systems. AI can help analyse documentation, identify 

inconsistencies, flag unusual behaviour and prioritise higher-risk 

cases for human review.

AI can also improve the client onboarding process. International 

account applications often involve substantial documentation, 

source-of-funds verification and complex ownership structures. 

Intelligent systems can help organise and assess this information 

more quickly, reducing delays while maintaining robust compliance 

standards.

Used responsibly, this can improve both security and the client 

experience. However, banks must ensure that speed does not come 

at the expense of accuracy, fairness or appropriate oversight.

International banking remains fundamentally relationship-driven. 

Advising clients on cross-border wealth structuring, succession 

planning, geopolitical risk and long-term financial strategy requires 

judgment, experience and trust, qualities that cannot be fully 

replicated by algorithms. AI will undoubtedly transform banking, 

but it will serve most eff ectively as a powerful tool supporting 

experienced professionals rather than replacing them.

This is especially important where AI-generated recommendations 

may influence significant financial decisions. Clients must be able 

to understand how decisions are reached, particularly when an 

automated system aff ects onboarding, transaction monitoring, risk 

classification or access to services.

Banks therefore need strong governance frameworks for the use of 

AI. This includes clearly defined accountability, appropriate testing, 

ongoing monitoring and the ability for qualified professionals to 

challenge or override automated conclusions when necessary.

Technology also brings heightened responsibilities. Cybersecurity 

has become one of the defining challenges facing financial 

institutions and their clients alike. While banks continue investing 

heavily in advanced security infrastructure and monitoring systems, 

cybersecurity is increasingly a shared responsibility.

AI is strengthening cybersecurity by helping institutions detect 

unusual network activity, identify suspicious transactions and 

respond to threats more rapidly. At the same time, it is also 

increasing the sophistication of criminal activity. Fraudsters can 

use generative AI to create highly convincing phishing messages, 

impersonate trusted contacts, replicate voices and produce false 

documentation.

This creates a more 

challenging threat 

environment for both 

banks and clients. High-

net-worth individuals 

and internationally active 

businesses must approach 

digital security with the 

same discipline they 

apply to managing their 

investments. Multi-factor 

authentication, secure 

communications, careful 

verification procedures 

and heightened awareness 

of increasingly sophisticated fraud attempts are no longer optional; 

they are essential components of modern wealth protection.

Financial institutions must also ensure that AI systems themselves 

are secure. Sensitive client information, transaction data and risk 

assessments must be protected against unauthorised access or 

misuse. Data governance will therefore become as important as the 

technology itself.

“
AI will undoubtedly transform banking, 

but it will serve most eff ectively as a 

powerful tool supporting experienced 

professionals rather than replacing them.
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Meanwhile, the rapid growth of digital assets presents both 

opportunities and challenges. Blockchain technology off ers 

remarkable transparency, yet regulatory frameworks remain 

fragmented across jurisdictions. Financial institutions must carefully 

balance innovation with robust compliance, ensuring they fully 

understand the source of funds while managing custody, volatility 

and evolving regulatory 

expectations.

AI can assist banks in analysing 

blockchain transactions, 

identifying suspicious wallet 

activity and tracing complex 

flows of digital assets. These 

capabilities may help financial 

institutions engage with the 

digital asset economy while 

maintaining appropriate 

controls.

However, the reliability of any 

AI-supported analysis depends on the quality of the underlying 

data and the eff ectiveness of the models being used. Banks must 

avoid treating automated analysis as infallible and should continue 

applying experienced human review, particularly where regulatory or 

reputational consequences may be significant.

This broader regulatory evolution is creating an interesting paradox. 

International standards surrounding anti-money laundering, know-

your-customer requirements, financial transparency and increasingly 

the responsible use of AI are becoming more aligned through 

global organisations. At the same time, individual jurisdictions 

continue implementing these standards diff erently, creating greater 

operational complexity for international banks.

The regulation of AI is likely to add another layer to this challenge. 

Institutions operating internationally may be required to comply with 

diff erent rules concerning data privacy, automated decision-making, 

consumer protection, model transparency and accountability.

Success therefore depends on maintaining compliance frameworks 

that exceed minimum regulatory expectations while remaining 

suff iciently flexible to accommodate local requirements. Institutions 

that adopt globally consistent standards while executing with local 

precision will be best positioned for long-term success.

For AI specifically, this means establishing clear standards governing 

how systems are selected, trained, tested and monitored. It also 

means ensuring that responsibility remains with the institution and 

its professionals rather than being transferred to the technology 

provider or algorithm.

Perhaps the most underestimated shift currently taking place is the 

convergence of banking with personal mobility. Financial decisions 

are no longer made independently of lifestyle decisions. More clients 

are integrating their banking relationships with second residency 

strategies, international business expansion, family succession 

planning and broader geopolitical diversification.

Wealth management has evolved beyond maximising returns. It now 

encompasses preserving flexibility, resilience and freedom of choice.

AI can help banks develop a more complete understanding of 

internationally mobile clients by bringing together information 

across banking activity, currency exposure, jurisdictions and 

financial structures. This can allow institutions to provide more 

relevant support and identify potential risks earlier.

However, increased personalisation must be handled carefully. 

Clients must have confidence that their data is being used lawfully, 

securely and for legitimate purposes. International banking depends 

heavily on discretion, and the use of advanced technology must 

never undermine the confidentiality and trust expected by clients.

This convergence reflects a broader understanding that financial 

security increasingly depends upon optionality. Clients want banking 

relationships that complement how they live, work, invest and 

move across borders. They also expect technology to make those 

relationships more eff icient without making them impersonal or 

opaque.

“
Wealth management has evolved 

beyond maximising returns. It 

now encompasses preserving 

flexibility, resilience and 

freedom of choice.
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Ultimately, the successful international banks of the future will 

not necessarily be the largest institutions. They will be those 

that successfully combine four defining characteristics: trust, 

technological capability, adaptability and global relevance.

Trust will remain the cornerstone of every successful banking 

relationship. Technological capability will allow institutions to 

process information, manage risk and support clients more 

eff ectively. Adaptability will enable banks to embrace emerging 

technologies while navigating changing regulations and evolving 

client expectations. Global relevance will allow them to deliver 

seamless cross-border solutions that reflect the increasingly 

international nature of modern wealth.

The future belongs to institutions that combine AI-driven innovation 

with personalised service, strong governance with operational agility, 

and sophisticated infrastructure with trusted human relationships.

International banking has evolved beyond simply safeguarding 

assets. It now serves as a strategic platform that helps clients build 

resilience, manage uncertainty and confidently participate in an 

increasingly interconnected world.

Artificial intelligence will play a major role in that future, but its 

value will depend on how responsibly it is used. The strongest 

institutions will not be those that automate the most, but those 

that use technology intelligently while preserving accountability, 

transparency and human judgment.

Those that recognise this balance today will be best positioned to 

thrive tomorrow.
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From FinTech to financial foundation models and AI agents

The application of artificial intelligence (“AI”) in Chinese financial 

services (“FS”) is best understood as the latest stage of a 

decades-long digitalisation trajectory. The first stage was financial 

electronification — the automation of bookkeeping, clearing and 

branch operations from the 

1990s onwards. The second 

was internet finance, which 

from around 2013 brought 

mobile payments, online wealth 

management and platform-

based lending to mass-market 

scale. The third, financial 

digitalisation, saw institutions 

rebuild core systems around 

data, cloud and APIs. Since 

around 2023, the sector has 

entered a fourth stage: the era 

of financial foundation models 

and AI agents, in which large 

language models (“LLMs”) are no longer peripheral productivity 

tools but are being embedded into credit, trading, advisory, 

underwriting and claims workflows.

This transition enjoys explicit top-level policy endorsement. The 

General Off ice of the State Council’s Guiding Opinions on Advancing 

the “Five Major Articles” of Finance (Guo Ban Fa [2025] No. 8, March 

2025)1 elevated digital finance — alongside technology finance, 

green finance, inclusive finance and pension finance — to the status 

of national strategy, requiring financial institutions to accelerate 

digital transformation and calling for a sound digital finance 

governance system in which innovative businesses are brought 

within the regulatory perimeter. The National Financial Regulatory 

Administration (“NFRA”) had earlier issued its own implementation 

opinions on the “Five Major Articles” (Jin Fa [2024] No. 11)2, 

calling on banking and insurance institutions to advance digital 

transformation and encouraging technologically leading institutions 

to export risk-control tools and technology services to smaller 

institutions. Within this framework2, AI is positioned not merely 

as an eff iciency tool but as a component of the financial system’s 

infrastructure.

Market landscape and infrastructure characteristics

Across leading Chinese financial institutions, deployment has 

converged on a four-layer stack — “foundation model + knowledge 

base + AI agent + business systems” — that mirrors the global 

enterprise norm for generative AI. What distinguishes China is not 

the architecture itself but the choices made within it. Rather than 

training general-purpose models from scratch, institutions typically 

deploy domestic open-weight or commercial foundation models 

(including DeepSeek, Qwen, GLM, Baichuan and Wenxin) on private 

infrastructure — frequently combining domestic accelerators 

with still-substantial imported GPU capacity; enhance them 

with proprietary financial data, knowledge graphs and retrieval-

augmented generation (“RAG”); orchestrate task execution through 

agent frameworks; and wire the outputs into core banking, trading or 

claims systems. State-owned banks and the larger joint-stock banks 

lead adoption, while city and rural commercial banks, working with 

tighter budgets and scarcer talent, have pursued divergent paths. 

Many begin with narrow, single-scenario pilots, while some have 

scaled to broader deployment—for instance, Jiangsu Jiangnan Rural 

Commercial Bank now covers more than 30 scenarios. Regulatory 

guidance encourages larger institutions to export computing power 

and models to smaller peers, though concrete cases of such exports 

remain scarce in public reporting.

“Chinese deployment has converged on the global enterprise 

stack — foundation model + knowledge base + AI agent + business 

systems. What sets China apart is the configuration, not the 

architecture: domestic foundation models, private on-premises 

deployment, and mandatory human review in consequential 

decisions.”

AI IN CHINESE FINANCIAL SERVICES: FROM FINTECH TO FOUNDATION MODELS — 

MARKET PRACTICE, REGULATORY ARCHITECTURE AND THE COMPLIANCE ROADMAP

“
Chinese deployment has converged 

on the global enterprise stack — 

foundation model + knowledge 

base + AI agent + business systems. 

What sets China apart is the 

configuration, not the architecture.
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Three structural features distinguish the Chinese market. First, 

private, on-premises deployment is the dominant norm — driven 

above all by data-localisation and financial data-security compliance 

requirements rather than by unconstrained technical preference; 

regulators require critical data to remain onshore and expressly 

encourage private deployment. Second, the policy orientation 

towards autonomous and controllable technology stacks is 

unambiguous: adoption of domestic chips and operating systems 

is advancing under regulatory pressure, but progress is uneven 

across institutions, core computing power still relies substantially 

on imported GPUs, and self-controllability remains a work in 

progress rather than an accomplished fact. Third, human review is 

systematically retained in consequential customer-facing decisions 

— initially a prudent response to model-hallucination risk, as Section 

5 explains, has now been codified as a regulatory mandate.

Use Cases & Institutional Practices

Banking: from intelligent customer service to intelligent credit

Banking applications have moved well beyond chatbots. In credit, 

AI now supports automated underwriting for micro and consumer 

loans — with human review retained at defined checkpoints — while 

intelligent customer service handles the bulk of routine interactions.

Industrial and Commercial Bank of China (“ICBC”) off ers the 

flagship example. Its enterprise-level, hundred-billion-parameter 

financial foundation model system, “ICBC Zhiyong” (工银智涌), 

had empowered more than 20 major business lines and over 200 

scenarios, with cumulative calls exceeding one billion, according 

to its 2024 annual report3; its 2025 interim report disclosed further 

deployment progress, including AI wealth assistants and investment 

research agents4. China CITIC Bank has built a three-in-one AI 

system combining its decision-making AI “CITIC Brain (中信大脑)” 

— deployed across a large number of business scenarios including 

credit decisioning, wealth management, risk compliance and 

operations5 — with its generative “Cangjie (仓颉)” LLM, supporting 

an additional package of applications across wealth management, 

customer service, marketing, advisory and risk compliance. China 

Merchants Bank deploys the “Zhao Xiao Cai (招小财)” AI assistant 

in transaction banking — and has reported similar response 

accuracy on routine transaction-banking queries — and is reported 

to be applying generative-LLM capability to capital management 

and product pricing.

Securities and asset management: research, advisory and 

AI-native apps

In the securities sector, adoption has shifted from embedded tools 

to AI-native applications. Huatai Securities launched “AI Zhangle” 

(AI涨乐) — what the company describes as the industry’s first AI-

native trading application — in October 20256: rather than layering 

AI functions onto a conventional app, it rebuilds the service logic 

around AI, embedding large models into stock selection, analysis, 

trading and alerting through multiple AI investment-assistant 

personas capable of executing complex operations via dialogue. 

Guotai Haitong Securities, pursuing an “All in AI” strategy, built 

the “Junhong Lingxi (君弘灵犀)” hundred-billion-parameter 

multimodal securities model7 and, in July 2025, launched the 

securities industry’s first 

all-AI application, “Lingxi 

(灵犀)” — with version 

2.0 following in December 

2025. In March 2026 the 

Junhong Lingxi model was 

reported to have received 

the top tier in the China 

Academy of Information 

and Communications 

Technology’s (“CAICT”) 

assessment of LLM 

capability in typical 

financial scenarios8.

“Chinese brokerages have moved from embedding AI tools into 

existing apps to launching AI-native applications — a shift from 

‘functions looking for users’ to ‘AI delivering services’.”

These deployments operate within the existing perimeter of investor 

suitability, advisory licensing and distribution rules — the use of 

an LLM interface does not exempt an institution from suitability 

management, record-keeping or content-review obligations, which 

apply on a technology-neutral basis.

“
Chinese brokerages have moved from 

embedding AI tools into existing apps 

to launching AI-native applications — 

a shift from ‘functions looking for 

users’ to ‘AI delivering services’.



14

Insurance and payments: underwriting, claims and anti-

fraud

Insurance shows perhaps the deepest operational integration. Under 

Ping An Group’s “AI in All” strategy, the group has reported an 

internal portfolio of 67 vertical foundation models (some at or above 

the hundred-billion-parameter 

scale) and over 23,000 

deployed AI-agent applications, 

with company-disclosed 

adoption metrics across its 

approximately 230,000-strong 

workforce and more than 650 

operational scenarios in the 

first half of 20259. Its 2025 

annual results disclose that AI 

agents handled 1.702 billion 

customer service interactions, 

covering 80% of total service 

volume10; 93% of policies 

issued through the auto dealer 

channel are now underwritten intelligently within one minute11; 

and AI-powered anti-fraud systems intercepted fraudulent claims, 

reducing losses by RMB 10.51 billion in 2025 — the third consecutive 

year above RMB 10 billion12. China Pacific Insurance (CPIC) P&C 

developed “Lingxi (灵析)” — what the company describes as the 

industry’s first claims AI employee integrating workflow assistance, 

risk alerting and quality management across the full claims chain13: it 

extracts photo and document information and generates assessment 

reports in approximately one minute, with material reductions in 

manual data-entry volume and gains in pilot-team productivity as 

reported by the company.

In payments, AI underpins real-time fraud interception, merchant 

risk scoring and customer service at massive scale, building on the 

infrastructure of the mobile payment era.

Value Creation vs. Legal & Compliance Risks

Core value

The value case is consistent across segments: eff iciency in 

unstructured information processing (research reports, disclosures, 

claims documents); stronger risk early-warning and anti-fraud 

capability; lower operating costs (ICBC’s digital workforce alone 

is reported to approximate tens of thousands of person-years of 

capacity); and financial inclusion, as automated credit scoring 

extends lending to small businesses and underbanked consumers.

Core legal and compliance risks

Data security and personal information protection. Financial data is 

heavily regulated: sensitive personal information (expressly including 

financial accounts) requires separate consent; the “minimum 

necessary” principle, together with the classification and grading 

requirements for important data under the Data Security Law, 

constrains training-data assembly; and cross-border data transfer 

(“CBDT”) restrictions shape — and often rule out — architectures 

involving off shore models or group-level platforms.

Algorithm governance and model defects. The opacity of complex 

models (“black box”) collides with explainability expectations; 

LLM hallucination creates mis-selling and misinformation risks 

in advisory contexts; and algorithmic discrimination in credit and 

pricing engages both the algorithm rules14 and PIPL Section 2435 on 

automated decision-making.

Intellectual property and data provenance. The legality of training 

corpora, licensing risks in third-party API arrangements, and the 

contested copyright status of AI-generated content17 all remain live 

issues in Chinese law.

Novel cyber and systemic risks. Prompt injection, model poisoning 

and supply-chain compromise feature expressly in the latest 

regulatory guidance34; at the market level, homogeneous models 

raise concerns about convergent strategies, herding and the 

amplification of volatility — a systemic-risk framing now explicitly 

addressed by the financial regulator21 (See Section 4 China’s AI 

Regulatory & Legal Framework).

“
Insurance shows the deepest 

operational integration: AI agents 

now handle the bulk of customer 

service, underwrite the majority of 

policies in under a minute, and 

intercept billions in fraudulent claims.
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China’s AI Regulatory & Legal Framework

China has no single comprehensive AI statute. Instead, obligations 

arise from four layers of rules, which stack upon one another. For 

FS institutions the practical question is never whether a single rule 

applies, but how the layers interact: a customer-facing chatbot at 

a bank may simultaneously be a “generative AI service” under the 

Cyberspace Administration of China (“CAC”) rules16, a “high-risk 

application” under the NFRA’s June 2026 guidance21, an “automated 

decision” under the Personal Information Protection Law (“PIPL”)35, 

and a regulated advisory activity under securities law. This section 

maps each layer and — critically — how each connects to financial 

regulation and practice.

Layer One: horizontal AI and algorithm governance (led by 

the CAC)

Administered principally by the CAC, this layer targets AI techniques 

directly. Four instruments form the core, and each has a distinct 

financial-services interface:

Algorithm Recommendation Provisions (eff ective 1 March 2022)14 — 

China’s first algorithm-specific regulation requires service providers 

with “public opinion attributes or social mobilisation capacity” 

to complete an algorithm filing, grants users the right to opt out 

of personalised recommendation, and prohibits unreasonable 

diff erential treatment in trading conditions. For FS institutions, this 

reaches personalised product recommendation in banking and 

wealth-management apps, robo-advisory distribution logic, and 

“big-data-enabled price discrimination” in loan pricing and insurance 

quotation — practices that overlap with, and are reinforced by, PIPL 

Section 24 and financial consumer-protection rules.

Deep Synthesis Provisions (eff ective 10 January 2023)15 — impose 

labelling, real-name verification, biometric consent and security 

assessment duties on providers of deep synthesis technology 

(synthetic media, digital humans, voice synthesis). These rules cut 

both ways for finance: they govern institutions’ own deployments 

— digital human tellers and livestream anchors, synthetic voice in 

telemarketing and collections — and they supply part of the legal 

toolkit against deepfake-enabled fraud targeting facial-recognition 

onboarding and voice authentication.

Interim Measures for Generative AI Services (eff ective 15 August 

2023)16 — the centrepiece. The Measures regulate GenAI services 

off ered to the public; research, development and use that does not 

off er services to the domestic public are expressly outside their 

scope. Providers of public-facing services must ensure the legality 

of training data, protect IP and personal information, prevent 

discrimination, maintain content integrity, handle complaints, and — 

where the service has public opinion attributes — undergo security 

assessment and algorithm filing. The internal-use carve-out is the 

pivot of every FS deployment analysis: an internal coding assistant 

or document-summarisation tool generally sits outside the regime, 

whereas a customer-facing chatbot, AI research generator or 

marketing-copy engine falls squarely within it — and institutions 

are well advised to treat borderline “employee-facing but customer-

impacting” deployments 

conservatively.

AI-Generated and 

Synthesized Content 

Labelling Measures 

(eff ective 1 September 

2025)17 — require dual 

explicit and implicit 

labelling of AI-generated 

content (visible markers 

plus embedded metadata), 

prohibit tampering 

with labels, and oblige 

dissemination platforms 

and app distribution channels to verify labelling. A companion 

mandatory national standard, GB 45438-2025 (Cybersecurity 

Technology — Labelling Method for AI-Generated Synthetic 

Content), supplies the technical specifications. In finance, this bears 

directly on AI-generated marketing materials, research summaries, 

digital-human video and customer communications — and creates 

a review checkpoint for compliance and investor-education content 

pipelines.

“
China has no single comprehensive 

AI statute. Instead, obligations arise 

from four layers of rules that stack 

upon one another — and for financial 

institutions the practical question is 

never whether a single rule applies, 

but how the layers interact.
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The filing regime has scaled rapidly: across CAC monthly 

publications the population of filed GenAI services grew from 346 

in March 2025 toward 868 in April 2026, with a parallel group of 

registered AI applications and functions18; mid-2026 the same filing 

regime was extended to on-device large models, with the first 

cohort of smartphone-side generative AI services — including Apple 

Intelligence — recorded as 

filed19. The threshold question 

for an FS institution is therefore 

factual and structural: is the 

deployment public-facing, does 

it rely on an externally sourced 

model (and is that model 

filed?), and which entity in the 

group is the “provider”? As this 

Section shows, the financial 

regulator has now imported 

these thresholds directly into 

sectoral supervision33.

Layer Two: financial-sector 

rules (NFRA, PBOC, CSRC)

The policy trajectory. Sectoral AI governance did not appear 

overnight. The PBOC’s FinTech Development Plan (2022–2025) first 

called for algorithm management rules, model security assessment 

and audit systems, disclosure of algorithmic decision logic39, and 

stress-testing against black-box, herding and discrimination risks. 

The “Five Major Articles” framework then made digital finance a 

strategic priority, and the NFRA’s December 2025 implementation 

plan for high-quality digital finance in banking and insurance 

committed the regulator to building a classified and graded 

management framework for secure AI application, with human-

intervention mechanisms covering important business processes 

and key nodes20. That commitment crystallised six months later.

The NFRA’s AI Guiding Opinions (June 2026) — the sectoral 

centrepiece21. On 18 June 2026, the NFRA issued the Guiding 

Opinions on the Secure Development and Application of Artificial 

Intelligence in Banking and Insurance (Jin Fa [2026] No. 8, the 

“AI Guiding Opinions”), setting out 32 guidance items across 

governance, development and application, data governance, 

computing power, risk management, capability building and 

supervision. The AI Guiding Opinions convert previously high-level 

principles into concrete, examinable expectations:

Governance: the board must designate a dedicated committee 

responsible for AI; institutions must establish full-lifecycle 

management systems covering demand analysis, data preparation, 

development, deployment, iteration and decommissioning22;

Classified and graded risk management: AI applications must be 

inventoried and tiered by business criticality, scale, customer impact 

and model complexity and dependence — operationalising the 

December 2025 commitment23;

High-risk application admission: GenAI applications involving 

fund transactions, asset valuation, credit approval, underwriting 

and claims, or risk management — or otherwise directly aff ecting 

customers’ interests or the conclusion of financial contracts — are 

deemed high-risk and may be implemented only with the approval of 

the institution’s risk management committee24;

Human oversight: human supervision and intervention mechanisms 

must be established at key nodes of high-risk applications, with 

defined emergency shutdown and model-exit conditions and backup 

manual processes25; where a model’s explainability is insuff icient, 

it may be used in high-risk scenarios only as an auxiliary tool, with 

humans making the final decision; decisions aff ecting customer 

rights or carrying material financial impact require manual review 

nodes;

Model admission and external models: GenAI models are subject to 

admission management assessing eff icacy, security and compliance; 

externally sourced GenAI models must have completed the CAC 

filing described in Section 4 — a direct interlock between Layer One 

and Layer Two that makes the CAC filing status of a vendor’s model 

a gating due-diligence item in every FS procurement26;

“
The NFRA’s June 2026 AI Guiding 

Opinions convert high-level 

principles into concrete, 

examinable expectations — 

requiring board-level governance, 

classified risk tiers, formal 

admission for high-risk applications, 

and mandatory human review at 

key decision nodes.



17

Data and personal information: names, ID numbers, phone numbers 

and bank card numbers and other personal and privacy data must 

not be used for GenAI model training or optimisation — a sectoral 

rule that goes further than PIPL’s consent architecture35,36 and 

eff ectively mandates de-identification pipelines before any training 

or fine-tuning27;

Computing power: institutions must build secure, autonomous and 

controllable computing bases; large institutions are encouraged 

to export computing capacity and mature models to small and 

medium-sized institutions — an explicit policy lever against a two-

tier market28;

Ethics and fairness: institutions must establish AI ethics review and 

monitoring systems, and be able to justify the legitimacy of using 

protected characteristics29;

Agent-specific security: for AI agents, the AI Guiding Opinions name 

the failure modes to be controlled — memory poisoning, identity 

privilege escalation, tool abuse and loss of operational control — and 

require defences against prompt injection, chain-of-thought injection 

and multimodal attacks30;

Transparency and auditability: institutions must set explainability 

standards for high-risk scenarios, prominently label AI-generated 

content and proactively inform financial consumers17; logs must 

be retained for no less than the duration of the relevant business; 

periodic audits of models and algorithms are required31;

Outsourcing and supply chain: named-list management of 

outsourcing partners, internal evaluation frameworks for external 

models, concentration-risk management and open-source 

component review, with express warnings against supply-chain 

poisoning32;

Reporting duty: institutions deploying GenAI in public-facing 

services or high-risk scenarios must report to the NFRA or its local 

off ices — note how the “public-facing” trigger borrows the CAC’s 

threshold vocabulary33.

The AI Guiding Opinions also address market-level risk directly: 

institutions must guard against convergent investment strategies 

and the amplification of market volatility, and are prohibited from 

abusing AI to generate false information or manipulate prices34. The 

PBOC’s FinTech Development Plan had already flagged herding risk 

among the dangers to be stress-tested; the AI Guiding Opinions go 

a step further, converting model-homogeneity risk into concrete 

supervisory obligations — a signal with obvious relevance for 

securities and asset-management business supervised by the CSRC 

as well.

Securities side. The CSRC has not issued an AI-specific rule; its IT 

management, algorithmic trading and outsourcing rules apply a 

technology-neutral lens, with suitability, record-keeping and content 

obligations applied to 

AI-generated research 

and advisory outputs. In 

practice, securities firms 

face the same Layer One 

duties as everyone else 

(GenAI filing for public-

facing apps16,17, labelling 

of AI-generated content), 

while the AI-native trading 

and advisory applications 

described in Section 2 

remain subject to the 

full weight of investor-

suitability and licensing 

rules.

Layer Three: the data law trilogy

The Cybersecurity Law, Data Security Law and PIPL form the 

foundation on which both layers above rest. Four provisions matter 

most for AI in FS:

First, PIPL Section 2435: automated decision-making must be 

“
Personal and privacy data — names, ID 

numbers, phone numbers, bank-card 

numbers — must not be used for GenAI 

model training or optimisation: a sectoral 

rule that goes further than PIPL’s consent 

architecture and eff ectively mandates 

de-identification pipelines.
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transparent and produce fair and impartial results; unreasonable 

diff erential treatment in “transaction conditions, including price” 

is prohibited; where automated decisions materially aff ect an 

individual’s rights, the individual has the right to an explanation and 

the right to refuse a decision made solely by automated means. 

Functionally, this captures credit scoring, automated underwriting, 

dynamic pricing — the exact 

scenarios the NFRA has now 

designated as high-risk24 — 

and PIPL separately requires 

a prior personal-information-

protection impact assessment 

for automated decision-making.

Secondly, PIPL’s sensitive-

information rules 36: financial 

accounts, identity documents 

and personal property status 

are expressly enumerated as 

sensitive personal information, 

processing of which requires 

a specific purpose, suff icient necessity and separate consent. 

Combined with the NFRA’s prohibition on using names, ID numbers, 

phone numbers and bank card numbers in GenAI training27, this 

creates a two-level constraint: even with consent, sectoral guidance 

now bars the most identifying fields from training corpora altogether.

Thirdly, the Network Data Security Management Regulation (State 

Council Decree No. 790, eff ective 1 January 2025)37 consolidates 

data-handling obligations across the trilogy: it reiterates separate 

consent for sensitive personal information36, obliges providers of 

GenAI services to strengthen training-data security management16, 

and imposes annual risk-assessment and reporting duties on 

handlers of important data. For financial institutions — archetypal 

handlers of important data — this adds a recurring, board-visible 

compliance cycle that intersects with the NFRA’s own periodic audit 

expectations31.

Fourthly, the CBDT regime (security assessment, standard contract, 

or certification) shapes AI architecture choices: architectures that 

send prompts or customer data to off shore model APIs, or that 

consolidate data on group-level platforms abroad, will frequently 

be impracticable or require case-by-case structuring — a principal 

reason domestic models and private deployment dominate Chinese 

FS practice (Section 1), and a live issue for multinational institutions 

running global AI stacks.

Layer Four: technical standards and industry norms

The PBOC’s financial industry standards supply the technical 

grammar for the rules above. JR/T 0221—2021, the Evaluation 

Specification of AI Algorithms in Financial Applications38, sets 

the evaluation dimensions, including security, explainability, 

accuracy and performance — against which financial AI algorithms 

are assessed. JR/T 0287—2023, the Guidelines for Information 

Disclosure of AI Algorithms in Financial Applications39, prescribes 

disclosure principles, forms and content across seven aspects 

— algorithm combination, algorithm logic, algorithm application, 

algorithm data, the responsible entity, algorithm changes and 

algorithm audits — to enhance explainability and protect financial 

consumers’ right to know. Together with the mandatory national 

standard GB 45438-2025 on content labelling45, these standards 

convert statutory abstractions (“transparency”, “explainability”) into 

testable engineering requirements. The NFRA’s AI Guiding Opinions 

contemplate a further technical framework and security standards 

for GenAI in banking and insurance, to be developed with relevant 

departments — expect sector-specific GenAI security standards to 

follow40.

Core Regulatory Principles & Operational Compliance 

Roadmap

Four core principles of Chinese AI-in-finance regulation

Balancing development and security. Adoption is state policy; the 

filing, assessment and labelling infrastructure is designed to enable 

adoption safely, not to impede it. The “AI Plus” Initiative (State 

Council Document No. 11 of 2025)41 expressly names finance among 

the sectors for wide deployment of smart terminals and AI agents, 

targeting penetration of next-generation intelligent terminals and AI 

agents in over 70% of applications by 2027.

“Who uses, who is responsible”42. The financial institution — 

as service provider and technology user — bears ultimate 

“
Even with consent, sectoral guidance 

bars the most identifying personal 

data fields from GenAI training 

corpora — creating a two-level 

constraint that goes beyond PIPL’s 

general rules and reinforces the 

dominance of domestic models 

and private on-premises deployment.
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responsibility, regardless of outsourcing or third-party models32; 

internal accountability must be traceable at every node.

Full-lifecycle governance43. From development and testing through 

deployment, monitoring and exit, each stage carries defined controls: 

admission management, classified grading23, human intervention25, 

logging and audit31, and decommissioning conditions.

Human-machine collaboration and human final decision44. Human-

in-the-loop is not aspirational but codified: insuff iciently explainable 

AI in high-risk scenarios is auxiliary only, and decisions aff ecting 

customer rights or with material financial impact require human 

review nodes25.

“’Who uses, who is responsible’: in China, the financial institution 

bears ultimate responsibility for its AI — outsourcing and third-party 

models dilute nothing32.”

A compliance roadmap for deploying AI in Chinese 

financial institutions

Board level. Articulate AI principles reflecting the institution’s 

values and risk appetite; designate the dedicated board committee 

contemplated by the AI Guiding Opinions22; approve high-risk 

deployments through the risk management committee24.

Governance framework. Integrate AI strategy into overall risk 

management; establish an AI risk committee or equivalent; 

maintain a classified and graded AI application inventory23; define 

accountability and escalation lines; put ethics review on a standing 

footing29.

Operational processes. Run use-case and impact assessments 

before deployment (mapping each use case against the CAC’s 

“public-facing” threshold16 and the NFRA’s high-risk catalogue24); 

adopt policies for labelling17, disclosure and consumer notification 

consistent with the Labelling Measures and JR/T 0287—202339; build 

logging and information-management systems meeting the retention 

expectations31 (no less than the business duration); train staff ; and 

maintain continuing communication with regulators — including 

the NFRA reporting duty for public-facing or high-risk GenAI 

applications33.

Model deployment. Decide deployment and compute architecture 

(on-premises vs. cloud) against data localisation and CBDT rules; 

map data flows, with particular care that names, ID numbers, phone 

numbers, bank card numbers and other personal and privacy data 

are excluded from GenAI training27; conduct supply-chain due 

diligence on procured models — verifying CAC filing status for 

external GenAI models26 — and allocate responsibilities, audit rights 

and exit arrangements contractually32.

Future Outlook & Strategic Conclusion

Several trajectories appear durable. First, financial foundation 

models are becoming general-purpose industry infrastructure, 

reshaping how products and services are delivered, how institutions 

operate and how risk is managed — the shift from “+AI” to “AI+”, 

in the phrasing now common among Chinese bank technology 

leaders. Second, human-AI 

collaboration is likely 

to remain the dominant 

working model for the long 

term — a prediction now 

embedded in regulation44 

itself, which reserves 

final decision-making 

to humans in high-risk 

scenarios25. Third, the 

risk agenda — accuracy 

and explainability, privacy 

and IP, ethics and bias — 

will continue to demand 

proactive governance: risk 

assessment, human oversight and transparent communication.

Two further developments warrant close monitoring. On the 

legislative front, the NPC Standing Committee’s 2026 legislative 

“
‘Who uses, who is responsible’: in China, 

the financial institution bears ultimate 

responsibility for its AI — outsourcing 

and third-party models dilute nothing.
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work plan retains AI legislation as a preparatory review item, while 

the State Council’s 2026 legislative plan calls for improving AI 

governance and accelerating comprehensive legislation for the 

healthy development of AI — suggesting that today’s layered, “small-

incision” rules will progressively consolidate. On the international 

front, China is investing in global AI governance — the Global AI 

Governance Action Plan issued 

at the 2025 World Artificial 

Intelligence Conference, 

and the proposed World AI 

Cooperation Organization — 

which may shape future cross-

border regulatory convergence 

relevant to multinational FS 

institutions.

“Watch the consolidation: China 

is moving from fragmented, 

sector-specific rules towards 

comprehensive AI legislation — 

and from technique regulation 

towards a risk-tiered, full-lifecycle model already previewed by the 

financial regulator43.”

For financial institutions, the strategic conclusion is straightforward: 

continuous monitoring of regulatory change is now a compliance 

function in its own right. Institutions that have already built use-

case inventories, classification and grading23, human oversight 

mechanisms25, model risk management38,39 and data governance36,37 

will find themselves substantially compliant with whatever form the 

eventual comprehensive statute takes — and best placed to capture 

the productivity gains that Chinese FS institutions are already 

reporting at scale.

“
Watch the consolidation: China 

is moving from fragmented, 

sector-specific rules towards 

comprehensive AI legislation — 

and from technique regulation 

towards a risk-tiered, full-lifecycle 

model already previewed by 

the financial regulator.
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Introduction

The use of artificial intelligence (AI) in the banking and financial 

services sector has undergone dynamic development in recent 

years. AI applications have evolved from experimental technologies 

into integral components of the business model of many financial 

institutions. According 

to recent reports by the 

Association of German Banks, 

more than two thirds of 

banks in the German market 

already use AI applications. 

The financial industry expects 

AI to generate a significant 

increase in revenue over the 

coming years, with a 22 percent 

reduction in operational 

costs forecast by 2030. This 

technological transformation 

is, however, accompanied by 

a parallel development of the 

regulatory framework, which aims to harness the opportunities 

off ered by AI while simultaneously controlling the associated risks. 

This article provides an overview of current and emerging legal 

developments at European and national level.

European Regulatory Frameworks

The provisions of the AI Regulation do not all apply at once. 

Instead, they are being phased in over several years. The first set 

of rules, covering general principles and the prohibition of certain 

unacceptable AI practices, has applied since February 2025. A 

second set of rules, covering AI models with broad, general-purpose 

capabilities and related oversight arrangements, has applied 

since August 2025. The remaining rules, including the detailed 

requirements for high-risk AI systems, were originally due to 

apply from August 2026 (or, for certain AI embedded in already-

regulated products, from August 2027). However, a subsequent EU 

amendment that took eff ect in July 2026 (commonly referred to 

as the “Digital Omnibus on AI”) pushed these later deadlines back 

further: the requirements for high-risk AI systems generally now 

apply from December 2027, and those for AI embedded in regulated 

products now apply from August 2028. The earlier rules on general 

principles, prohibited practices and general-purpose AI models 

were not aff ected by this postponement and remain in force on their 

original timeline.

The AI Regulation follows a risk-based approach that distinguishes 

between diff erent categories of AI systems. Article 5 generally 

prohibits certain AI practices, including systems for subliminal 

influence, the exploitation of vulnerabilities of certain groups 

of persons, social scoring systems, and AI systems for the risk 

assessment of natural persons with regard to criminal off ences. 

These prohibited practices have already been banned since 2 

February 2025.

Of particular relevance to the financial sector is the classification 

of AI systems as “high-risk AI systems” pursuant to Article 6 in 

conjunction with Annex III of the AI Regulation. The AI Regulation 

classifies, for example, AI-supported creditworthiness assessments 

as a high-risk area under Article 6(2) in conjunction with Annex 

III paragraph 5(b). High-risk AI systems are subject to strict 

requirements under Articles 8 to 15 of the AI Regulation, including 

the establishment of a risk management system, data governance 

requirements, technical documentation, record-keeping through 

automatic logging, transparency and provision of information 

to deployers, human oversight, and accuracy, robustness and 

cybersecurity. Providers and deployers are subject to further 

obligations under Articles 16 to 27, including a quality management 

system, conformity assessment, EU database registration under 

Article 49, and, for certain deployers, a fundamental rights impact 

assessment under Article 27. As set out above, these obligations for 

stand-alone high-risk systems under Annex III, originally scheduled 

to apply from 2 August 2026, now apply from 2 December 2027 

following the Digital Omnibus on AI.

ARTIFICIAL INTELLIGENCE IN THE BANKING AND FINANCIAL 

SERVICES SECTOR – REGULATIONS GERMANY

“
More than two thirds of banks in 

the German market already 

use AI applications.
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Another important European development is Regulation (EU) 

2022/2554 on digital operational resilience for the financial sector 

(the “DORA Regulation”), which became fully applicable on 17 

January 2025. DORA establishes a comprehensive framework for ICT 

risk management in the financial sector, which also covers the use 

of AI (Art. 64 DORA Regulation). The Federal Financial Supervisory 

Authority (BaFin) has published guidance in this regard to support 

financial undertakings in implementing the DORA requirements 

when using AI. With the implementation of DORA, BaFin’s circular on 

the “Supervisory Requirements for IT in Financial Institutions” (BAIT) 

was repealed with eff ect from 17 January 2025.

At European level, enforcement of the AI Regulation is the 

responsibility of the newly established European Artificial 

Intelligence Off ice, which is located within the European Commission 

(Commission Decision of 24 January 2024 establishing the 

European Artificial Intelligence Off ice). This off ice develops the 

Union’s expertise and capabilities in the field of the AI Regulation 

and performs tasks relating to market surveillance and control of 

general-purpose AI systems.

National Developments in Germany

At national level, Germany has taken an important step towards 

implementing European requirements with the Act on the 

Digitalisation of the Financial Market (FinMaDiG). The FinMaDiG 

entered into force on 30 December 2024 and consolidates the 

necessary provisions for implementing the European regulations 

in the field of digital finance. To implement the DORA Regulation 

and the DORA Directive, targeted amendments were made to the 

German Banking Act and to a number of other sector-specific 

statutes.

As early as 2021, BaFin made an important contribution to the 

regulation of AI use in the financial sector with its “Principles for the 

Use of Algorithms in Decision-Making Processes”. These principles 

set out preliminary considerations regarding minimum supervisory 

requirements for the use of AI and serve as guidance for financial 

market participants supervised by BaFin. In this context, BaFin 

defines AI as a combination of big data, computing resources and 

machine learning.

The BaFin principles include overarching principles such as the 

clear responsibility of the management board, adequate risk and 

outsourcing management, the avoidance of bias in algorithm-based 

decision-making processes, and the exclusion of legally prohibited 

diff erentiations. The management board is responsible for company-

wide strategies and guidelines on the use of algorithm-based 

decision-making processes and for establishing risk management 

adapted to the use of AI.

BaFin has also published guidance on ICT risks in the use of AI in 

financial undertakings, which is intended in particular to support 

CRR institutions and Solvency II insurance undertakings in 

implementing the DORA requirements. This guidance addresses 

ICT risk management and ICT third-party risk management, 

including the Delegated 

Regulation on ICT risk 

management and the 

Delegated Regulation on 

the subcontracting of ICT 

services.

The German legislative 

process implementing the 

AI Regulation has since 

been completed. On 29 

July 2026, the “Act on the 

Market Surveillance and 

Innovation Promotion of 

Artificial Intelligence” (KI-

Marktüberwachungs- und Innovationsförderungsgesetz, “KI-MIG”) 

entered into force. Under the KI-MIG, the Federal Network Agency 

(“Bundesnetzagentur”) is the central coordination and competence 

centre, notifying authority and, in most sectors not otherwise 

covered, the competent market surveillance authority, while BaFin 

retains supervisory responsibility for AI systems used in connection 

with regulated financial activities of the supervised institutions 

listed in the Act, and existing sector-specific market surveillance 

authorities (e.g. in fully harmonised product areas) continue to be 

used to avoid duplicate structures (one-stop-shop principle).

“
BaFin defines AI as a combination 

of big data, computing resources 

and machine learning.
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Areas of Application of AI in the Financial Sector

Financial undertakings use AI along the entire value chain: credit 

institutions use AI in sales to predict customer churn, while in 

lending AI applications can support case handlers in examining 

annual financial statements. In fund management, AI is used to 

summarise large volumes of 

analyst reports on investment 

instruments.

Insurance undertakings use 

interactive AI assistants 

(chatbots) in sales and 

customer communications. 

Product pricing can be tailored 

more precisely to insured risks 

by means of complex models, 

potentially using real-time data 

(dynamic pricing or telematics). 

In underwriting, AI applications 

can assist in assessing risks. 

Automated input management allows a large number of incoming 

documents to be routed eff iciently. In claims management, insurers 

use AI applications to support claims handlers in claims settlement, 

for example in the automated payment of small claims. In benefit 

processing, AI applications are used for fraud detection.

Specific use cases also include stock market forecasts, market 

analyses, sentiment analyses, algorithmic trading, portfolio 

management, risk management, compliance, insolvency forecasts, 

modelling of creditworthiness assessments (credit scoring and 

rating), lending, robo-advising, chatbots and virtual assistants. Other 

typical areas of application include the creation of scores, automated 

handling of anti-money laundering processes, algorithmic trading 

and portfolio management.

Across sectors, the use of AI assistants can be observed, most 

of which are large language models that process and generate 

unstructured data such as text and images. Such assistance systems 

can be used broadly to create presentations, program code or 

videos. The size of the AI fintech market is estimated at USD 44.08 

billion in 2024 and is expected to reach as much as USD 50.87 billion 

by 2029.

Challenges and Risks

The use of AI in the financial sector also entails significant 

challenges and risks. AI applications carry risks of misuse, breaches 

of data protection requirements, inadequate data infrastructure, 

behavioural manipulation of persons, lack of transparency in 

decision-making, and vulnerability to cyberattacks. A particular 

problem is the so-called “black box” nature of many AI systems. 

Since AI can produce results that even developers cannot fully 

understand, this creates a transparency issue that is particularly 

critical in the highly regulated financial sector.

AI algorithms also carry the risk of adopting, reinforcing or 

expanding existing discrimination. This becomes particularly vivid 

in the assessment of the creditworthiness of natural persons by 

means of AI. An AI system learns on the basis of the empirical data 

that its developer provides to it. Persons belonging to a group that 

has historically had diff iculty obtaining credit will initially also be 

classified by the AI system as risky candidates. This may lead to 

violations of the General Equal Treatment Act and of fundamental 

rights.

The AI Regulation addresses these challenges through various 

requirements. Article 4 requires providers and deployers of AI 

systems to take measures to ensure, to the best of their ability, that 

their staff  and other persons dealing with the operation and use of AI 

systems on their behalf have a suff icient level of AI literacy. 

“
A particular problem is the 

so-called ‘black box’ nature 

of many AI systems.
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Strict transparency obligations apply to high-risk AI systems. 

Under Article 13 of the AI Regulation, high-risk AI systems must 

be designed to be suff iciently transparent to enable deployers to 

interpret and appropriately use the system’s output, and providers 

must supply instructions for use accordingly. Deployers of certain 

high-risk systems must, under Article 26(11), inform natural persons 

where the system is used to take or assist in decisions concerning 

them. In addition, Article 86 grants persons aff ected by a decision 

based on the output of certain Annex III high-risk AI systems, where 

that decision produces legal eff ects or similarly significantly aff ects 

them, the right to obtain from the deployer a clear and meaningful 

explanation of the role of the AI system in the decision-making 

procedure and the main elements of the decision taken. The AI 

Regulation also contains extensive requirements regarding data 

quality and data governance under Article 10 in order to avoid bias 

and discrimination.

Data Protection Aspects

The use of AI in the financial sector is also subject to the data 

protection requirements of the General Data Protection Regulation 

(GDPR). AI systems often process large quantities of personal data 

in order to recognise patterns and make predictions. This raises 

questions regarding the lawfulness of data processing, data subject 

rights and the transparency of data processing.

In this context, Article 22 GDPR is particularly relevant as it gives 

individuals the right not to be subject to a decision made purely by 

a computer, without any human involvement, if that decision has 

legal or similarly significant eff ects on them. This applies unless the 

decision is needed to enter into or carry out a contract, is allowed 

by law, or the person has clearly agreed to it. Even then, the person 

must still be able to ask for a human to review the decision, explain 

their side, and challenge the outcome. 

This is highly relevant for AI-supported credit decisions and other 

automated decision-making processes in the financial sector: 

in 2023, the Court of Justice of the European Union ruled that 

automatically calculating a person’s credit score already counts as 

such a decision if a bank relies heavily on that score when deciding 

whether to grant credit. As of today, the GDPR itself has not been 

changed to reflect the rise of AI. The EU has proposed adjustments 

as part of the European Commission’s Digital Omnibus proposal of 

19 November 2025, but, unlike the AI-Act-specific part of the Digital 

Omnibus package, these GDPR amendments had not been adopted 

as at the date of this article and remain under negotiation in the 

Council and the European Parliament. 

In its principles, BaFin emphasises that the focus of the supervisory 

authorities is not on the 

algorithm itself, but on the 

entire decision-making 

process based on the 

algorithms. This is also 

consistent with the data 

protection approach, 

which does not regulate 

the technology as such, 

but rather its use in the 

specific context.

Liability Issues

Liability for damage caused 

by the use of AI in the financial sector is a complex legal question 

that has not yet been conclusively resolved. The AI Regulation itself 

does not contain specific liability rules but focuses on preventing 

harm through the regulation of the development and use of AI 

systems.

At European level, on 28 September 2022 the Commission presented 

a proposal for a directive regulating AI liability. This proposal refrains 

from introducing strict liability for AI and instead provides for rules 

on the burden of proof for fault-based non-contractual liability 

claims. This is intended to make it easier for injured parties to assert 

claims for damages without fundamentally changing the liability 

system.

“
Automatically calculating a person’s 

credit score already counts as such a 

decision if a bank relies heavily on that 

score when deciding whether to 

grant credit.
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In the financial sector, the specific liability rules of the German 

Banking Act, the German Securities Trading Act and other special 

statutory provisions also apply. The management board bears 

responsibility for the use of AI systems and may be held liable for 

damage caused by defective AI systems. Liability extends both 

to the development and implementation of AI systems and to 

their ongoing operation and 

monitoring.

Outsourcing and Third-

Party Risks

The use of AI in the financial 

sector is frequently outsourced 

to third parties, in particular 

to specialised technology 

providers and FinTech 

companies. This creates 

particular challenges for ICT 

third-party risk management, 

which is regulated in detail by 

DORA (Art. 64 DORA Regulation).

BaFin already published guidance on outsourcing to cloud 

providers in 2018, which is also relevant for AI applications. With 

the implementation of DORA, these requirements have been 

further tightened and systematised. Financial undertakings must 

now ensure that their ICT service providers, including providers of 

AI systems, comply with the requirements for digital operational 

resilience.

BaFin’s guidance on ICT risks in the use of AI emphasises that 

financial undertakings must develop a comprehensive understanding 

of the AI systems they use, even where these are provided by third 

parties. This includes knowledge of how the AI systems work, the 

data used, the potential risks and the means of remediating errors.

Future Developments

The legal regulation of the use of AI in the financial sector remains 

in a dynamic process of development. In the coming years, the 

AI Regulation will be further specified by delegated acts and 

implementing acts of the Commission (Art. 6 AI Regulation). The 

Commission has already published guidelines on the definition of an 

AI system and on prohibited practices.

The European Commission also promotes the development of 

codes of practice at Union level in order to contribute to the proper 

application of the AI Regulation (Art. 56 AI Regulation). These codes 

of practice are intended to cover at least the obligations provided for 

in Articles 53 and 55, including the means of ensuring the currency 

of information, the appropriate level of detail in summaries of 

content used for training, and measures for assessing and managing 

systemic risks (Art. 56 AI Regulation).

At national level, the KI-MIG has restructured supervision of AI 

systems in Germany, entering into force on 29 July 2026. The Act 

follows a hybrid approach: the Federal Network Agency acts as the 

central coordination and competence centre, notifying authority and 

general market surveillance authority, while BaFin has been given 

extended supervisory competence for AI systems used in connection 

with regulated financial activities of supervised institutions, 

including credit servicers within the meaning of the Credit Servicing 

Directive Implementation Act (Kreditzweitmarktgesetz). 

This sectoral allocation of supervisory responsibility to BaFin for 

AI in the financial sector avoids a fragmentation of supervision and 

demarcation diff iculties vis-à-vis sector-specific supervisory law. 

Questions remain, however, as to the practical coordination between 

the Federal Network Agency and BaFin where a single AI system is 

used across multiple business areas, and as to the independence 

of AI market surveillance, since BaFin is subject to the legal and 

technical supervision of the Federal Ministry of Finance.

In the long term, the potential applications of AI in the financial 

sector could develop considerably further. Experts are already 

speculating about scenarios involving artificial general intelligence. 

One likely concept is that of so-called “self-driving finance”, in which 

an intelligent AI agent manages the finances of private or business 

customers by automating routine decisions or advising customers on 

more complex decisions.

“
Financial undertakings must 

develop a comprehensive 

understanding of the AI systems 

they use, even where these are 

provided by third parties.
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Even more futuristic is the concept of a machine-to-machine (M2M) 

economy, in which smart, autonomous, networked and economically 

independent machines or devices act as participants that carry out 

the necessary activities of production, distribution and allocation 

with little or no human intervention. These scenarios raise entirely 

new legal questions that have not yet been conclusively resolved.

Conclusion

The legal developments relating to the use of AI in the banking and 

financial services sector in Germany and Europe are characterised 

by increasing regulatory density. The AI Regulation creates a 

comprehensive European framework, supplemented by DORA in the 

area of digital operational resilience. At national level, Germany has 

taken important steps with the FinMaDiG and the BaFin principles to 

implement and specify these European requirements.

The risk-based approach of the AI Regulation, which imposes 

particularly strict requirements on high-risk AI systems such as 

AI-supported creditworthiness assessments, reflects the fact that 

AI applications in the financial sector can have significant eff ects 

on the rights and interests of consumers and on the stability of the 

financial system. Following the deferral introduced by the Digital 

Omnibus on AI, financial undertakings now have until 2 December 

2027 to achieve compliance with the Annex III high-risk obligations, 

rather than the originally envisaged 2 August 2026. At the same 

time, the legislator seeks not to unnecessarily hinder innovation in 

order to safeguard the competitiveness of the European financial 

sector.

For financial undertakings, this means that they must carefully 

plan and implement the use of AI systems. Compliance with 

regulatory requirements calls for a comprehensive understanding 

of AI technology, robust risk management and close cooperation 

with supervisory authorities. Only in this way can the opportunities 

off ered by AI be used while the associated risks are controlled.

The coming years will show whether the chosen regulatory approach 

is suitable for appropriately balancing innovation and protection. The 

dynamic further development of AI technology and the increasing 

spread of AI applications in the financial sector will certainly require 

further adjustments and additions to the legal framework.

“
Financial undertakings now have 

until 2 December 2027 to achieve 

compliance with the Annex III 

high-risk obligations.
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THE STATE OF ARTIFICIAL INTELLIGENCE IN GHANA’S 

FINANCIAL SERVICES SECTOR

Artificial Intelligence (AI) has transitioned from a futuristic concept 

to a defining force shaping the modern financial ecosystem. In 

Ghana, AI is gradually reshaping the delivery, governance, and 

regulation of financial services, 

from credit scoring and 

fraud detection to customer 

engagement, compliance, 

and risk management. 

While adoption remains 

nascent compared to global 

benchmarks, Ghana’s 

financial sector has made 

notable strides in embedding 

AI-driven solutions within 

banking, insurance, and fintech 

operations.

The push toward AI adoption 

has been driven by two key realities. First, the country’s financial 

system has become increasingly digital, following widespread 

use of mobile money and digital payment platforms. Second, the 

competitive pressures from fintech innovation have compelled 

traditional financial institutions to modernize their operations and 

decision-making processes. AI-powered automation, data analytics, 

and natural language processing tools now support several back-

off ice and customer-facing functions in Ghanaian banks.

Regulated Financial Institutions such as ABSA Bank Ghana, Stanbic 

Bank, Ecobank, and several leading fintech startups now deploy 

AI tools for chatbots, predictive customer analysis, and anti-fraud 

mechanisms. The 2025 PwC Ghana Banking Survey highlights that 

more than half of surveyed financial institutions intend to integrate 

machine learning into credit and operational risk assessment 

models within the next three years. Similarly, the Bank of Ghana’s 

(BoG) Fintech and Innovation Off ice has identified AI and digital 

automation as key pillars of the evolving regulatory technology 

(RegTech) landscape.

From a national standpoint, the adoption of AI in financial 

services aligns with the Ghana National Artificial Intelligence 

Strategy, launched in 2026 by the Ministry of Communications 

and Digitalization. The strategy positions AI as a central enabler 

of Ghana’s digital transformation agenda, with financial services, 

health, and education identified as priority sectors for targeted 

interventions.

Yet, despite these promising developments, AI regulation in 

Ghana remains at a formative stage. The country’s current legal 

framework does not have a single statute dedicated exclusively to 

AI governance. Instead, regulation is spread across multiple laws 

and policy instruments covering data protection, cybersecurity, 

digital finance, and consumer protection. However, a clear national 

commitment toward responsible AI development is now evident, 

both in public policy and in regulatory planning within the financial 

services sector.

REGULATORY LANDSCAPE AND PRINCIPAL ACTORS

1. The Bank of Ghana (BoG)

The BoG plays a leading role in the governance of AI-driven financial 

services. Through the Payment Systems and Services Act, 2019 (Act 

987), the Bank regulates electronic money issuers, payment service 

providers, and fintech companies. The Act provides the foundation 

upon which AI-enabled financial products are currently deployed.

Additionally, the BoG’s Regulatory Sandbox, launched in 2022 htas 

become a key vehicle for testing AI-based financial innovations. 

The Sandbox allows fintechs and banks to experiment with AI-

driven solutions in a controlled environment under regulatory 

oversight. Several projects tested within this framework involve 

predictive analytics for credit risk, biometric verification for KYC, and 

automated compliance solutions (RegTech).

THE LEGAL AND REGULATORY FRAMEWORK FOR ARTIFICIAL INTELLIGENCE IN FINANCIAL 

SERVICES IN GHANA: DEVELOPMENTS, CHALLENGES, AND EMERGING TRENDS

“
AI regulation in Ghana remains 

at a formative stage.
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2. The Data Protection Commission (DPC)

The Data Protection Act, 2012 (Act 843) governs personal data 

processing in Ghana and forms a critical pillar of AI governance. 

Given that AI systems rely heavily on large-scale data collection and 

processing, the DPC plays a key role in enforcing compliance with 

data minimization, purpose limitation, and user consent principles.

Financial institutions leveraging AI must therefore ensure that 

personal and transactional data used in training algorithms comply 

with the provisions of Act 843. Cross-border data transfers, a 

common feature of cloud-based AI services, are subject to prior 

approval by the DPC and restricted to countries off ering adequate 

data protection.

3. The Cyber Security Authority (CSA)

The Cybersecurity Act, 2020 (Act 1038) complements AI regulation 

by safeguarding digital financial infrastructure. It mandates critical 

information infrastructure operators, including banks and payment 

institutions, to implement risk-management systems capable of 

detecting and responding to cyber threats - many of which now 

involve AI-driven attacks.

Given the growing use of AI for cybercrime detection and 

prevention, the CSA works closely with financial institutions to align 

cybersecurity standards with AI-driven automation. AI-enabled 

threat intelligence tools, anomaly detection systems, and fraud 

monitoring platforms are now common in Ghana’s regulated financial 

sector, reflecting this integration.

4. The Ministry of Communications and Digitalisation (MoCD)

The MoCD is the policy lead for Ghana’s National AI Strategy, which 

sets the broader direction for AI governance and ethical deployment. 

The strategy’s financial services component focuses on four 

priorities:

•  Enhancing the regulatory environment for algorithmic systems;

• Developing data infrastructure and digital identity frameworks;

• Building AI skills and research capacity; and

•  Encouraging responsible innovation through public-private 

partnerships.

The Ministry has also announced plans to establish a National AI 

Centre of Excellence in partnership with academia and industry to 

promote standards and coordinate sectoral implementation.

5. Supporting Agencies

Other regulatory and policy actors include:

a.  The National Information Technology Agency (NITA) – 

responsible for national ICT standards and interoperability, 

particularly for AI-driven platforms.

b.  The Financial Intelligence Centre (FIC) – integrating AI tools 

into anti-money laundering (AML) monitoring and suspicious 

transaction reporting.

c.  The Ghana Revenue Authority (GRA) – exploring AI systems 

for tax intelligence and 

compliance within the 

digital economy.

These institutions 

collectively form Ghana’s 

emerging AI governance 

architecture in financial 

services - one that relies 

on collaboration, sectoral 

oversight, and adaptive 

policy evolution.

LEGAL FOUNDATIONS 

AND RELEVANT 

LEGISLATION

Although Ghana does not yet have an AI-specific statute, existing 

legal frameworks already influence the development and deployment 

of AI in financial services. Key instruments include:

1.  Payment Systems and Services Act, 2019 (Act 987) – Establishes 

regulatory requirements for digital financial service providers, 

under which AI-driven payment and lending models must operate.

2.  Data Protection Act, 2012 (Act 843) – Provides privacy 

safeguards governing the collection, storage, and use of personal 

data within AI systems.

3.  Cybersecurity Act, 2020 (Act 1038) – Imposes obligations on 

critical information infrastructure operators, ensuring that AI tools 

used for cybersecurity or fraud prevention comply with national 

resilience standards.

“
These institutions collectively form 

Ghana’s emerging AI governance 

architecture in financial services.
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4.  Anti-Money Laundering Act, 2020 (Act 1044) – Governs 

the application of AI in transaction monitoring, customer due 

diligence, and suspicious transaction detection.

5.  Electronic Transactions Act, 2008 (Act 772) – Provides legal 

recognition for electronic communications, signatures, and 

contracts which is important for AI-driven financial automation.

6.  Companies Act, 2019 (Act 

992) – Imposes corporate 

governance duties that 

extend to risk oversight 

in AI adoption, including 

board-level accountability 

for ethical and compliance 

issues.

Together, these instruments 

provide a partial but evolving 

framework for AI regulation. 

The forthcoming Emerging 

Technologies Bill, expected 

by 2026 under the National AI 

Strategy, will likely consolidate these obligations and introduce risk-

based oversight mechanisms similar to the EU’s AI Act.

THE NATIONAL AI STRATEGY AND ITS IMPLICATIONS 

FOR FINANCIAL SERVICES REGULATION

The National Artificial Intelligence Strategy (NAIS) launched by 

Ghana’s Ministry of Communications and Digitalization (MoCD) in 

April 2026 marks a historic policy milestone. It establishes Ghana 

as one of the first sub-Saharan African nations to articulate a 

comprehensive national framework for AI governance and adoption.

The Strategy’s core vision is to leverage AI for inclusive growth, 

productivity enhancement, and digital transformation across all 

sectors of the economy. Within the financial services space, the NAIS 

envisions AI as a key enabler of innovation, customer inclusion, and 

operational eff iciency, while emphasizing accountability, fairness, 

and human oversight.

The strategy identifies five areas relevant to financial regulation:

1.  Policy, Regulation and Governance – Establishing a legal 

framework for AI ethics, risk classification, and accountability.

2.  Data and Digital Infrastructure – Building interoperable and 

secure data systems for AI training and analytics.

3.  Research, Innovation, and Skills Development – Strengthening 

capacity for AI-driven fintech solutions and compliance 

technologies.

4.  Industry Adoption and Partnerships – Encouraging collaboration 

between regulators, financial institutions, and technology 

providers.

5.  International Cooperation – Aligning Ghana’s AI governance with 

continental and global norms, including the African Union’s AI 

Continental Strategy and OECD guidelines.

For the financial sector, the NAIS acts as both a policy compass and 

regulatory roadmap. It mandates the development of an Emerging 

Technologies Bill to codify principles around risk management, 

data ethics, and algorithmic accountability. The Bill currently under 

consultation, will likely define AI system risk tiers, institutional 

liability, and standards for algorithmic explainability in financial 

decision-making.

ETHICAL AI, CONSUMER PROTECTION AND 

ALGORITHMIC TRANSPARENCY

The integration of AI into financial services presents unique 

challenges around ethics, fairness, and consumer protection. Ghana’s 

regulatory response has been to extend traditional consumer 

protection principles: transparency, accountability, and fairness to 

algorithmic decision-making environments.

Under the Data Protection Act, consumers must be informed 

whenever their eligibility, credit limit, or transaction monitoring is 

determined by automated systems, and to object to the use of same. 

They must also have a right to human intervention if adversely 

aff ected by an AI-based decision.

“
For the financial sector, the NAIS 

acts as both a policy compass 

and regulatory roadmap.
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The Data Protection Commission (DPC) has issued interpretative 

guidance encouraging financial institutions to ensure “algorithmic 

explainability”- that is, providing understandable reasons for 

decisions taken by machine learning systems. This complements 

global AI ethics principles such as the OECD’s call for human-centric 

AI and the African Union’s emphasis on fairness and inclusion.

Financial institutions are also expected to maintain internal AI 

ethics committees or designate senior off icers responsible for 

AI governance. These bodies oversee compliance with ethical 

guidelines, assess bias in models, and review product designs to 

ensure consumer welfare.

Such approaches, while still evolving, illustrate Ghana’s broader 

move from a risk-tolerant to a risk-aware model of innovation: one 

that encourages digital transformation while protecting the public 

interest.

REGULATORY SANDBOXES, INNOVATION HUBS, AND 

REGTECH INTEGRATION

The Bank of Ghana’s Regulatory Sandbox, introduced in 2022, has 

proven instrumental in shaping Ghana’s AI innovation ecosystem. 

Through the Sandbox, fintechs, banks, and startups can test new 

technologies including AI-driven products under relaxed regulatory 

conditions and direct supervisory oversight.

AI applications tested in the Sandbox have focused on areas such as:

a.  Automated compliance and AML monitoring using machine 

learning;

b.  Predictive analytics for SME credit scoring;

c.  AI-powered customer service chatbots;

d.  Biometric identity verification; and

e.  Dynamic pricing and risk-based lending models.

Participants benefit from BoG’s regulatory guidance, while the Bank 

gains insight into emerging technologies and their risk implications. 

This symbiotic model supports policy learning and ensures that 

regulatory frameworks evolve alongside innovation.

In parallel, the BoG has begun integrating RegTech and SupTech 

tools - AI-enabled regulatory and supervisory technologies into its 

operations. These tools enable real-time transaction monitoring, 

anomaly detection, and risk-based supervision.

Furthermore, Ghana’s National Financial Inclusion and Development 

Strategy (NFIDS) encourages regulators to adopt AI tools for 

data analysis, promoting evidence-based policy and predictive 

supervision. Together, these developments signal the rise of AI-

assisted regulation, where 

regulators and market 

actors alike leverage AI for 

eff iciency and compliance.

CHALLENGES AND 

POLICY GAPS

Despite notable progress, 

Ghana’s regulatory 

environment for AI in 

financial services faces 

several challenges:

1.  Absence of Dedicated 

AI Legislation – Current laws only indirectly address AI-

related issues, leaving gaps in liability, accountability, and risk 

classification.

2.  Data Quality and Infrastructure Limitations – Many AI models 

rely on fragmented or low-quality datasets, raising concerns about 

bias and accuracy.

3.  Skills and Capacity Deficits – There is a shortage of AI 

professionals with expertise in both machine learning and financial 

regulation.

4.  Cross-Border Data Governance – With most AI systems hosted 

on global cloud platforms, jurisdictional issues regarding data 

protection and compliance remain unresolved.

5.  Ethical and Social Risks – The potential for algorithmic 

discrimination and exclusion of vulnerable groups continues to 

challenge policymakers.

“
Ghana’s broader move from a 

risk-tolerant to a risk-aware 

model of innovation.
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Addressing these gaps will require a combination of legal reform, 

institutional capacity-building, and cross-sector collaboration.

EMERGING TRENDS AND THE FUTURE OF AI 

GOVERNANCE IN GHANA’S FINANCIAL SECTOR

Looking ahead, several trends are likely to define Ghana’s AI 

regulatory and market landscape:

1.  Legislative Codification of AI Oversight – The forthcoming 

Emerging Technologies Bill (2026) is expected to institutionalize 

ethical, risk-based regulation and assign formal oversight powers 

to a proposed Responsible AI Off ice.

2.  Integration of AI into Credit Reference and Risk Management 

Systems – The BoG’s Credit Reporting System will increasingly 

rely on AI models for credit scoring and fraud detection.

3.  AI-Driven Cybersecurity – Financial institutions will deepen their 

adoption of AI-enabled cyber-defense systems, supported by the 

Cyber Security Authority.

4.  Sustainability and ESG Analytics – AI will play a growing role in 

ESG compliance and sustainable finance reporting.

5.  Continental Harmonization – Ghana’s AI frameworks will likely 

align with African Union standards and ECOWAS digital policy, 

promoting cross-border interoperability.

In the longer term, Ghana’s ambition is to position itself as a regional 

AI governance leader, combining strong regulatory frameworks with 

a thriving innovation ecosystem.

CONCLUSION

Ghana’s approach to artificial intelligence in financial services 

demonstrates a deliberate shift from cautious observation to 

structured governance. The combination of the National AI Strategy 

(2026), and existing data protection and cybersecurity laws marks 

the foundation of an emerging, adaptive regulatory regime.

While Ghana’s framework remains in development, its trajectory is 

clear: promoting innovation within a disciplined, ethically grounded, 

and risk-based governance structure. If eff ectively implemented, 

Ghana could become a model for responsible AI integration in 

financial services across Africa, balancing technological progress 

with trust, transparency, and inclusion.
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AI is moving from isolated pilots into the operating fabric of 

banks, insurers and investment firms. In Hungary, the commercial 

opportunity is substantial, but so is the regulatory density: the 

EU AI Act now sits alongside DORA, the GDPR, sector-specific 

financial-services rules and an increasingly detailed supervisory 

framework issued by the Magyar Nemzeti Bank (MNB). For legal and 

compliance teams, the central 

task is no longer simply to 

identify whether an institution 

“uses AI”. It is to understand 

which systems are used, 

for what purpose, in which 

legal role and under which 

combination of regimes.

I.  From Pilots to Core 

Infrastructure

Financial institutions already 

use AI across a wide range 

of functions, including 

fraud and market-abuse detection, anti-money laundering, credit 

assessment, pricing, portfolio management, claims handling, 

cybersecurity, regulatory compliance and back-off ice automation. 

Customer-facing applications, from virtual assistants to personalised 

recommendations, are also becoming more sophisticated. The 

attraction is clear: institutions hold large volumes of data, operate 

repeatable processes and face constant pressure to improve speed, 

accuracy and cost eff iciency.

The next phase is likely to be less about stand-alone tools and 

more about embedding AI into end-to-end processes. Banks are 

experimenting with internal AI academies, specialist governance 

teams and, increasingly, AI agents capable of coordinating tasks 

across several applications. This evolution can create material 

eff iciencies, but it also moves AI closer to decisions and actions that 

aff ect customers, employees and the institution’s own operational 

resilience.

Technology architecture remains a practical constraint. Many 

established institutions still depend on monolithic legacy systems, 

fragmented data estates and manual interfaces. Scalable AI 

therefore tends to accelerate wider modernisation: cloud adoption, 

containerisation, microservices and more disciplined data 

management. The decisive asset is not simply access to more 

data, but access to data that is accurate, traceable, appropriately 

governed and available at the right point in the process. In financial 

services, weak data architecture quickly becomes a legal, prudential 

and conduct risk.

II. The AI Act: The Rules That Matter Most

Regulation (EU) 2024/1689 (the AI Act) entered into force on 1 

August 2024 and introduced a horizontal, risk-based framework for 

AI systems and general-purpose AI models. Its application is phased. 

Prohibited practices and the AI-literacy provisions have applied 

since 2 February 2025; the governance and general-purpose AI 

model rules have applied since 2 August 2025; and the Commission 

and national authorities began enforcing the generally applicable 

provisions, including key transparency duties, on 2 August 2026. 

Following the 2026 AI Omnibus, the high-risk rules for systems 

listed in Annex III apply from 2 December 2027, while those for AI 

embedded in regulated products listed in Annex I apply from 2 

August 2028.

For financial institutions, the prohibited-practices regime is already 

operational. Relevant examples include AI that uses materially 

harmful manipulation or deception, social scoring that leads to 

unjustified detrimental treatment, emotion recognition in the 

workplace except within narrow medical or safety exceptions, and 

biometric categorisation intended to infer protected characteristics. 

The analysis must remain use-case specific. Conventional credit 

scoring based on relevant financial information is not prohibited 

merely because it involves profiling; by contrast, repurposing 

unrelated behavioural or sensitive data may trigger serious concerns 

under the AI Act, the GDPR and sectoral conduct rules.

AI IN HUNGARIAN FINANCE: TURNING INNOVATION INTO ACCOUNTABLE SCALE

“
AI is moving from isolated pilots 

into the operating fabric of banks, 

insurers and investment firms.
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The Act also imposes transparency obligations on certain interactive 

and generative systems. A customer should, subject to the statutory 

exceptions, be informed when interacting directly with an AI system. 

This is particularly relevant to chatbots, voice assistants and 

generative-AI interfaces used in customer service. Separately, Article 

4 requires providers and deployers to take measures supporting 

AI literacy among staff  and other persons operating AI systems on 

their behalf. It does not prescribe a uniform qualification or require 

institutions to guarantee a particular level for every individual; 

the measures should reflect the person’s knowledge, role and the 

context in which the system is used.

The most demanding obligations concern high-risk systems. 

Financial-sector examples include AI used to evaluate the 

creditworthiness of natural persons or establish their credit score, 

except where used solely to detect financial fraud; AI used for 

risk assessment and pricing in life and health insurance; specified 

recruitment, worker-management and performance-monitoring tools; 

and emotion-recognition systems where their use is not prohibited. 

Classification depends on intended purpose and deployment 

context, not on the technology label chosen by the supplier.

A financial institution will commonly be a deployer, but its role must 

be mapped entity by entity. An institution may become a provider 

where it develops a system and places it on the market or puts it into 

service under its own name, rebrands it, substantially modifies it or 

changes its intended purpose in a way that brings it into the high-

risk category. Group structures require particular care: the fact that a 

tool is developed by an internal technology centre does not, by itself, 

resolve which legal entity bears the provider obligations.

Deployers of high-risk systems must follow the instructions for 

use, assign eff ective human oversight, monitor operation, retain 

relevant logs and ensure that input data under their control is 

relevant and suff iciently representative. They must respond to risks 

and serious incidents and comply with information duties towards 

aff ected persons. For creditworthiness assessment and life or health 

insurance risk assessment and pricing, a fundamental rights impact 

assessment must be completed before first use once the high-risk 

provisions apply; where a data protection impact assessment is also 

required, the two should be coordinated.

Provider obligations are broader. They include lifecycle risk and 

quality management, data governance, technical documentation 

and traceability, logging, clear instructions, human-oversight design, 

accuracy, robustness and cybersecurity, conformity assessment, 

registration, post-market monitoring, corrective action and serious-

incident reporting. For institutions building or materially adapting 

high-risk tools, these are product-compliance obligations, not merely 

internal policy requirements. The most eff icient preparation is 

therefore a role-and-use-case inventory that links each system to its 

intended purpose, risk classification, responsible entity, applicable 

controls and evidence of compliance.

III.  Hungary’s Supervisory Overlay: Strategy, Data and 

Control

The MNB’s 

Recommendation No. 

13/2025 (XII. 3.) on the 

digital transformation of 

credit institutions adds 

a distinctly Hungarian 

supervisory layer. The 

Recommendation is not 

legally binding, but it 

expresses the MNB’s 

supervisory expectations, 

and the MNB monitors and 

assesses compliance in 

its audit and monitoring 

activity. Credit institutions were expected to apply it from 1 April 

2026, with the first AI sub-strategy due to the MNB by 30 June 2026. 

It superseded the earlier digital-transformation recommendation 

from 2021.

Its importance lies in breadth. Whereas the AI Act reserves its 

most prescriptive system-level controls for defined categories, the 

MNB expects a coherent institutional approach to the entire AI 

portfolio. The AI sub-strategy should sit within the broader digital-

transformation strategy and translate ambition into governance, 

measurable milestones and accountable ownership. In practice, 

legal, compliance, risk, data, IT security, procurement and business 

functions need a common operating model rather than parallel 

policies.

“
In practice, legal, compliance, risk, data, 

IT security, procurement and business 

functions need a common operating 

model rather than parallel policies.
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The Recommendation’s expectations can be grouped around 

several themes. First, institutions should classify their AI systems, 

define acceptable risk levels and operate documented lifecycle risk 

management, with classifications reviewed regularly and at least 

annually. Secondly, data governance should cover the provenance, 

quality, preparation, access, storage and deletion of training, 

validation, test and production 

data. In several areas, the MNB 

treats the extension of high-

risk-style controls to systems 

outside the AI Act’s high-risk 

category as good practice.

Thirdly, development and 

procurement controls 

should address validation, 

reproducibility, bias and 

ethical testing, guardrails, 

human intervention, ongoing 

performance monitoring and 

independent assurance where 

appropriate. For third-party systems, the institution should obtain 

enough information to assess technical, legal and ethical compliance 

rather than treating the supplier’s standard documentation as 

conclusive. Fourthly, AI-specific security should protect training 

data, models, non-public inputs and prompts, and should include 

measures to detect manipulation and adversarial attacks. Finally, 

competence and communication matter: institutions should set clear 

rules for employees’ use of third-party and generative AI, provide 

role-specific training, test key competencies where proportionate, 

maintain internal error-reporting channels and communicate 

transparently with customers.

Procurement is where these expectations meet DORA and 

established outsourcing law. AI delivered through a cloud platform, 

AI-as-a-Service arrangement or managed solution must be classified 

separately under the applicable outsourcing rules and DORA’s 

ICT third-party risk framework. The relevant MNB instruments 

include Recommendation No. 7/2020 on external service providers 

and Recommendation No. 2/2025 on community and public cloud 

services, which replaced the former 2019 cloud recommendation.

Whether an AI service supports a critical or important function 

cannot be determined by a generic product label. The assessment 

turns on the consequences of disruption for the particular 

institution, including its regulatory compliance, financial performance 

and continuity of services. Where the threshold is met, enhanced due 

diligence, contractual safeguards, monitoring, business-continuity 

arrangements and a credible exit strategy are required. AI contracts 

should therefore address, at a minimum, permitted data use, data 

location and security, audit and access rights, incident notification, 

subcontracting, model or service changes, performance and 

validation, continuity, termination and the return or deletion of data. 

Vendor lock-in is especially acute where the institution’s workflows, 

prompts, data formats or fine-tuning become model-specific.

IV. One Deployment, Several Rulebooks

The AI Act does not displace financial-services regulation. A single 

deployment may be subject simultaneously to the AI Act, DORA, the 

GDPR and sector-specific prudential and conduct requirements. The 

legal analysis should therefore begin with the activity and the risk, 

not with a search for one “lead” regulation.

DORA, applicable since 17 January 2025, is the primary EU 

framework for the digital operational resilience of covered financial 

entities. For the ICT-risk and incident-reporting matters it regulates, 

it operates as a sector-specific Union legal act in relation to NIS2. 

An externally supplied AI system may be an ICT service under 

DORA, and the same arrangement may also involve a high-risk AI 

system under the AI Act. The two regimes are cumulative: the AI Act 

focuses on the system, its intended purpose and the obligations of 

actors in the AI value chain; DORA focuses on the financial entity’s 

governance of ICT risk, resilience testing, incidents and third-party 

dependencies. The designation of a supported function as critical or 

important intensifies the DORA requirements, but the assessment 

remains institution-specific.

“
A single deployment may be 

subject simultaneously to the 

AI Act, DORA, the GDPR and 

sector-specific prudential and 

conduct requirements.
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Data protection remains equally central. Training and production 

data, prompts, outputs and monitoring logs may contain personal 

data, while data matching across internal and external sources can 

alter the purpose and risk of processing. Institutions must identify a 

lawful basis, apply purpose limitation and data minimisation, assess 

transparency and retention, and carry out a data protection impact 

assessment where required. Where AI is used to take decisions 

producing legal or similarly significant eff ects, Article 22 GDPR and 

its safeguards, including meaningful human intervention where 

applicable, require close attention. A nominal human sign-off  will not 

cure an otherwise automated process if the reviewer lacks authority, 

time or information to challenge the result.

Sectoral expectations add further texture. ESMA’s public statement 

on AI in investment services emphasises that existing MiFID II 

organisational and conduct duties continue to apply, particularly 

the obligation to act in clients’ best interests and to manage 

risks such as bias, opacity, overreliance, privacy and security. 

EIOPA’s 2025 Opinion clarifies governance and risk-management 

expectations for insurance AI that is neither prohibited nor classified 

as high-risk, with emphasis on data governance, fairness, record-

keeping, cybersecurity, explainability and human oversight. These 

instruments reinforce a practical point: systems outside the AI Act’s 

high-risk category are not unregulated.

The Cyber Resilience Act (CRA) adds another product-security 

layer. Its main obligations apply from 11 December 2027, while 

specified reporting duties apply from 11 September 2026. Direct 

CRA obligations are most relevant where a financial institution acts 

as a manufacturer or other economic operator placing a product 

with digital elements on the market, rather than merely procuring 

one. Where both regimes apply, CRA compliance may satisfy the 

cybersecurity limb of the AI Act’s high-risk requirements under the 

conditions set by the legislation. For legal teams, the wider lesson is 

to create one integrated control map and evidence set, then identify 

which legal obligations each control satisfies.

V. Agentic AI: Autonomy with Guardrails

Agentic AI is likely to be the next major test of that integrated model. 

These systems move beyond generating content: they can plan 

a sequence of steps, retrieve real-time information, interact with 

databases and APIs, retain context and execute actions. Potential 

financial-services uses include dynamic insurance pricing, fraud 

investigation, credit workflows, automated KYC and AML processes, 

payment initiation and the coordination of complex customer-service 

cases.

The legal risk rises when a system can act, not merely advise. 

Hallucinated instructions, excessive functionality, over-broad 

permissions, data leakage, unintended transactions and opaque 

coordination between 

multiple agents can create 

a much larger “blast 

radius” than a conventional 

chatbot. The number of 

connected tools and data 

sources also expands the 

attack surface and makes 

responsibility harder to 

allocate. In customer or 

employee contexts, over-

profiling and the stitching 

together of sensitive 

data may undermine data 

minimisation, fairness and 

the eff ectiveness of human intervention.

“
The legal risk rises when a system 

can act, not merely advise.
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Agentic AI is not a separate legal category under the AI Act. Its 

classification still turns on intended purpose, functionality, the 

institution’s role and the context of use. Its autonomy does, however, 

change the control design. Institutions should begin with tightly 

bounded use cases and apply least-privilege access, segregated 

environments, transaction limits, human approval for material 

decisions or payments, circuit 

breakers, tamper-evident logs, 

continuous monitoring and 

adversarial testing. Multi-

agent deployments also need 

a defined orchestrator, clear 

escalation rules and controls 

preventing agents from 

repeatedly delegating or acting 

outside their mandate.

Contracts with external 

providers must reflect 

this increased agency. 

Responsibility should be 

allocated for tool connections, permissions, model changes, data 

use, security testing, audit, incident response, service continuity 

and exit. The institution should also be able to suspend the system 

quickly and reconstruct why an action occurred. The opportunity is 

considerable, but in regulated finance autonomy is sustainable only 

when it is paired with demonstrable control. Institutions that build 

that discipline early will not merely comply more eff ectively; they will 

be better placed to scale AI with confidence.

VI. The Governance Advantage

For Hungarian financial institutions, the strategic question is not 

whether AI can be deployed, but whether it can be scaled without 

fragmenting accountability. The strongest programmes will treat 

regulation as an architecture problem: one inventory, clear actor 

mapping, risk-tiered controls, reusable evidence and contracts 

aligned with operational reality. That approach reduces duplication 

across the AI Act, DORA, the GDPR and sectoral rules while giving 

boards a clearer view of residual risk. It also creates room for 

innovation. Institutions that can demonstrate where data comes 

from, how models are tested, who can intervene and how a service 

can be stopped or exited will be able to move faster than those 

relying on ad hoc approvals. In finance, trustworthy AI governance is 

not simply a compliance cost; it is the infrastructure for sustainable 

adoption.

“
In finance, trustworthy AI

governance is not simply a 

compliance cost; it is the 

infrastructure for 

sustainable adoption.
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1.  Introduction: The Shift Towards Customer-Facing 

Generative AI

In Japan’s financial sector, generative AI (“GenAI”) is beginning 

to move beyond internal eff iciency tools towards customer-

facing services. When the Financial Services Agency of Japan 

(the “FSA”) surveyed 130 

financial institutions between 

October and November 

2024, direct use of GenAI in 

customer-facing services was 

still rare. By contrast, the AI 

Discussion Paper (Version 

1.1), “Preliminary Discussion 

Points for Promoting the Sound 

Utilization of AI in the Financial 

Sector” (the “AIDP”), published 

on 3 March 2026, records 

that institutions have since 

begun launching, or concretely 

considering, customer-facing 

GenAI services within limited scopes and conditions.

“AI agents” have also become a realistic object of consideration. 

Unlike conventional chatbots, these systems may access multiple 

systems and data sources and autonomously perform defined tasks. 

GenAI is therefore evolving from an employee-support tool into a 

technology capable of forming part of the process through which 

financial services are delivered.1

Japan’s regulatory response is distinctive. Rather than establishing a 

comprehensive financial-sector regime specifically for GenAI, Japan 

applies existing financial regulation in a technology-neutral manner, 

while addressing uncertainty through risk-based governance 

and public-private dialogue. The AIDP also highlights the “risk of 

inaction”: the possibility that overly cautious institutions may fall 

behind technological innovation and become less able to provide 

high-quality financial services over the medium to long term. This 

article examines that approach, focusing on customer-facing 

GenAI, securities regulation, personal data protection and key risk-

management issues.

2.  Japan’s AI Governance: A Promotion-Oriented 

Framework Act and Soft Law

Japan’s AI policy seeks to reconcile innovation with risk 

management. The interim report of the government’s AI Institution 

Study Group similarly identifies “balancing innovation promotion and 

risk response” as a central policy objective, favouring a combination 

of legislation and soft law while respecting business autonomy.2

This approach is reflected in the Act on the Promotion of Research 

and Development and Utilization of Artificial Intelligence-Related 

Technologies (Act No. 53 of 2025; the “Japan AI Act”), promulgated 

on 4 June 2025. Article 3(2) provides that, given AI’s potential 

to improve eff iciency, enhance business activities and create 

new industries, its research, development and utilization should 

be promoted to maintain domestic capabilities and strengthen 

international competitiveness. Article 3(4), however, recognizes 

that improper or inappropriate use may facilitate crime, leakage of 

personal information, copyright infringement and other harms, and 

calls for measures to ensure proper implementation.

The AI Act therefore diff ers in character from the EU AI Act. It 

does not establish a comprehensive risk-classification regime 

with detailed obligations and sanctions. Instead, it provides a 

framework for promoting AI-related measures comprehensively 

and systematically (Article 1), requires an AI Basic Plan (Article 18), 

and establishes the AI Strategy Headquarters within the Cabinet 

(Articles 19 and 20). The first plan was adopted by Cabinet decision 

on 23 December 2025, and the Phase II Artificial Intelligence Basic 

Plan was adopted by Cabinet decision on 14 July 2026. At the same 

time, it is not merely a promotion statute: Article 13 contemplates 

guidelines to ensure proper implementation, while Article 16 provides 

for analysis of cases involving improper AI use and measures 

including guidance and advice. It is therefore best characterized as a 

promotion-oriented and risk-responsive framework act.

JAPAN’S TECHNOLOGY-NEUTRAL APPROACH TO

CUSTOMER-FACING GENERATIVE AI IN FINANCE

“
GenAI is therefore evolving from 

an employee-support tool into 

a technology capable of forming 

part of the process through which 

financial services are delivered.

1.  See Ministry of Internal Aff airs and Communications and Ministry of Economy, Trade and Industry, AI Guidelines for Business, Version 1.2 (31 March 2026), defining an AI agent as an AI system that senses its environment 
and acts autonomously to achieve a specified goal (author’s translation).

2. Cabinet Off ice, AI Strategy Council / AI Institution Study Group: Interim Report (February 2025) (in Japanese; translations of quoted language are the author’s).
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Soft law remains important. The Social Principles of Human-

Centric AI set out overarching societal principles. Separately, the 

AI Guidelines for Business provide practical guidance for actors 

engaged in AI development, provision and use; Version 1.2 was 

published on 31 March 2026.3 Japan’s overall model accordingly 

combines a cross-sector framework act, soft law and existing sector-

specific regulation.

This structure is particularly clear in finance. The Banking Act, the 

Financial Instruments and Exchange Act (“FIEA”), the Insurance 

Business Act, the Act on the Protection of Personal Information 

(“APPI”) and other existing laws apply regardless of whether AI 

is used. The FSA does not exclude legislation where a material 

regulatory gap emerges, but has indicated that interpretation or 

revision of existing principles and guidelines should generally be 

considered first.

Japan’s Copyright Act is also relevant to AI development. Article 

30-4 permits certain uses of works for information analysis and other 

purposes that do not involve enjoying the thoughts or sentiments 

expressed in the work, and AI training may fall within its scope. The 

exception is not unlimited, particularly where a purpose of enjoyment 

is also present or the use would unreasonably prejudice the interests 

of the copyright owner.

3.  The Use of Generative AI by Japanese Financial 

Institutions

In the survey underlying the AIDP, more than 90% of responding 

institutions used conventional AI or GenAI in some form. GenAI use 

had expanded rapidly in internal operations, including document 

summarization, translation, proofreading, internal FAQs and system 

development, and more than 70% of institutions using AI in some 

form permitted broad GenAI use by general staff .

The AIDP broadly distinguishes three categories. The first is internal 

use, such as drafting, translation and information retrieval. The 

second is use supporting customer services or customer-aff ecting 

operations through a human intermediary, such as proposed 

responses for call-centre staff  or drafts used in decision-making. The 

third is direct customer use, where GenAI output itself is presented 

to customers.

At the time of the 2024 survey, the third category was extremely 

limited. Version 1.1, however, records that direct customer use has 

begun in limited areas such as enquiry handling and administrative 

procedures. More recent Bank of Japan data reinforce this picture. 

In its FY2022026 survey of 150 financial institutions, 79.3% reported 

that they were already using GenAI and a further 11.3% were trailing 

it. Use had expanded from general administrative tasks into core 

operations involving customer information, although only a small 

number of institutions were directly presenting GenAI-generated 

output to customers.4

The risks change accordingly. Internal use primarily raises issues of 

confidentiality, erroneous output, copyright and employee misuse. 

Direct customer use may additionally trigger financial-regulatory 

concerns, including 

solicitation, suitability, 

customer disclosure 

and the eff ects of 

misinformation. If AI agents 

begin autonomously 

executing transactions 

or operational processes, 

questions of authority, 

accountability and system 

risk will become more 

significant.

4. The FSA’s Approach: 

Risk-Based Lifecycle 

Management

The AIDP is not a supervisory guideline and does not itself impose 

new legal obligations. It sets out preliminary issues for dialogue with 

the industry and the FSA’s policy direction. Its basic approach rests 

on technology neutrality and risk-based regulation.

For customer-facing GenAI, the AIDP is especially notable for 

organizing risk-mitigation practices into a lifecycle framework.

First, design and pre-deployment verification. Institutions may 

combine retrieval-augmented generation (“RAG”), system prompts, 

model selection, fine-tuning and output filters as layered guardrails. 

Deployment may begin with relatively low-risk services and expand 

as experience accumulates, with testing conducted before launch.

“
Japan’s overall model accordingly 

combines a cross-sector framework 

act, soft law and existing 

sector-specific regulation.

3. Ministry of Internal Aff airs and Communications and Ministry of Economy, Trade and Industry, AI Guidelines for Business (Version 1.2) (31 March 2026).
4. Bank of Japan, Use and Risk Management of Generative AI by Japanese Financial Institutions -Based on the Results of FY2026 Survey- (24 August 2026).
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Second, customer explanation and warnings. Among the practices 

discussed in the AIDP are informing customers that they are 

interacting with GenAI, warning them that responses may contain 

errors, identifying underlying information sources where appropriate, 

and providing a route to human support.5

Third, continuous verification 

and monitoring. Relevant 

controls include retaining 

and reviewing conversation 

logs, testing for skewed 

product recommendations, 

documenting recommendation 

logic and, where appropriate, 

obtaining third-party review.

Fourth, firm-wide governance. 

Senior-management 

involvement, clear 

responsibility for AI, employee 

literacy, risk-proportionate 

controls and continuous review across the AI lifecycle are important. 

The AIDP also refers to “agile governance”: repeatedly reassessing 

risks, objectives and controls rather than treating governance as a 

one-off  exercise.

These measures are not legal duties in themselves. Nevertheless, 

the FSA has indicated that it will refer to the practices described in 

the AIDP when responding to consultations concerning AI. They are 

therefore likely to become important practical reference points for 

institutions introducing customer-facing GenAI.

5.  Securities Regulation: Applying Existing Rules to 

Generative AI

One important feature of the AIDP is that it addresses concrete 

regulatory questions facing financial instruments business operators 

rather than merely stating high-level AI principles.

The first concerns intra-group AI development and non-public 

information. Article 44-3(1)(iv) of the FIEA, together with Article 

153(1)(vii) of the Cabinet Off ice Order on Financial Instruments 

Business, etc. (the “FIB Order”), restricts certain exchanges of non-

public issuer information between a Type I financial instruments 

business operator engaged in securities-related business and its 

parent or subsidiary corporations.

Article 153(1)(vii)(g), however, provides an exception for information 

necessary for the maintenance and management of an electronic 

data processing system where appropriate safeguards against 

leakage are in place. On the premise that “maintenance and 

management” has historically been understood to include system 

development, the AIDP indicates that non-public information need 

not necessarily be removed in advance from customer conversation 

data used for AI-system development. AI development therefore 

does not automatically attract stricter information-sharing rules than 

conventional system development.

The second issue is access to corporate-related information. Article 

40(ii) of the FIEA and Article 123(1)(v) of the FIB Order require 

necessary and appropriate measures to prevent unfair trading in 

connection with the management of corporate-related information. 

Japan Securities Dealers Association rules also require controls 

preventing such information from reaching divisions that do not 

need it.

The AIDP indicates that granting data scientists or similar personnel 

access does not, by itself, establish a control failure. The analysis 

remains substantive: institutions should identify the purpose and 

manner of AI use, access rights and information-management 

procedures, and assess whether the overall control framework is 

appropriate.

The third issue is AI product recommendations and “solicitation”. 

The FIEA contains no general statutory definition of solicitation. 

The AIDP states that solicitation is generally understood as 

conduct directed at specific users with the aim of inducing financial 

transactions, and that the same concept applies where AI is used.

“
The AIDP also refers to “agile 

governance”: repeatedly reassessing 

risks, objectives and controls rather 

than treating governance as a 

one-off  exercise.

5.  FSA, Preliminary Discussion Points for Promoting the Sound Utilization of AI in the Financial Sector (Version 1.1) (3 March 2026) (Japanese). The FSA’s English webpage announces Version 1.1, but a full English 
translation of Version 1.1 was not located as of 29 August 2026; translations of Version 1.1-specific passages in this article are the author’s.
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Where GenAI activity constitutes solicitation, existing conduct rules 

apply. Article 40(i) of the FIEA contains the suitability principle, 

while Article 38 prohibits, among other things, false statements and 

solicitation through conclusive evaluations of uncertain matters. The 

central regulatory question is therefore not whether a human or AI 

communicated with the customer, but whether the AI interaction 

functioned to induce that customer to enter into a financial 

transaction.

The FSA has indicated that, as AI-specific issues develop, relevant 

considerations may include AI’s influence on investor decision-

making and the degree of human involvement. This illustrates 

Japan’s broader model: existing law is applied first, with ambiguities 

clarified through regulatory dialogue.

The FinTech Support Desk and FinTech Proof-of-Concept Hub 

support that process. Where a formal written interpretation is 

required, mechanisms such as the Grey Zone Elimination System 

under the Act on Strengthening Industrial Competitiveness may also 

be used.

6. Personal Data Protection: Key Issues for Generative AI

Personal data protection is among the most significant legal 

challenges for Japanese financial institutions using GenAI.

2026 Amendment to the APPI. As of August 2026, Japan has also 

enacted a significant amendment to the APPI. The amendment 

was passed by the Diet on July 10, 2026 and promulgated on July 

17, 2026. Among other changes, it creates exceptions to certain 

consent requirements where personal data is used exclusively for 

the creation of statistical information or similar outputs, a category 

that the PPC expressly states may include certain forms of AI 

development. The amendment is intended in part to facilitate data 

use, including for AI, while maintaining safeguards against uses that 

could adversely aff ect individuals’ rights and interests. However, 

most provisions of the amendment have not yet entered into force 

and will take eff ect on a date to be specified by Cabinet Order within 

two years of promulgation. Accordingly, financial institutions should 

distinguish between the APPI requirements currently in force and 

the forthcoming framework under the 2026 amendment.

The AIDP discusses several recurring APPI issues by reference to 

views expressed by experts in the AI Public-Private Forum. They 

should therefore not all be read as new, definitive interpretations by 

the FSA or the Personal Information Protection Commission.

The first is the purpose of use for AI development and training. 

Under the APPI, personal information must generally be handled 

within a specified purpose of use. Existing guidance recognizes that 

processing undertaken solely to produce statistical or otherwise 

non-identifiable results need not always be separately stated as an 

independent purpose.6 The AIDP records expert views that similar 

reasoning may be relevant to certain forms of AI development and 

training. Where AI is used to make determinations about, or provide 

information to, individual customers, however, institutions should 

consider whether such 

handling can reasonably 

be anticipated by the data 

subject.

The second issue is the 

input of personal data 

into external GenAI 

services. If the AI provider 

processes personal 

data only within the 

institution’s instructions, 

the arrangement may 

constitute an entrustment 

of personal-data handling. 

The institution must then supervise the provider and confirm that 

input data is not used outside the institution’s instructions for 

additional model training or the provider’s own purposes. Enterprise 

contracts should therefore address data-use scope, model training, 

retention, sub-contracting, security and incident reporting.

The third issue is outsourced AI development, where similar controls 

over purpose, access, security and supervision apply.

“
The central regulatory question is 

therefore not whether a human or AI 

communicated with the customer, but 

whether the AI interaction functioned to 

induce that customer to enter into 

a financial transaction.

6. Personal Information Protection Commission, Q&A on the Guidelines under the Act on the Protection of Personal Information (last revised 1 July 2025), 2-5.
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The fourth is cross-border use. Whether the APPI’s foreign-third-

party rules apply is generally analyzed by reference to the location 

of the receiving business operator; an overseas server location alone 

does not necessarily make a transfer a foreign-third-party provision. 

Server location nevertheless remains relevant to the “external 

environment” that must be understood as part of security control 

measures.

In practice, key safeguards 

include restricting unnecessary 

input of personal data 

into GenAI, using services 

contractually and technically 

restricted from using customer 

inputs for additional model 

training or other provider 

purposes.

7.  Explainability, 

Hallucination and Model 

Risk

As GenAI becomes customer-facing, reliability and explainability 

become increasingly important. Where AI is used in significant 

financial judgments, institutions should be able to assess the 

reasonableness of outcomes and provide an appropriate explanation 

where necessary.

Because the internal reasoning behind individual GenAI outputs may 

be diff icult to explain fully, governance often shifts towards process-

level verifiability: recording the data used, RAG sources, prompts, 

outputs and human review. Hallucination is likewise better treated 

as a residual risk to be managed through RAG, source display, 

guardrails, human confirmation and escalation than as a risk capable 

of complete elimination.

GenAI also challenges conventional model-risk management. 

Institutions are seeking to adapt existing model-risk frameworks,7 

but GenAI may produce diff erent outputs from identical inputs, 

evaluation methodologies remain immature and external foundation 

models may change frequently. Maintaining an inventory of 

significant AI systems, including their purposes, assumptions, 

limitations and vendor changes, is therefore increasingly important.

8. Third Parties and Security

Financial institutions’ GenAI use depends heavily on external 

foundation models and cloud services, making AI risk closely 

connected to third-party risk.

Existing outsourcing frameworks remain relevant, but AI providers 

raise additional issues concerning data use, model changes, sub-

contracting, service continuity, security, intellectual property and 

vendor lock-in. Concentration on a small number of foundation-

model providers may also create common vulnerabilities across the 

financial system.8

Cybersecurity risks include not only confidential information entered 

into prompts, but also prompt injection, data poisoning, model 

extraction and unauthorised employee use of external AI services. 

At the same time, GenAI may be abused for sophisticated phishing, 

deepfake-enabled identity fraud and forged documentation, creating 

new challenges for AML/CFT and fraud controls.

As AI agents increasingly perform transactions or fund transfers 

autonomously, entitlement management, authentication, human 

oversight and mechanisms for suspension or intervention will 

become increasingly important.

“
Hallucination is likewise better 

treated as a residual risk to be 

managed through RAG, source 

display, guardrails, human 

confirmation and escalation 

than as a risk capable of 

complete elimination.

7. FSA, Principles for Model Risk Management (November 2021); see also FSA, progress report on advancing model risk management at financial institutions (December 2024).
8. Financial Stability Board, The Financial Stability Implications of Artificial Intelligence (November 2024).
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9. Conclusion

Japan has chosen not to begin with detailed finance-specific GenAI 

rules. Instead, it applies existing regulation in a technology-neutral 

manner and develops regulatory practice through risk-based 

governance and continuous public-private dialogue.

The AIDP shows that this model is moving beyond abstract 

principles into concrete questions concerning customer-facing 

GenAI, securities regulation, personal data protection and AI 

governance. Its strength is flexibility: Japan can respond to fast-

moving technology without unnecessarily duplicating existing 

financial regulation. Its weakness is that institutions may still lack a 

suff iciently clear benchmark for “how much is enough”.9

The ultimate test is therefore not whether Japan eventually enacts 

AI-specific financial regulation. It is whether existing technology-

neutral rules can be translated, through guidance, interpretation and 

supervisory dialogue, into suff iciently clear and practical standards 

as GenAI and AI agents move closer to the core of financial services.

The expansion of customer-facing GenAI and agentic systems 

in 2026 and 2027 will provide a significant test of that iterative 

regulatory model.

“
Its weakness is that institutions may 

still lack a suff iciently clear benchmark 

for “how much is enough”.

9.  See Daiwa Institute of Research, The Regulatory Approach to AI in the Financial Sector: Key Points of the AI Discussion Paper (Version 1.1) and International Comparison (15 April 2026) (in Japanese; title translation is 
the author’s).
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1.  KAZAKHSTAN 2026: AI AS A NEW REGULATORY 

IMPERATIVE FOR THE BANKING SECTOR

Kazakhstan entered 2026 with unprecedented regulatory and 

political momentum in the field of digital technologies. 

On 6 January 2026, the President of the Republic of Kazakhstan, 

Kassym-Jomart Tokayev, 

signed a Decree declaring 

2026 the “Year of Digitalisation 

and Artificial Intelligence”. 

According to the President 

of the Republic, artificial 

intelligence (“AI”) “has created 

a kind of dividing line between 

those countries that will 

manage to enter the future 

and those that will remain in 

the past”. It is for this reason 

that AI and digital technologies 

have been designated as 

priority areas for the country’s 

development.

In June 2026, the President of the Republic of Kazakhstan approved 

by Decree the Nationwide Strategy “Digital Qazaqstan” through 

2029. The strategy marks Kazakhstan’s transition from fragmented 

automation to an integrated digital-state model in which AI becomes 

a fundamental tool for managing the economy, the social sphere and 

public administration. 

Kazakhstan has recently taken a number of systemic measures in 

this area. A dedicated Ministry of AI and Digital Development has 

been established, the national AI center alem.ai has commenced 

operations, and AI technologies are being actively deployed in the 

provision of public services.

Kazakhstan’s banking sector is more advanced in terms of 

digitalisation than most neighbouring markets. AI has been 

integrated into banks’ key operational processes, including credit 

scoring, fraud prevention (anti-fraud), service personalisation, KYC 

identification and AML monitoring. 

2.  LEGISLATIVE BREAKTHROUGH: LAW “ON ARTIFICIAL 

INTELLIGENCE”

2.1.  Background to Adoption and Place in the Legislative 

Framework

The development of the legal framework governing AI in Kazakhstan 

began well before the adoption of the AI Law. 

Despite the evident maturity of the market and the regulators’ 

position, no comprehensive legislative act existed until autumn 

2025. The AI Law became the first specialised legislative act of the 

Republic of Kazakhstan dedicated to AI.

2.2. Three-Tier Classification of AI Systems

The conceptual core of the AI Law is a risk-based approach 

implemented through a three-tier classification of AI systems 

according to the degree of their impact on the safety of users, 

society and the state:

Minimal-risk systems – systems whose malfunction or cessation of 

operation would have a minimal impact on their users;

•  Medium-risk systems – systems whose malfunction or cessation of 

operation may reduce the eff iciency of users’ activities, cause non-

pecuniary harm or result in material damage;

•  High-risk systems – systems whose malfunction or cessation of 

operation may result in a social and/or technological emergency 

and/or significant adverse consequences for the defence, security, 

economy or infrastructure of the Republic of Kazakhstan or the 

vital activities of individuals.

KAZAKHSTAN - A PIONEER IN ARTIFICIAL INTELLIGENCE REGULATION: BALANCING 

FINTECH DEVELOPMENT AND CONSUMER RIGHTS PROTECTION

“
AI has created a kind of dividing 

line between those countries that 

will manage to enter the future and 

those that will remain in the past.



58

The classification of a particular system into a specific risk category 

is carried out by its owner and/or holder in accordance with the rules 

for classification of informatisation objects. High-risk AI systems 

classified as critical information and communications infrastructure 

facilities, as well as those intended for the formation of state 

electronic information resources, are treated as state systems for the 

purposes of compliance with information security requirements. 

In addition to classification by risk level, the AI Law provides for 

classification of AI systems according to their degree of autonomy: 

low-autonomy systems (where a decision is made by a human), 

medium-autonomy systems (autonomous decisions that may be 

adjusted by a human) and high-autonomy systems (where human 

adjustment is completely excluded or technically impossible). 

2.3. High-Risk AI Systems in the Financial Sector

For the banking and fintech sectors, the key issue is which 

AI systems automatically fall within the high-risk category. 

Nevertheless, based on the functional definition of high-risk systems, 

a number of financial applications of AI are highly likely to fall within 

this category:

•  Credit scoring systems (creditworthiness assessment algorithms 

that make or materially determine lending decisions): their 

malfunction or systematic bias may cause significant material 

damage to users and destabilise the credit market;

•  AML/financial monitoring: anti-money laundering systems that 

make autonomous decisions to block accounts or suspend 

transactions aff ect citizens’ constitutional rights to dispose of their 

property and may have significant adverse consequences for the 

economy;

•  Biometric identification systems (online KYC) used for account 

opening and customer verification: failures or discriminatory 

patterns may result in widespread denial of access to financial 

services;

•  Highly autonomous anti-fraud systems: automatic blocking of 

transactions as a result of false positives causes direct material 

damage to bona fide customers.

For high-risk systems, the AI Law establishes the following set of 

obligations:

1.  the owner and/or holder shall implement a continuous risk 

management process throughout the entire lifecycle of the 

AI system, including: identification and analysis of known and 

foreseeable risks associated with intended use; assessment of 

risks arising from reasonably foreseeable misuse; implementation 

of measures to prevent and eliminate identified risks; and regular 

updating of the risk assessment, at least once a year. Where risks 

associated with prohibited functionalities are identified, the holder 

shall immediately take appropriate measures, up to and including 

suspension or complete termination of the system’s operation. 

2.  mandatory audit of AI systems for holders seeking to have their 

systems included in the 

“list of trusted high-risk 

AI systems”. 

3.  sector-specific state 

authorities establish and 

publish on their websites 

lists of trusted high-risk 

AI systems. 

4.  owners and holders shall 

maintain documentation 

for an AI system 

“depending on the 

degree of its impact 

on the safety, rights, 

freedoms and legitimate 

interests of individuals and on public order”, in accordance with 

the list of documentation approved by the authorised body. 

5.  users shall be informed that goods, works and services are 

produced or provided using AI systems. 

“
Users shall be informed that goods, 

works and services are produced or 

provided using AI systems.
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2.4. Rights and Obligations of Participants in the Financial Sector

The AI Law regulates relations between owners and holders of AI 

systems (banks and fintech companies), users (customers), and 

authorised state bodies. In the financial sector, the following key user 

rights should be highlighted:

•   the right to review the user 

agreement of an AI system;

•  the right to protection of 

personal data and confidential 

information processed by an 

AI system;

•  the right to receive 

explanations concerning 

the outputs of an AI system 

aff ecting the user’s rights and 

legitimate interests;

•  the right to request 

information regarding the 

data on the basis of which the 

AI system made a decision;

•  the right to refuse to interact with an AI system unless such 

interaction is mandatory under the legislation of the Republic of 

Kazakhstan.

In relation to fully automated lending decisions, the latter right raises 

significant practical issues regarding the possibility of reviewing an 

automated refusal by referring the loan application to an authorised 

bank employee for consideration. The AI Law expressly provides 

that requirements applicable to decisions based solely on automated 

processing of personal data are established by the legislation on 

personal data.

As regards owners and holders of AI systems , the AI Law imposes, 

inter alia, the following obligations:

•  to manage risks associated with AI systems;

•  to take measures to ensure the security and reliability of AI 

systems, including protection against unauthorised access and 

failures;

•  to maintain documentation for AI systems;

•  to provide user support in relation to the operation of AI systems;

to provide users with an opportunity to review the user agreement 

before commencing use of an AI system).

The Agency of the Republic of Kazakhstan for Regulation and 

Development of the Financial Market (the “ARDFM”) adopted 

Resolution No. 38, eff ective from 1 November 2025, which 

supplemented these obligations with cybersecurity requirements 

applicable to financial institutions, including mandatory biometric 

authentication and two-factor authentication for customer-facing 

services. 

3. DIGITAL CONSTITUTION OF KAZAKHSTAN

The Digital Code entered into force on 9 January 2026, the first 

comprehensive law of its kind, one that changes, once and for all, our 

relationship with gadgets, data and the state.

3.1. The Concept of Fully Automated Decisions in Banking

The Digital Code introduces into Kazakh law the concept of Fully 

Automated Decisions (“FAD”) decisions made entirely without direct 

human involvement. This category is borrowed from European 

regulation.

In the banking context, FAD manifests most clearly in credit-scoring 

systems. Modern second-tier banks widely apply machine-learning 

models to assess borrowers’ creditworthiness.

3.2. The Requirement of Human Involvement

The central element of the FAD legal regime in the Digital Code is 

the citizen’s mandatory right to human review. 

First and foremost, the Digital Code establishes an obligation for 

a financial organisation to inform the borrower of the fact that a 

decision was made through FAD. The notification shall be given in an 

understandable form, contain the main factors that influenced the 

decision, and explain the right to challenge it. 

“
The Digital Code entered into force 

on 9 January 2026, the first 

comprehensive law of its kind, one 

that changes, once and for all, 

our relationship with gadgets, 

data and the state.
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If AI scoring denies a loan, the borrower is entitled to demand that 

the decision be reviewed with the involvement of an authorised 

bank employee. The Digital Code establishes essential requirements 

for such a review: the specialist shall carry out an independent 

assessment rather than simply confirm the algorithmic conclusion. 

Thus, “human involvement” within the meaning of the Digital Code is 

not a formal procedure but a substantive check.

3.3. Algorithmic Transparency and Explainability Requirements

The Digital Code introduces requirements for the explainability of 

algorithmic systems, which in the financial sector are implemented 

through several mechanisms. First, banks shall maintain registries 

of the FAD systems they use and disclose key parameters of their 

operation to the regulator. Second, when reviewing complaints 

about automated denials, the bank shall provide the borrower with 

information about exactly which factors had a decisive influence on 

the scoring outcome.

3.4. Protecting the Rights of Financial-Services Consumers

In addition to the right to challenge a decision, the Digital Code 

establishes an expanded set of consumer rights in relations with 

financial organisations that use FAD systems.

A key protective tool is the prohibition on discriminatory algorithms. 

The Digital Code directly establishes that FAD systems in the 

financial sphere may not make decisions based on data directly 

related to protected characteristics (nationality, sex, religious beliefs, 

etc.) or serving as proxies for them. 

4. KEY RISKS

4.1. Data Localisation

The central legal barrier to the direct use of foreign cloud platforms 

and large language models such as ChatGPT (OpenAI) or Claude 

(Anthropic) is the national data localisation regime. 

First, the Personal Data Law establishes the mandatory requirement 

that personal data shall be stored by the owner and/or operator, as 

well as by third parties, in a database located within the territory of 

the Republic of Kazakhstan. The Personal Data Law defines personal 

data as “data, including biometric data, relating to a specific or 

identifiable data subject, recorded on electronic, paper and/or other 

tangible media”. Therefore, 

by direct operation of 

law, the localisation 

requirement extends to all 

information falling within 

this definition.

Moreover, this definition 

is formulated extremely 

broadly and includes 

any information allowing 

identification of the data 

subject: from surname, 

first name and individual 

identification number to 

information on their property status, transactions and contractual 

obligations.

Second, for the financial sector, this regime is significantly tightened 

by Article 69.2 of the Banking Law. Under this provision, banks 

guarantee the confidentiality of their clients’ transactions, accounts 

and other information, the disclosure of which could harm the client. 

Thus, the direct transmission of raw client data to foreign public 

clouds via standard APIs becomes legally impossible. The servers of 

foreign AI providers lie outside the legal framework and jurisdiction 

of the Republic of Kazakhstan, meaning that any transfer to them 

of information enabling client identification or revealing the content 

of their banking transactions qualifies as a direct violation of both 

personal data legislation and banking secrecy laws.

“
“Human involvement” within the 

meaning of the Digital Code is not a 

formal procedure but a substantive check.
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The practical response to this conflict has been the implementation 

of so-called Sovereign Data Gateways. These function as an 

intelligent insulating buff er at the boundary between a financial 

institution’s internal perimeter and external Large Language Models 

(the “LLM”) providers. The gateway’s operating principle involves 

three sequential operations performed in real time before the 

request is sent outside the Kazakhstani perimeter:

•  First, masking and depersonalisation: the gateway algorithms 

automatically detect personal 

data within the request 

text (IIN, names, payment 

card numbers, etc.) and 

replace them with synthetic 

equivalents that prevent 

reconstruction of the original 

identity.

•  Second, tokenisation: all 

sensitive financial indicators 

are replaced with unique 

tokens, with the mapping 

table required for reverse 

depersonalisation stored 

exclusively on the bank’s local 

server within Kazakhstan.

•  Third, context anonymisation: the original prompt is reformulated 

so that the external model can solve a mathematical or logical task 

without being able to identify either the specific data subject or the 

specific financial institution.

The implementation of such gateways formally ensures compliance, 

yet simultaneously significantly complicates the IT architecture of 

financial organisations. Nevertheless, within a stringent regulatory 

environment, it is precisely such multi-layered isolation that 

becomes the only legal means of combining the cognitive potential 

of advanced LLMs with the requirements of Kazakh law.

4.2. Mandatory Labelling of Synthetic Content 

The intensive integration of artificial intelligence technologies 

into Kazakhstan’s banking activities transforms transparency in 

algorithm-consumer interaction from a mere ethical aspiration into a 

strict legal imperative. The AI Law stipulates that consumers shall be 

informed that goods, works and services are produced or provided 

using artificial intelligence systems. 

The problem of unlabeled AI use in financial communications has 

both formal-legal and substantive dimensions. The deliberate 

concealment of algorithmic involvement constitutes a violation of 

the imperative of Article 21 of the AI Law, but at a deeper level it 

undermines the very notion of informed consumer choice. 

Non-compliance with the above requirements constitutes an 

administrative off ence and attracts penalties. Upon a repeat 

violation, the competent authority is empowered to suspend or 

completely prohibit the operation of the AI system. 

5. CONCLUSION 

In conclusion, it can be stated that by 2026 Kazakhstan had 

developed a distinct model for regulating artificial intelligence in the 

financial sector, based on the principle of technological neutrality. 

The National Bank and ARDFM do not seek to impose administrative 

restrictions on the choice of specific architectural solutions. Instead, 

the regulators primarily focus on overseeing the outcomes of 

technology deployment and ensuring non-discriminatory access of 

market participants to infrastructure.

The central constraining and guiding instrument in this framework 

is the Digital Code of the Republic of Kazakhstan, together with the 

specialised AI Law and personal data legislation. These legislative 

acts establish a robust framework for the protection of consumer 

rights, comprising three fundamental elements: unconditional data 

sovereignty, preventing the uncontrolled transfer of bank secrecy 

outside the national jurisdiction, the prohibition of discriminatory 

practices, ranging from social scoring to biometric classification, and 

the right to transparency, implemented through mandatory labelling 

of synthetic content. Accordingly, the protection of citizens’ interests 

does not impede technological development, but rather establishes 

clear legal boundaries within which such development may take 

place.

Kazakhstan’s approach demonstrates that consistent risk-based 

regulation, supported by meaningful sanctions for non-compliance, 

can move the market from a stage of fragmented experimentation 

towards the deliberate development of reliable and accountable AI 

systems. 

“
The protection of citizens’ interests 

does not impede technological 

development, but rather 

establishes clear legal boundaries 

within which such development

 may take place.
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Introduction

Kazakhstan Has Already Completed the Digital Banking 

Revolution

The latest data confirm a transformation that Kazakhstan completed 

years ago. In July 2026 alone, 

consumers made 1.3 billion 

cashless card transactions 

worth KZT17.6 trillion — up 

7.5% and 8.4% year on year, 

respectively.1 Internet and 

mobile banking generated 

77.6% of those transactions 

and almost 90% of their value. 

These are not the early signs 

of digital adoption. They are 

the operating metrics of a 

financial market in which 

mobile banking, remote lending 

and cashless payments have 

long been part of everyday life. Kazakhstan is therefore approaching 

AI from a diff erent starting point than many emerging markets: it is 

not trying to digitise banking and introduce intelligence at the same 

time. It is adding intelligence to a system that is already digital by 

default.

The significance lies not only in adoption, but in what has been 

built on top of it. Kaspi.kz has combined payments, commerce and 

consumer finance in a super-app used in everyday life. Halyk Bank, 

the country’s largest traditional lender, has assembled a broad digital 

ecosystem. Freedom Group has linked banking with brokerage, 

insurance and lifestyle services. Bank CenterCredit has built an open 

ecosystem of diff erent local and global partners. Together, these 

models have produced something more valuable than convenient 

mobile channels: a continuous stream of customer, transaction and 

risk data.

That is why Kazakhstan’s next banking contest will not be won 

by launching another chatbot. The real prize is the ability to turn 

already-digitised activity into faster lending decisions, sharper 

fraud detection, more eff ective compliance and lower operating 

costs. However, the opportunity creates a harder test: banks must 

demonstrate that AI produces measurable returns and that its 

decisions can be explained, challenged and governed. As the Digital 

Tenge (a national CBDC project) moves towards wider use and 

Kazakhstan strengthens its banking and digital rules, the market is 

shifting from experimentation to accountability.

The Most Valuable AI Use Cases Are Invisible to 

Customers

The most valuable AI in banking is rarely the most visible. Customer-

facing assistants attract attention, but the larger economic prize 

lies in improving high-frequency decisions across risk, credit and 

back-off ice operations. This is also where rhetoric must give way to 

evidence. KPMG’s 2026 research2 finds that 74% of organisations 

across Central Asia report business value from AI, yet only 24% 

achieve returns across multiple use cases. The gap is not adoption; 

it is repeatability.

FROM EXPERIMENTATION TO TRUSTED SCALE

WHY KAZAKHSTAN COULD BECOME CENTRAL ASIA’S FIRST AI-NATIVE BANKING MARKET

“
That is why Kazakhstan’s next 

banking contest will not be won by 

launching another chatbot.

1. The statistics of National Payment Corporation (https://npck.kz/statistika/).
2. KPMG Tech Report 2026 (https://kpmg.com/kz/en/insights/2026/05/tech-report-2026.html).
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Bots are the most visible starting point in Kazakhstan’s banking 

AI journey: they are easy to launch, demonstrate and count. Banks 

therefore lead with scale. Kaspi.kz, the country’s dominant consumer 

super-app, reported that its assistant handled 64% of chats and 38% 

of voice calls in 2025; Halyk Bank, Kazakhstan’s largest traditional 

lender, said its voice robot successfully completed 53% of routed 

calls in 2022.3 These figures may prove that automation can absorb 

traff ic, but not necessarily that it resolves the customer’s problem. 

Some public app-store reviews frequently complain about circular 

bot conversations and diff iculty reaching a human operator. The 

frustration is not uniquely Kazakhstani: a 2025 global survey found 

that 60% of customers believe chatbots often fail to understand 

their issue, while 71% still prefer a human agent.4 In banking, where 

requests are sensitive, contextual and urgent, a scripted answer 

that misreads intent can turn convenience into friction. Cybernet 

AI, a Kazakhstan-based conversational-AI provider, off ers a more 

credible model because it does not promise a universal digital 

banker. Its voice agents are tailored to defined workflows such as 

debt collection. The company says its services are used by 70% of 

Kazakhstan’s major banks and can support tens of thousands of 

simultaneous conversations, including up to 1,000 calls a minute. 

Bots are therefore a useful first step — but the real test is narrow 

design, reliable escalation and successful resolution, not traff ic 

absorbed.5

The larger opportunity begins where transaction volumes already 

exceed human capacity. In fraud and compliance, Kazakhstan’s 

National Anti-Fraud Centre expanded from 155 participants in 2024 

to 270 by mid-2026,6 creating shared infrastructure for incident 

exchange and blocking. Predictive session and behavioural analytics, 

launched as a pilot in 2025, could move the system from reacting to 

reported fraud towards identifying patterns earlier. But this potential 

is not yet the same as proven value. Banks still need evidence on 

prevented losses, detection rates, false positives and investigation 

time before pilots can be described as industrial intelligence.

Credit scoring looks like the most obvious use of AI in finance. 

Kazakhstan’s banks have searched for predictive signals for 

years — sometimes even proving their sense of humour. In 2015, 

an analysis of four years of data from the country’s First Credit 

Bureau produced a national “credit horoscope”, claiming diff erences 

in repayment behaviour by zodiac sign and gender.7 The exercise 

was memorable precisely because it exposed a basic modelling 

trap: correlation is easy to discover; a stable, causal and defensible 

credit signal is much harder. Production lending therefore still relies 

largely on credit history, verified income, debt-service capacity and 

transparent scorecards, with machine learning used selectively 

rather than allowed to decide unchecked. The reasons are practical, 

not ideological. Alternative variables can become proxies for 

protected or socio-economic characteristics; historical data can 

reproduce earlier lending 

bias; complex models drift 

as customer behaviour 

changes; and a bank must 

explain why one applicant 

was declined while 

another was approved. 

Kazakhstan’s 2025 AI Law 

raised the bar further by 

prohibiting social scoring 

and requiring lifecycle risk 

management for high-risk 

systems. AI’s near-term 

value is therefore less 

in replacing the credit 

decision than in enriching it: detecting inconsistencies, identifying 

early stress and challenging the conventional score — while 

retaining accountable human and model-risk oversight.

Kazakhstan has therefore reached an important midpoint, not the 

finish line. The infrastructure, data volumes and digital customer 

behaviour are already in place; the full AI dividend is not. It will 

emerge only when banks move beyond isolated tools and redesign 

end-to-end decisions across risk, lending and operations — while 

keeping those decisions measurable, explainable and open to human 

challenge.

“
Bots are therefore a useful first step — 

but the real test is narrow design, reliable 

escalation and successful resolution, 

not traff ic absorbed.

3. В Kaspi все чаще отвечают роботы: как теперь работает поддержка (https://fi nratings.kz/news/12708-v-kaspi-vse-chashche-otvechaiut-roboty-kak-teper-rabotaet-podderzhka/).
4. Chatbots are on the rise, but customers still trust human agents more (https://theconversation.com/chatbots-are-on-the-rise-but-customers-still-trust-human-agents-more-259980).
5.  Ботофермы: как казахстанские банки развивают текстовых и голосовых ботов (https://kz.kursiv.media/2022-07-29/botofermy-kak-kazahstanskie-banki-razvivajut-tekstovyh-i-golosovyh-

botov/). 
6. The statistics of National Payment Corporation (https://npck.kz/statistika/).
7.  Как знаки зодиака влияют на поведение по оплате кредитов: 20 сентября 2015 04:09 - новости на Tengrinews.kz (https://tengrinews.kz/private_fi nance/kak-znaki-zodiaka-vliiaiut-na-

povedenie-po-oplate-kreditov-281137/).
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Data Lineage Is Becoming More Important Than Model 

Accuracy

Kazakhstan’s data story is paradoxical. The country’s off icial 

statistical system is improving: the World Bank gave it 84.9 out of 

100 in 2024, while the Open Data Inventory ranked it 44th globally. 

Yet these national scores say 

little about the information 

hidden inside companies. 

KPMG’s 2025 Kazakhstan 

survey found that 50% of 

organisations believed their 

data infrastructure was not 

ready for AI.8 Globally, 64% 

of executives still identify 

organisational data quality as a 

major GenAI barrier.

Banks start from a 

better position. Years of 

digital payments, remote 

identification, lending and regulatory reporting have created large 

stores of structured, time-stamped data. Kazakhstan’s national 

financial infrastructure already processes more than 350,000 

transactions worth KZT5.9 trillion each day and performs over 2.5 

million digital identifications a month.9

Banks may hold better data than most Kazakhstani companies, 

but greater volume raises the standard of proof. Management, 

supervisors and customers must be able to see where a material 

data point came from and how it shaped a decision. Kazakhstan is 

not starting from zero: banks face prudential reporting, board-level 

risk-management and internal-control duties; the Credit Bureau 

Law regulates credit histories; separate rules cover information 

security; and personal-data legislation protects individuals aff ected 

by automated processing. The 2025 AI Law adds lifecycle risk 

management and technical documentation for high-risk systems. 

Yet these regimes address adjacent risks rather than create one 

banking standard for AI data quality. They do not consistently 

require authoritative source data, end-to-end lineage, representative 

datasets, bias testing or drift monitoring. BCBS 239 provides the 

banking benchmark — accurate, complete, timely and adaptable 

risk data with clear ownership — while Article 10 of the EU AI Act 

requires documentation of data origin, preparation, gaps and bias 

controls for high-risk systems. Kazakhstan need not copy either 

framework wholesale. It needs the disciplines behind them: a board-

approved inventory of critical data, named owners, measurable 

quality thresholds, independent testing and a customer route to 

inspect and correct data used in credit, fraud or account-restriction 

decisions. Without these controls, management sees impressive 

model metrics but cannot verify the evidence beneath them, while 

customers are asked to trust decisions they cannot challenge.

As KPMG’s global financial-services research puts it, “AI is just the 

tip of the iceberg”; the real foundation is high-quality data, simplified 

processes and resilient infrastructure. In regulated banking, the 

decisive question is no longer whether data exists. It is whether 

every important decision can be traced back to data the bank can 

defend.

Banks Must Be Able to Defend AI Decisions, Not Just Build 

Them

Kazakhstan’s financial sector benefited from letting experimentation 

run ahead of formal governance. Over the past three years, banks 

allowed business units, innovation teams and technology vendors to 

test assistants, scoring models and fraud tools because prototypes 

were cheap, digital data was abundant and competitive pressure 

was real. That speed helped create practical experience before 

committees and rulebooks could slow it down. The KPMG CCA Tech 

Report describes this early phase as “AI roulette” — scattered bets 

on multiple technologies before organisations learn how to operate 

them at scale. Across Central Asia, 74% of organisations report 

business value from AI, yet only 24% achieve returns across multiple 

use cases.

That imbalance was useful at the start; it becomes costly when 

pilots enter production. The market is now correcting it. Banks 

are beginning to manage AI as a portfolio rather than a collection 

of demonstrations: maintaining central registers of models and 

use cases, classifying risk before development, assigning named 

business owners, requiring independent validation, defining 

human-override rules, monitoring production performance and 

reporting value, incidents and residual risk to the board. This is not 

bureaucracy added after innovation. It is the operating system that 

makes repeated innovation possible.

“
In regulated banking, the decisive 

question is no longer whether data 

exists. It is whether every important 

decision can be traced back to data 

the bank can defend.

8. KPMG Tech Report 2026 (https://kpmg.com/kz/en/insights/2026/05/tech-report-2026.html).
9. The statistics of National Payment Corporation (https://npck.kz/statistika/).
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The evidence from KPMG’s AI in Finance10 research is unusually 

clear. Organisations with stronger governance and controls report 

significant performance improvements at three to six times the rate 

of weaker peers. Yet only 42% say they are strongly ready to produce 

audit evidence for AI-enabled finance processes, and just 29% 

formally track AI-adoption failures. As the report concludes, “trust — 

operationalized through governance, controls and oversight — is the 

through-line of the leaders pulling ahead.”

Kazakhstan has therefore entered a second phase. The first asked 

how many AI ideas a bank could test. The next asks which systems 

should exist, who owns their outcomes, what evidence they must 

retain and when a human must intervene. Competitive advantage is 

moving from model development to model governance.

Agentic AI Could Reshape Banking Faster Than Core 

Platform Transformation

Kazakhstan may be building the payment rails that agentic banking 

needs before the business model has fully arrived. Its Interbank 

Mobile Payment System now supports real-time transfers by phone 

number and interoperable QR payments; Open Banking exposes 

consent-based account data; and the Digital Tenge has moved from 

pilots towards industrial deployment, with programmability and 

smart contracts identified as the next frontier. The new Banking Law 

gives digital tenge and digital financial assets a legal foundation.

Agentic AI could connect these rails. A customer might instruct an 

agent to monitor liquidity, compare off ers, move surplus cash, pay 

invoices or execute purchases within agreed limits. The change 

is profound: today, software recommends and the customer pays; 

tomorrow, software may decide, initiate and reconcile. KPMG finds 

that 88% of organisations are already investing in agentic AI, while 

agentic deployers report a 32-point performance advantage over 

non-deployers. KPMG also warns that “the future will see AI agents 

talking to AI agents.”

Kazakhstan should prepare before autonomous payments become 

commonplace. It is hardly possible and hardly feasible to centralise 

the autonomous payment infrastructure. Instead, the National Bank 

and market should define a verifiable identity for every payment 

agent; granular and revocable customer mandates; transaction, 

merchant and time limits; mandatory confirmation for high-risk 

payments; a liability hierarchy covering customer, bank, fintech and 

model provider; machine-readable receipts showing why a payment 

was made; real-time fraud controls; and a regulatory sandbox linking 

Open Banking, instant payments and the Digital Tenge. Banks should 

register every agent, assign an accountable owner and test it in 

shadow mode before giving it payment authority.

Kazakhstan’s advantage is timing. It can design agentic payments 

into new national 

infrastructure rather than 

bolt controls onto an 

established market after 

failures occur.

From Experimentation 

to Trusted Scale: The 

Real AI Challenge for 

Kazakhstan’s Financial 

Sector

Kazakhstan has many of 

the ingredients needed to 

become Central Asia’s first 

AI-native financial market. Whether that ambition becomes a durable 

advantage will depend on three constraints: talent, infrastructure 

and regulatory coherence.

“
Competitive advantage is moving 

from model development 

to model governance.

10. 2026 KPMG Global AI in Finance Report (https://kpmg.com/kz/en/insights/2026/06/kpmg-global-ai-in-fi nance.html).
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The first is talent. A market of Kazakhstan’s size cannot easily 

supply enough experienced AI engineers, data scientists, model-risk 

specialists and product leaders. KPMG’s global financial-services 

research finds that 40% of institutions lack the talent needed to 

execute their technology plans. The government is responding 

at scale: AI-Sana aims to provide basic AI training to 650,000 

students,11 advanced modules 

to 100,000 and support to 

1,500 start-ups. The numbers 

are impressive, but the harder 

task is turning mass education 

into production-grade 

expertise inside banks. The 

government has also started 

implementing AI literacy in 

school education.

The second is infrastructure. 

Data Center Valley in 

Ekibastuz — planned at up 

to 1 GW, with 1,400 hectares 

allocated and an initial 100 MW site prepared — could provide 

sovereign computing capacity and attract global cloud providers. 

But much remains untested: confirmed demand, access to advanced 

chips, grid reliability, cooling and water requirements, connectivity 

economics and the timetable beyond the first facility. Government 

commitment is strong; the commercial model is still emerging.

The third is regulatory coherence. The AI Law, Digital Code, new 

Banking Law, National security rules, personal-data rules and 

financial-sector requirements each address part of the problem. 

Banks, however, need one coherent operating interpretation of risk 

classification, automated decisions, human review, data localisation, 

model accountability and customer redress.

Kazakhstan’s next AI breakthrough will not be another pilot. It will 

be the moment when skills, computing capacity, trusted data and 

coherent regulation begin to function as one system — and when 

banks can scale AI without asking customers or supervisors to take 

its reliability on faith. 

“
Kazakhstan’s next AI breakthrough 

will not be another pilot.

11.  AI-Sana (https://aisana.gov.kz/?lang=en). 
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1. Overview. 

Mexico has not enacted a general federal artificial intelligence 

statute. Legislative activity remains fragmented. Several initiatives 

would give Congress express constitutional authority over AI or 

create a general statutory framework, but none had entered into 

force by August 2026. Narrow 

binding rules already address 

algorithmic systems, notably 

the platform-work regime, 

requiring transparent task-

allocation and an algorithmic 

management policy, and other 

AI-specific reforms have 

advanced through Congress, 

none establishing a general 

regime for automated decisions 

between institution and 

customer. 

Mexican financial law is 

functional rather than technological: it regulates the decision, the 

activity, the contract and the risk, even without explicitly referencing 

the model. The relevant question is therefore not whether AI is 

“allowed” in Financial Services, but which regulated function it 

can perform in a  financial system and what Mexican law requires 

of it. There are four important factors that must be taken into 

account when thinking of how AI interacts with Mexican law: a) data 

protection; b) sectoral product and conduct rules; c) the contractual, 

consumer-protection and non-discrimination framework; and d) 

prudential guidelines. Together they form a dispersed governance 

regime whose intensity varies greatly across diverse regulated 

entities, such as insurance, securities and investment funds, fintech, 

banking, popular finance and multiple-purpose finance companies.

2. Data protection

The Federal Law on the Protection of Personal Data Held by Private 

Parties enacted in March 2025, is the only horizontal federal regime 

expressly addressing automated processing by private-sector 

financial institutions, subject to statutory exclusions and the 

separate public-sector regime.

The first principle is the right to object: a data subject may object 

when personal data undergoes automated processing producing 

unwanted legal eff ects, or significantly aff ecting the person’s 

interests, rights or freedoms, and evaluating personal aspects 

without human intervention, including predicting economic 

circumstances. A fully automated credit decision, credit-limit 

reduction or risk-based pricing decision can fall within that provision 

when met, but it does not capture every use of scoring, nor create a 

right to disclosure of source code or model weights, and it exempts 

processing necessary for a legal obligation.

The second principle is transparency: the privacy notice must 

communicate the existence and principal characteristics of the 

processing. Where automation materially determines access to a 

product, price or service, omitting that fact is hard to reconcile with 

the statutory standard. The law does not fix the notice’s granularity, 

but a defensible one should identify the automation’s purpose, the 

data categories used, the type of consequence it may produce, and 

the mechanism for exercising opposition and other data rights.

The framework also reinforces accountability: an institution stays 

responsible for personal-data compliance even where a scoring 

model, biometric tool or conversational agent is supplied by a third 

party. 

3.  Product and conduct rules in the Mexican Financial 

System.

a)  One of the clearest customer-facing model-governance regimes 

in Mexican financial law appears in the Insurance and Surety 

Institutions Law. Drafted for actuarial practice, its provisions never 

mention AI, yet they directly regulate the function an underwriting 

or pricing model performs.

MEXICO: ARTIFICIAL INTELLIGENCE IN FINANCIAL SERVICES

“
Mexican financial law is functional 

rather than technological: it regulates 

the decision, the activity, the contract 

and the risk, even without explicitly 

referencing the model.
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The law requires premiums to be determined on technical bases, 

giving a high degree of certainty the insurer can meet its obligations, 

and requires each product to carry a technical note setting out 

the actuarial procedures, their justification and other relevant 

assumptions behind them. When a model materially drives pricing, 

segmentation or an actuarial assumption, the note must capture that 

methodology with the required precision.

Under current regulations, a licensed, certified actuary must sign the 

technical note. Product documentation must include a legal opinion 

and an opinion of congruence tying the note to the contract’s terms. 

In certain instances that may aff ect policyholders, beneficiaries or 

the insurer’s solvency, the National Commission of Insurance and 

Sureties may order adjustments. This resembles outcome-based 

monitoring, but triggers on a statutory threshold; material changes 

to the registered basis may also require prior regulatory approval.

The same statute separately governs internal solvency models: 

authorization, validation, independent expert review and change 

controls. Insurance thus makes the article’s central point concretely: 

Mexico need not use the word “AI” for model documentation, 

professional responsibility, change control and outcome monitoring 

to already be legal requirements.

b)  Another relevant example, is the framework that governs 

brokerage firms, credit institutions, investment advisers, fund 

managers and distributors. 

Under the general provisions applicable to entities providing 

investment services, such entities must determine the client’s 

investment profile and each product’s profile. Before issuing a 

personalized recommendation, they must confirm it is reasonable 

for the client by testing congruence among client profile, product 

profile, suitability and diversification policy, and must document 

that process. The same architecture extends to discretionary 

management, where the entity must justify each transaction 

executed without a separate instruction.

These requirements do not create a general technical right to 

explanation of an AI model. They do create a transaction-level 

suitability and evidentiary duty. A recommendation engine or robo-

adviser must produce outcomes that the institution can explain 

against documented client profile, product and diversification 

parameters. The institution cannot answer a suitability challenge by 

saying that the algorithm selected the transaction.

The regulation goes further for electronic profiling tools: they must 

be used within the circumstances and markets for which they were 

designed, with the institution defining their scope of use, ensuring 

relevant personnel understand them, and maintaining means 

to validate results, plus documentary support and identifiable 

responsibility. These are direct model-governance controls, even if 

unlabelled as such.

The public investment services guide allows the conduct framework 

to be externally observable, and the regulatory file makes the profile 

and recommendation process auditable, neither requires publishing 

the underlying scoring logic or source code. The legal standard is 

thus not full algorithmic transparency, but controlled use of the 

tool, validation of its results, and evidence that each outcome was 

reasonable for the client.

c) Financial technology 

institutions included in 

the Financial Technology 

Institutions Law, are 

also governed through 

a combination of the 

latter and a set of general 

provisions issued for the 

fintech sector. 

For crowdfunding 

institutions, for example, 

the Fintech Law requires 

disclosure of the criteria used to select applicants and projects, the 

information analyzed, verification activities, and the methodologies 

used to evaluate and classify them, consistently applied and updated 

as needed. A generic description may be insuff icient where selection 

is model-driven and prevents investors from understanding the 

assessment framework, though the standard does not require 

publishing source code or every anti-fraud control.

Automatic investment is also regulated: it requires express 

consent separate from the adhesion contract and a mechanism for 

revocation, and the institution may not allocate funds to projects 

outside the client’s prior consent. The issue is not whether an 

algorithm performs the allocation, but whether the mandate, limits 

and execution remain within the consent given.

“
Mexico need not use the word “AI” for 

model documentation, professional 

responsibility, change control and 

outcome monitoring to already be 

legal requirements.
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The platform must remain consistent with the contract, and the 

institution cannot disclaim responsibility for what it off ers or 

communicates through its platforms or authorized third-party 

channels. Applied to generative AI, a chatbot misstating a product’s 

fees, risks or conditions is first a conduct and disclosure problem, the 

institution generally remains responsible to the customer, without 

prejudice to recourse against 

the technology provider.

d) In banking, there is more 

nuance rather than a blanket 

claim that no specific model 

rule exists. Mexican law sets 

no horizontal customer-facing 

regime for AI-driven credit, 

pricing, collection or servicing 

decisions, but it does impose 

detailed model-governance 

requirements on certain 

prudential and internal-rating 

models.

Banks using internal-ratings-based methods for credit-risk capital 

need prior authorization from the National Banking and Securities 

Commissión. The framework covers implementation plans, model 

development and calibration, documentation of theory, assumptions, 

mathematics and data, integration into risk management, 

independent validation and back-testing, and a third-party model 

does not remove that burden. In general, banking regulation already 

treats model risk seriously where output aff ects prudential capital.

Furthermore, the banking regulatory and operational framework 

governing technology outsourcing and cloud usage applies directly 

to AI models. For example, general provisions applicable to banks, 

govern automated data processing systems and internal controls 

to ensure information integrity and confidentiality. Institutions are 

subject to rigorous requirements when hiring external providers 

for critical processes, particularly when data processing occurs 

outside the country. The framework underscores the non-delegable 

responsibility of executives and boards to manage operational risk 

and guarantee business continuity. No single rule requires every 

bank to document and explain every automated decision, though 

many surrounding controls apply.

e) Popular financial companies and cooperatives operate under their 

own sectoral rules on credit, risk management and internal control, 

varying by entity and level. Those regulations may cover automated 

tools but create no horizontal AI-specific regime, and a vendor 

platform does not displace the entity’s own compliance duties.

f) SOFOMs need a further distinction. Regulated SOFOMs include 

entities with equity links to banks or popular-finance entities, 

plus debt issuers and entities that voluntarily elect regulated 

status; applicable rules vary by category, so not every regulated 

SOFOM answers to the entire banking framework. Non-regulated 

SOFOMs are subject to anti-money-laundering and user protection 

supervision, plus data-protection law, but generally lack a supervisor 

positioned to review an ordinary origination model.

4.  The contractual, consumer-protection and non-

discrimination framework.

The Financial Services Users’ Protection Law prohibits abusive 

clauses, and general provisions applicable to financial entities, flag 

clauses creating indeterminable obligations, permitting termination 

without notice, or shifting to the user the burden of proving 

transactions with the institution. These can support challenges to 

dynamically imposed terms or automated line closures inconsistent 

with the registered contract; where a model changes a fee, the 

output must stay within the authorized framework. Some violations 

are shown by comparing output against the contract; discrimination 

or model-defect claims may still need evidence about the AI model 

itself. 

5. Prudential Guidelines.

Financial entities in Mexico are not bound to observe prudential 

guidelines governing the use of AI such as ISO/IEC 42001. 

6. Findings and outlook

Algorithmic model governance across the Mexican financial system 

is uneven. The strongest regimes are those where financial law had 

already formalized a professional judgment before AI arrived, the 

actuarial determination in an insurance product and the personalized 

investment recommendation are the clearest examples due to 

those acts already requiring documented justification and review. 

Therefore, in such cases automation inherits that legal architecture. 

“
In such cases automation inherits 

that legal architecture.
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Where automation does not displace a previously formalized 

professional activity, governance is more fragmented. Credit 

origination, fraud detection, collections, marketing, customer service 

and biometric authentication are governed through combinations 

of data protection, operational risk, contract, outsourcing, non-

discrimination and conduct rules, enforceable, but not always 

producing a single model file, a clear validation standard, or a route 

for reconsidering a significant decision. 

As previously pointed out, insurance, securities and investment 

services, fintech institutions, and banking each illustrate a common 

pattern from a diff erent angle. None of these regimes were written 

with artificial intelligence in mind, and none use the term. Yet 

each of them already impose obligations that govern what an AI 

system does when it prices a policy, recommends an investment, 

screens a borrower, or drives a chatbot: documented methodology, 

professional accountability, validation of results, and consequences 

when outputs drift from what was authorized.

Additionally, legal exposure follows the nature of the function rather 

than the label of the function of an algorithmic model. A rule-based 

score, a machine-learning model and a generative agent may sit in 

diff erent technical categories, but the analysis dictates what each 

system does: set a premium, recommend an investment, classify 

an applicant, calculate regulatory capital, deny credit, close a line 

or describe a product. Some breaches can be proved without 

reconstructing the model’s logic; others such as discrimination, 

defective validation and causation, may need access to data, 

assumptions and change history.

Mexico would benefit from coordinated financial-sector guidance 

identifying significant automated decisions and setting minimum 

expectations for documentation, validation, change control, outcome 

monitoring, human escalation and vendor oversight. Existing 

powers over product registration, client profiling, operational risk, 

outsourcing and sound practices already provide institutional routes. 

A general AI statute may eventually add common vocabulary and 

risk classification, but supervisors need not wait for it.

What to do with all of this

Five priorities follow:

1.  Classify the function first. Map each system to the financial 

decision it supports: underwriting, pricing, suitability, credit, fraud, 

AML, collections, servicing, marketing or communication. The 

applicable law follows the function and the entity’s regulatory 

scope.

2.  Identify significant automated eff ects. Determine where personal 

data are used without meaningful human intervention to produce 

legal or similarly significant consequences, and align the privacy 

notice, data-rights process and escalation channel with the actual 

system, without overstating a right the law does not create.

3.  Build the evidence file. Record purpose, owner, data provenance, 

assumptions, validation, 

performance thresholds, 

limitations, overrides, 

changes, incidents 

and third-party 

dependencies. ISO/

IEC 42001 can organize 

that system, but does 

not replace a technical 

note, suitability file, 

prudential approval or 

any other sector-specific 

requirement.

4.  Reconcile output with 

the legal wrapper. Test 

model outcomes against registered contracts, product files, 

disclosed selection criteria, client mandates and pricing terms, 

a technically accurate model can still create a regulatory breach 

if its output exceeds the authority or disclosure on which the 

product rests.

5.  Govern vendors and monitor outcomes. Contract for access, audit, 

change notification, incident cooperation and exit, and monitor 

drift, error rates and distributional eff ects. Establish meaningful 

human escalation for high-impact cases even though Mexican law 

does not yet impose a general right to human review.

“
A technically accurate model can still 

create a regulatory breach if its output 

exceeds the authority or disclosure on 

which the product rests.
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Mexico’s framework is neither empty nor coherent. It is functional, 

fragmented and already enforceable. The immediate task is to 

connect existing financial-law duties to the systems now performing 

regulated decisions.

Sources:

1.  Ley Federal de Protección de Datos Personales en Posesión 

de los Particulares (LFPDPPP), https://www.diputados.gob.mx/

LeyesBiblio/pdf/LFPDPPP.pdf

2.  Ley de Instituciones de Seguros y de Fianzas (LISF), https://www.

diputados.gob.mx/LeyesBiblio/pdf/LISF.pdf

3.  Disposiciones de carácter general aplicables a las entidades 

financieras y demás personas que proporcionen servicios de 

inversión. https://sidof.segob.gob.mx/notas/5701736

4.  Ley para Regular las Instituciones de Tecnología Financiera 

(LRITF). https://www.diputados.gob.mx/LeyesBiblio/pdf/LRITF.pdf

5.  Disposiciones de carácter general en materia de transparencia 

y sanas prácticas aplicables a las instituciones de 

tecnología financiera. https://www.dof.gob.mx/nota_detalle.

php?codigo=5565233&fecha=09/07/2019

6.  Disposiciones de carácter general aplicables a las instituciones 

de crédito (Circular Única de Bancos). https://www.cnbv.gob.

mx/SECTORES-SUPERVISADOS/BANCA-MULTIPLE/Paginas/

NORMATIVIDAD.aspx

7.  Ley General de Organizaciones y Actividades Auxiliares del 

Crédito (LGOAAC). https://www.diputados.gob.mx/LeyesBiblio/

pdf/LGOAAC.pdf

8.  Ley de Protección y Defensa al Usuario de Servicios Financieros; 

and Disposiciones de carácter general en materia de cláusulas 

abusivas contenidas en los contratos de adhesión. https://www.

diputados.gob.mx/LeyesBiblio/pdf/LPDUSF.pdf; https://www.dof.

gob.mx/nota_detalle.php?codigo=5368784&fecha=19/11/2014

9.  Ley Federal para Prevenir y Eliminar la Discriminación. https://

www.diputados.gob.mx/LeyesBiblio/pdf/LFPED.pdf

10.  Ley Federal del Trabajo. https://www.diputados.gob.mx/

LeyesBiblio/pdf/LFT.pdf

11.   ISO/IEC 42001:2023. https://www.iso.org/standard/42001

This article reflects the position as of  August 15, 2026 and is based on documentary analysis of public sources. 
It is provided for general information and does not constitute legal advice on any particular entity, system or transaction.



78

Alexandru Stănescu is a Partner at Lexters and leads the firm’s 

FinTech work through its Tech & DeepTech practice. He advises 

crypto exchanges, custodians, payment providers, asset managers, 

token issuers and technology companies on MiCA, product 

structuring, cross-border investments, venture capital and M&A. 

Chambers FinTech 2026 ranks Alexandru in Band 1 for FinTech Legal 

in Romania, marking his third year in the guide.

A Fulbright scholar, Alexandru holds an LL.M. from Columbia Law 

School. He is admitted to the Bucharest and New York Bars and 

regularly speaks on international arbitration, blockchain and financial 

regulation.

Alexandru is known for a  business-oriented approach. He works 

closely with clients to understand the commercial context of each 
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solutions. His advice combines rigorous legal analysis with commercial 
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products, transactions and cross-border projects with confidence.
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1.   Introduction: A New Regulatory Risk Enters the Deal 

Room

In a merger or acquisition, the value of a target is determined not 

only by its assets, revenues and market position, but also by the 

regulatory risks attached to its business. The scope of due diligence 

therefore evolves whenever 

a new regulatory framework 

turns what was previously 

regarded as a manageable 

operational issue into a source 

of material legal, financial and 

transactional exposure.

The General Data Protection 

Regulation (“GDPR”) illustrates 

that process. Before its 

adoption, data protection was 

often addressed within broader 

IT or regulatory compliance 

reviews. Following it, privacy 

compliance developed into a distinct due diligence workstream 

capable of aff ecting deal valuation, contractual risk allocation, 

closing conditions and the insurability of transactional risk.

The regulatory landscape surrounding Artificial Intelligence appears 

to be following a comparable trajectory. Rather than merely adding 

compliance obligations, Regulation (EU) 2024/1689 (“AI Act”) 

establishes an entirely new framework governing the development, 

deployment and use of Artificial Intelligence (“AI”) systems. 

Depending on the level of risk associated with a particular system, 

organisations may be required to implement measures relating 

to risk management, data governance, technical documentation, 

transparency, human oversight, accuracy, robustness, cybersecurity 

and post-market monitoring.

This article argues that the AI Act is likely to establish AI compliance 

as a distinct category of M&A due diligence, much as the GDPR 

established data protection as an independent area of transactional 

review. It considers why the risk is already live, where the exposure 

concentrates, how a buyer should structure an AI review and how 

the findings feed into transaction documentation. Because the AI 

Act is a Regulation, it applies directly and uniformly throughout 

the European Union, and the substantive analysis that follows is 

therefore common to every Member State. The vantage point, 

however, is Romanian: the observations below are drawn from our 

experience with M&A transactions on the Romanian market, where 

the questions this framework raises are already being asked in 

practice.

2.  The GDPR Precedent: A Transactional Blueprint

The significance of the GDPR did not lie solely in new compliance 

obligations or in the possibility of administrative fines of up to 4% 

of worldwide annual turnover. Its transformative eff ect resulted 

from the combination of extensive substantive obligations, an 

accountability-based compliance model, significant documentation 

requirements and the possibility that historical non-compliance 

could generate substantial post-closing liability. Data protection 

therefore ceased to be merely an operational matter and became a 

legal risk capable of aff ecting enterprise value, negotiations and the 

allocation of post-closing liability.

Privacy compliance evolved into a dedicated workstream requiring 

buyers to assess not only the target’s policies, but its underlying 

data governance framework: lawful bases for processing, 

international data transfers, processor agreements, security 

measures, data breach history, regulatory investigations and internal 

compliance programmes. In technology-intensive transactions, 

these reviews were supplemented by specialised cyber and data 

privacy assessments, and the findings were carried through into the 

transaction structure itself.
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More fundamentally, the GDPR demonstrated how regulation can 

change what due diligence examines. Traditional legal due diligence 

focused on existing rights, obligations and liabilities. The GDPR 

required buyers to test whether the target had appropriate internal 

systems, governance structures and compliance mechanisms to 

manage an ongoing regulatory risk. Its importance therefore lies less 

in its substantive rules than in the transactional model it created - 

and that model is the natural starting point for assessing the AI Act.

3.  AI as an Object of Due Diligence, Not Only a Tool

AI is already transforming the M&A process itself. AI-powered 

tools are increasingly used to analyse large volumes of documents, 

identify material contingencies and inconsistencies, cross-reference 

information across data rooms and prioritise findings according to 

risk. Their use is not costless: inaccurate or hallucinated outputs, 

systemic bias and excessive reliance on automated analysis make 

human review and professional judgment essential.

More importantly for present purposes, AI is increasingly becoming 

an object of due diligence in its own right. At target level, the buyer 

must determine what AI systems the target uses, how they are 

governed, what data they rely upon, what regulatory classification 

applies and whether the required compliance framework has in fact 

been implemented.

4.  Timing and Enforcement: Why the Risk Is Already Live

Although the AI Act applies generally from 2 August 2026, its 

provisions become applicable progressively. Article 113 provides 

that Article 6(1) and the corresponding obligations apply from 2 

August 2027, while other provisions - including the penalties regime 

in Chapter XII – have applied since 2 August 2025. This phased 

application does not postpone the transactional relevance of AI risk. 

The classification and governance of systems already used by a 

target aff ect the assessment of its legal and commercial risk today, 

particularly where those systems fall, or may fall, within the high-risk 

framework.

The enforcement framework is substantial. Under Article 99(3), non-

compliance with the prohibited AI practices in Article 5 may attract 

administrative fines of up to €35 million or 7% of total worldwide 

annual turnover for the preceding financial year, whichever is higher. 

Under Article 99(4), other infringements – including breaches of the 

obligations applicable to providers and deployers – may attract fines 

of up to €15 million or 3% of turnover. By comparison, Article 83(5) 

of the GDPR provides for a maximum of €20 million or 4% for the 

more serious categories of infringement. From an M&A perspective, 

the relevant question is therefore not only whether a particular 

obligation is already applicable, but whether the target’s business 

model, technology infrastructure and compliance framework may 

expose the buyer to material regulatory liability following closing.

The ceilings are set 

by the Regulation, but 

enforcement is national. In 

Romania, the Government 

adopted a memorandum on 

12 March 2026 designating 

ANCOM, the national 

communications regulator, 

as market surveillance 

authority and single 

national point of contact, 

operating alongside 

sectoral regulators, while 

the legislation meant 

to operationalise that 

institutional framework remains under discussion. Romania has 

not pursued substantive departures from the Regulation, so the 

exposure inherited on closing is the exposure the AI Act itself 

creates; what is still taking shape locally is the supervisory practice 

through which it will be enforced.

“
AI is increasingly becoming an 

object of due diligence in its own right.
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5.   Where the Exposure Concentrates: Fintech and 

Insurtech Targets

The exposure is most acute where AI systems produce legal or 

economic eff ects for individuals. Annex III, point 5(b) of the AI 

Act classifies as high-risk AI systems intended to evaluate the 

creditworthiness of natural 

persons or to establish their 

credit score, except where the 

system is used for the purpose 

of detecting financial fraud. 

Point 5(c) separately covers 

AI systems intended for risk 

assessment and pricing in 

relation to natural persons 

in the case of life and health 

insurance.

Article 27 reinforces the 

regulatory significance of 

these use cases. Deployers 

of the AI systems referred to in Annex III, points 5(b) and 5(c) - 

alongside public bodies and private operators providing public 

services - must carry out a fundamental rights impact assessment 

before the system is put into use, covering the categories of persons 

likely to be aff ected, the specific risks of harm to them, the human 

oversight measures in place and the steps to be taken should those 

risks materialise. For a fintech or insurtech target, whether such 

an assessment exists and has been implemented is a direct due 

diligence question.

A target whose core business depends on AI-assisted credit 

scoring, creditworthiness assessment, or insurance risk assessment 

and pricing therefore carries AI regulatory exposure at the heart 

of its business model. An inadequate AI compliance framework 

may expose an acquirer not only to regulatory enforcement and 

significant administrative fines, but also to contractual, operational 

and reputational liabilities arising after closing. The point is not 

confined to the financial sector: Annex III also covers employment, 

education, essential public services and law enforcement, so targets 

well outside fintech may carry comparable exposure through the 

tools they use internally.

6.  The Anatomy of an AI Due Diligence Exercise

AI due diligence cannot be reduced to a conventional technology 

audit. It requires the buyer to reconstruct the target’s AI ecosystem, 

determine the regulatory status of its systems, identify the target’s 

role in relation to each of them and test whether the corresponding 

governance mechanisms are actually functioning. In practice, the 

exercise proceeds through seven connected enquiries.

Identification: AI may be embedded in internal decision-making 

tools, customer-facing products, third-party software, cloud services 

or automated processes without ever being recorded within the 

company’s compliance framework. The exercise must therefore 

begin with an inventory of the target’s AI systems and AI-enabled 

technologies, whether developed internally, acquired from third-

party providers or incorporated into existing products and services.

Classification: Classification determines the intensity of the 

applicable obligations and, consequently, the level of legal and 

financial risk a buyer may inherit. Due diligence must establish 

how each system is classified, why it falls within that classification 

and whether the target has documented the basis for its own 

assessment.

Role in the AI value chain: The AI Act distinguishes between 

categories of actors, most notably providers and deployers, and the 

applicable obligations depend significantly on the role performed. 

A target may develop and place its own system on the market while 

simultaneously deploying third-party systems internally. A general 

assurance that the target complies with the AI Act is therefore of 

limited value. In our experience with Romanian transactions, this is 

the point most often mishandled. Many local targets are subsidiaries 

of foreign groups running AI systems developed centrally, so the 

deployer obligations sit with the Romanian entity while the provider 

documentation sits with a group company abroad and rarely reaches 

the data room without being specifically requested.

“
AI due diligence cannot be 

reduced to a conventional 

technology audit.
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Evidence of compliance: For providers of high-risk systems, 

the review may address conformity assessment, technical 

documentation, quality management systems, registration, record-

keeping and post-market monitoring. For deployers, the focus shifts 

towards appropriate use of the system, human oversight, input-data 

governance, monitoring, record-keeping and, where applicable, 

fundamental rights impact assessments. As the GDPR experience 

demonstrates, the existence of policies alone is not suff icient: 

transactional relevance lies in implementation and evidentiary basis.

Third-party dependencies: Where the target relies on external AI 

providers, the review should extend to the contractual framework 

supporting its AI infrastructure, including the allocation of regulatory 

responsibilities, audit and information rights, data usage, intellectual 

property, security, service continuity, liability limitations and 

termination rights. Concentration risk deserves particular attention, 

as dependence on a single vendor who cannot readily be replaced is 

both an operational and a transactional vulnerability.

Data governance: Where AI systems rely on training, validation 

or operational data, the buyer should assess the provenance, 

quality and legal basis for its use, particularly where personal data, 

confidential information or third-party intellectual property may 

be involved. The question is whether the target can demonstrate a 

defensible legal and governance framework for the data on which its 

material systems depend.

Regulatory history: Buyers should examine complaints, 

investigations, enforcement actions and other regulatory scrutiny 

relating to AI systems, together with material incidents or 

deficiencies identified internally. Previous findings may indicate 

both historical non-compliance and weaknesses in the broader 

governance framework, while the absence of disclosed enforcement 

action should not be equated with the absence of exposure.

7.  From Findings to Deal Terms

The ultimate significance of this development is transactional. Once 

AI-related risks are identified through due diligence, they must be 

addressed through mechanisms capable of allocating them between 

buyer and seller. The findings may therefore shape AI-specific 

representations and warranties, dedicated disclosure schedules, 

targeted indemnities, pre-closing remediation obligations and, where 

appropriate, purchase price adjustments or escrow arrangements. 

Where remediation is required before closing, the parties should also 

address who bears its cost and on what timetable, since bringing 

a high-risk system into compliance may involve documentation 

and conformity work that cannot be completed quickly. As AI-

related risks become increasingly relevant to a target’s regulatory 

and operational profile, 

they may also aff ect 

the scope, pricing and 

availability of Warranty 

& Indemnity insurance, 

further integrating AI 

compliance into the risk 

allocation framework of the 

transaction.

8.   Conclusion: An M&A 

Issue Hiding in a 

Product Regulation

That AI now demands legal 

attention is no longer a proposition that needs defending. What is 

less obvious is where that attention is owed. The AI Act is usually 

discussed as a product-compliance and governance regime, and 

therefore as a matter for engineering, compliance and regulatory 

functions. It is also, and far less visibly, an M&A instrument. Nothing 

in the Regulation is addressed to acquirers, yet its obligations attach 

to systems, to roles and to documentation that a buyer inherits in full 

on closing.

“
It is also, and far less visibly, 

an M&A instrument.
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The consequences for transactional practice are practical rather 

than theoretical. Buyers should treat AI as a standing due diligence 

workstream rather than a subheading within the IT or intellectual 

property section; ask about AI systems even where the target 

does not describe itself as an AI business; confirm the target’s role, 

provider or deployer, system by system, because the obligations 

diff er materially; and test 

implementation rather than 

policy. Sellers should expect 

these questions and prepare 

an AI inventory, a classification 

rationale and a compliance file 

before the data room opens.

The GDPR took several years 

to become a standard heading 

in every due diligence report. 

AI is likely to take less. The 

transactions being negotiated 

today will close into a regime 

whose principal obligations 

bite in 2026 and 2027, and whose penalties already do. The risk in 

overlooking AI compliance is not that it will prove irrelevant, but 

that it will prove relevant later - after signing, when the cost of the 

omission falls on whoever failed to ask. On the Romanian market, 

where a substantial share of deal flow involves subsidiaries operating 

group-level or vendor-supplied technology, that cost is easily 

underestimated.

“
The risk in overlooking AI compliance 

is not that it will prove irrelevant, 

but that it will prove relevant later.
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1. Introduction

The Kingdom of Saudi Arabia has positioned artificial intelligence 

(AI) as a cornerstone of its national economic transformation. In a 

signal of the highest level of political commitment, the Council of 

Ministers designated 2026 as the ‘Year of Artificial Intelligence’, an 

acknowledgment that AI is 

foundational infrastructure 

to be built, regulated and 

leveraged across every sector 

of the economy, with financial 

services at the centre of that 

ambition.1

From national banks deploying 

real-time fraud detection 

systems to fintech startups 

off ering AI-driven credit 

scoring and from robo-advisory 

platforms managing investment 

portfolios to insurtech firms 

pricing risk through machine learning, the pace and breadth of AI 

adoption in Saudi financial services is significant. At the same time, 

a regulatory framework is beginning to take shape, one that seeks 

to enable innovation while protecting financial system stability, 

consumer rights and national data. 

Saudi Arabia does not currently regulate financial-sector AI through 

a single, comprehensive statute. Instead, the framework combines 

laws and guidance administered by the Saudi Data and AI Authority 

(SDAIA), the National Cybersecurity Authority (NCA) and the 

Communications, Space & Technology Commission (CST) with 

sectoral requirements imposed by the Capital Market Authority 

(CMA), the Saudi Central Bank (SAMA) and the Insurance Authority. 

The legal status of these instruments diff ers: some are binding 

laws or sector rules; others are off icial principles, frameworks or 

consultation drafts. Financial institutions should identify the source 

and status of each requirement rather than treating the framework 

as a single AI rulebook.

This article maps the regulatory framework across its three principal 

pillars, the national framework under SDAIA, the capital markets 

framework of the CMA and the banking, payments and insurance 

frameworks of SAMA and the Insurance Authority, and examines 

the principal AI use cases, governance obligations, emerging risks 

and key developments that financial institutions operating in the 

Kingdom must understand.

2. National Strategy and Policy Framework

Saudi Arabia’s approach is shaped by Vision 2030, the National 

Strategy for Data and Artificial Intelligence (NSDAI) and the 

Financial Sector Development Program (FSDP). Although these 

initiatives are not themselves regulatory instruments, they establish 

the policy objectives that underpin the Kingdom’s AI governance 

agenda, including the adoption of AI across the economy.

2.1 Vision 2030 and the NSDAI

Saudi Arabia’s AI ambitions are inseparable from Vision 2030, 

the Kingdom’s programme for economic diversification. At its 

heart sits the National Strategy for Data and Artificial Intelligence 

(NSDAI), which articulates the Kingdom’s goal of becoming a 

global leader in AI by 2030 and identifies priority sectors for AI 

deployment, including education, government, healthcare, energy 

and transportation. Although financial services is not identified 

as a standalone priority sector, the NSDAI provides the strategic 

foundation for the development of AI across the financial system 

through complementary initiatives led by SAMA, the CMA and the 

Financial Sector Development Program.2

The designation of 2026 as the “Year of Artificial Intelligence” further 

illustrates the Government’s commitment to accelerating AI adoption 

across both the public and private sectors.3

ARTIFICIAL INTELLIGENCE IN SAUDI ARABIA’S FINANCIAL SECTOR: REGULATORY 

FRAMEWORK, GOVERNANCE AND EMERGING DEVELOPMENTS

“
Saudi Arabia has positioned 

artificial intelligence as a 

cornerstone of its national 

economic transformation.

1. Council of Ministers Decision No. 720 dated 21 Ramadan 1447H (10 March 2026), published in Umm Al-Qura No. 5150 (19 March 2026).
2. SDAIA, National Strategy for Data and Artificial Intelligence (NSDAI, sdaia.gov.sa)
3. Council of Ministers Decision No. 720 dated 21 Ramadan 1447H (10 March 2026), published in Umm Al-Qura No. 5150 (19 March 2026).
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2.2 The Financial Sector Development Program (FSDP)

Launched in 2018 by the Council of Economic and Development 

Aff airs (CEDA) as one of Vision 2030’s Vision Realization Programs, 

the Financial Sector Development Program (FSDP) is the primary 

vehicle through which Saudi Arabia is building a diversified, eff ective 

and digitally-enabled financial sector. It operates through four 

strategic objectives: enabling financial institutions to support private 

sector growth; developing an advanced capital market; promoting 

and enabling financial planning (savings and retirement); and 

enabling the FinTech strategy.4

Although the FSDP is not an AI regulatory framework, many of its 

initiatives (managed in partnership with SAMA, the CMA and the 

Insurance Authority) provide the practical foundations upon which 

AI-enabled financial services depend. The licensing of digital banks, 

implementation of the Kingdom’s FinTech strategy, expansion of 

electronic know-your-customer (eKYC) processes and rapid growth 

in digital payments have created the digital infrastructure and data 

environment necessary for AI applications such as fraud detection, 

credit scoring, automated investment advice and anti-money 

laundering systems.

The FSDP’s 2024 Annual Report recorded 261 active fintech entities 

at year-end and electronic payments representing 79% of retail 

transactions during 2024. Its Q4 2024 newsletter reported that 

98.88% of investment accounts were opened through eKYC.5 More 

recently, the CMA reported that assets under management through 

fintech platforms increased by 87%, from SAR 3.43 billion in Q4 2024 

to SAR 6.41 billion in Q4 2025. These developments demonstrate the 

scale and continuing growth of the digital infrastructure on which 

AI-enabled financial services can be deployed.6

3. The Regulatory Framework: A Hybrid Model

The current framework has two principal layers. At national level, 

SDAIA’s rules and guidance address data protection and AI ethics, 

the NCA’s requirements address cybersecurity, and CST rules 

govern cloud, data-centre and ICT infrastructure. Sectoral regulators 

such as CMA and SAMA apply licensing, governance, conduct, 

technology, outsourcing and operational-risk requirements to AI-

enabled activities within their respective remits. The application of a 

particular rule therefore depends on the regulated entity, the activity, 

the data used and the way the technology is hosted or supplied.

Financial institutions deploying AI should also consider the National 

Cybersecurity Authority’s (NCA) cybersecurity requirements and 

Communications, Space & Technology Commission (CST) rules 

governing cloud, data centre and ICT infrastructure, particularly 

where AI systems are hosted or accessed through third-party cloud 

environments.

In practical terms, fraud detection engages SAMA’s counter-fraud 

and cybersecurity requirements, the NCA controls and the PDPL; 

credit scoring engages SAMA’s conduct and risk-management rules 

together with the PDPL and, where triggered, a DPIA; robo-advisory 

is governed principally by the CMA rules discussed below; and 

insurtech falls within the Insurance Authority’s remit together with 

applicable data, cybersecurity and outsourcing requirements.

3.1 Pillar One: SDAIA — 

The National Framework 

for AI Governance and 

Data Protection

Established by Royal 

Order in 2019, SDAIA 

is the apex national 

authority for data and AI 

policy. SDAIA’s published 

AI ethics principles 

and related guidance 

set out recommended 

governance standards 

for all institutions in the Kingdom, including financial services firms 

that design, develop, deploy or use AI systems. Version 2.0 of the AI 

Ethics Principles comprises seven principles. The following are the 

three principles most relevant to financial institutions:7

“
SDAIA is the apex national authority 

for data and AI policy.

4. FSDP Programme Charter 2020–2025, vision2030.gov.sa
5. Financial Sector Development Program, Annual Report 2024; FSDP Quarterly Newsletter, Q4 2024.
6. Capital Market Authority, ‘The Capital Market Authority Approves the Regulation of Robo-Advisory Services’ (5 March 2026).
7. SDAIA, AI Ethics Principles, version 2.0 (September 2023).
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•  Fairness and Inclusivity: Institutions should take steps to prevent 

bias and discrimination in the datasets on which predictive AI 

models are built, particularly in credit scoring and insurance 

pricing;

•  Transparency and Accountability: AI systems should be 

explainable and interpretable, with mechanisms that allow 

individuals to trace and contest 

AI-driven decisions aff ecting 

their interests; and

•  Pre-Deployment 

Assessment: Institutions 

should assess bias and 

privacy risks before deploying 

predictive AI models. A DPIA 

is mandatory only where 

the trigger under the PDPL 

Implementing Regulations 

is met.

SDAIA’s Generative Artificial 

Intelligence Guidelines for the 

Public (January 2024) recommend, in section 5.1, that providers 

supplying intensive cloud compute, particularly GPU or TPU 

capacity, use identity-verification processes similar to those used 

by financial institutions. This is non-binding guidance rather than a 

mandatory KYC obligation.8

SDAIA’s National Artificial Intelligence Risk Management Framework 

(SDAIA-P145, version 1.0, April 2026) provides a methodology for 

identifying, assessing, mitigating, monitoring and reviewing AI risks 

across public- and private-sector organisations. It addresses risks 

distinct from conventional software, including emergent behaviour, 

model drift, limited explainability and diff iculty reproducing 

outputs. The Framework is advisory and expressly creates no new 

obligations, but provides a national benchmark that may inform risk-

management practices in regulated sectors.9

The principles are an important governance framework of universal 

application, but their status and application should be distinguished 

from obligations arising under the Personal Data Protection Law 

(PDPL) which applies where an AI system processes personal data 

and binding sector rules. Relevant requirements include establishing 

a lawful basis for data processing, complying with purpose 

limitations and data minimisation, protecting data-subject rights, 

implementing appropriate security and conducting a data protection 

impact assessment where the applicable conditions are met.10

3.2 Pillar Two: The Capital Market Authority (CMA)

The CMA has moved earliest among the sectoral regulators 

to address a specific AI-enabled financial service. It does not 

currently regulate AI through a dedicated framework, but through 

existing capital-markets legislation and the targeted robo-advisory 

amendments described below.

Robo-Advisor Regulations

In March 2026, the CMA approved amendments governing robo-

advisory services. Following implementation of such amendments, 

the Capital Market Institutions Regulations now permit licensed 

investment management firms to off er robo-advisory services, 

defined as the use of algorithms to manage client investments with 

no or limited human intervention. Key conditions include:11

•  Advance notification: Portfolio-construction and management 

strategies, and material updates, must be notified to the CMA in 

advance, before they are made available to clients;

•  Algorithm integrity: A Capital Market Institution off ering 

robo-advisory services must establish systems and control 

procedures to ensure the integrity and eff iciency of the algorithms 

and technological tools used. It must test their reliability and 

eff ectiveness periodically, with such testing conducted at least ten 

days before the service is off ered to clients on the platform;

•  Portfolio and foreign securities: Portfolios must not be 

concentrated in one asset or issuer and foreign securities must 

be supervised in a jurisdiction with standards and requirements at 

least equivalent to the CMA’s;

“
The CMA has moved earliest 

among the sectoral regulators 

to address AI-enabled 

financial services.

8. SDAIA, Generative Artificial Intelligence Guidelines for the Public, version 1.0 (January 2024), section 5.1, p. 11.
9. SDAIA, National Artificial Intelligence Risk Management Framework, SDAIA-P145, version 1.0 (April 2026).
10. PDPL, Royal Decree M/19, 2021; SDAIA enforcement activity 2025
11. CMA, ‘CMA Approves Regulation of Robo-Advisory Services’ (5 March 2026); Capital Market Institutions Regulations, Annex 3.2, paragraph 8, and articles 19(b)(8), 20(b)(5) and 55(e).
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•  Disclosure requirements: A Capital Market Institution that off ers 

robo-advisory services must disclose the performance record of 

the investment portfolios since inception. This must include the 

criteria and methodology used to measure portfolio performance, 

the total returns achieved after deducting actual expenses, and any 

updates thereto.

•  Information Technology Off icer: A registered Information 

Technology Off icer must be maintained.

The regulations therefore treat AI as a means of providing 

discretionary investment management while imposing additional 

controls tailored to algorithmic delivery. The CMA reported that 

assets under management on fintech platforms rose by 87% to SAR 

6.41 billion in Q4 2025, from SAR 3.43 billion a year earlier.12

FinTech ExPermit Sandbox

The CMA’s FinTech ExPermit Instructions establish a regulatory 

sandbox through which FinTech firms may test innovative financial 

technology products within a controlled “sandbox” environment 

before seeking full CMA authorisation. The sandbox allows the 

CMA to supervise new technologies in a controlled environment, 

understand their potential risks and consider whether changes to 

the regulatory framework are required.

Firms remain responsible for regulatory compliance and subject to 

the instructions and any conditions imposed by the CMA throughout 

the testing period. They may not exclude or limit their liability to 

clients for losses arising from the products being tested or agree 

to share in clients’ investment losses. The sandbox is therefore 

intended to encourage innovation without compromising investor 

protection.13

3.3 Pillar Three: The Saudi Central Bank (SAMA) and the 

Insurance Authority

SAMA does not currently regulate AI through a dedicated AI 

rulebook. Instead, AI systems used by SAMA-regulated institutions 

fall within generally applicable technology, cybersecurity, 

counter-fraud, outsourcing, cloud-computing and operational-risk 

requirements.

IT Governance Framework

SAMA’s Information Technology Governance Framework targets 

Level 3 maturity and requires periodic self-assessments. These 

should be reviewed by internal audit and reported to SAMA, which 

may also review or audit them. Although the Framework does not 

address AI in terms, it extends by implication to the technology 

infrastructure and governance supporting AI systems.14

Cybersecurity Framework (CSF)

The SAMA Cyber Security Framework does not expressly address AI. 

It applies generally to regulated institutions’ information technology 

assets, including business applications and infrastructure, as well 

as outsourced services 

and new technologies. 

Accordingly, AI systems 

forming part of, or 

supporting, those 

information assets are 

subject to the Framework’s 

relevant cybersecurity 

governance, risk-

management, monitoring 

and third-party controls, 

although the Framework 

imposes no AI-specific 

requirements.15

Cross-Border Data, Cloud and Outsourcing

For a foreign-hosted AI model, the first question is whether the 

proposed data flow and hosting arrangement are permissible. If 

personal data will leave the Kingdom, the controller must establish 

a lawful route under the PDPL and the Regulation on Personal 

Data Transfer Outside the Kingdom, including any required 

safeguard, data minimisation, security and transfer risk assessment. 

The analysis should cover prompts, retrieved documents, logs, 

embeddings, support access and onward transfers, rather than only 

the contractual hosting location.

“
SAMA does not currently regulate 

AI through a dedicated AI rulebook.

12. CMA, ‘CMA Approves Regulation of Robo-Advisory Services’ (5 March 2026).
13. CMA FinTech ExPermit Instructions
14. SAMA, Information Technology Governance Framework, including section 2.3 (Self-Assessment, Review and Audit).
15. SAMA Cybersecurity Framework (CSF)
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That data-law analysis is separate from SAMA’s prudential gate. 

SAMA’s cloud requirements state a principle of in-Kingdom hosting 

and require approval before using a cloud service or signing 

the contract; explicit approval is required for services outside 

the Kingdom. Material outsourcing also requires SAMA’s prior 

non-objection under the applicable outsourcing rules. A foreign-

hosted model is therefore 

not automatically prohibited, 

but should not be deployed 

until both the PDPL transfer 

route and the relevant SAMA 

approval or non-objection route 

are established. SAMA’s Open 

Banking Framework is also an 

AI data enabler by permitting 

consented, standardised 

access to customer-

permissioned financial data, 

subject to its business rules 

and technical standards.16

Regulatory Sandbox

SAMA’s Regulatory Sandbox permits eligible financial innovations, 

including AI-enabled services, to be tested under defined conditions 

before wider deployment. It provides a supervised route to address 

licensing questions, gather evidence and evaluate risks.17

On 28 June 2026, SAMA launched an enhanced Regulatory Sandbox 

Service through its e-services portal to automate applications and 

status tracking. This was an administrative portal upgrade rather 

than a new regulatory rule.18

Insurance Authority and InsurTech Rules

The Insurance Authority has been the standalone regulator 

responsible for supervising and regulating Saudi Arabia’s insurance 

sector since 23 November 2023. Legacy insurance regulations and 

instructions remain in force until replaced or updated; the InsurTech 

Rules are now published within the Authority’s own regulatory 

materials and its rulemaking pipeline should be monitored separately 

from SAMA’s banking and payments framework.19

4. Emerging Risks

AI-Enabled Fraud and Deepfakes

Generative AI can facilitate impersonation, synthetic identities, social 

engineering and fabricated documents or instructions. SDAIA’s 

Deepfakes Guidelines describe the ethical, privacy and transparency 

risks associated with manipulated media.20 In addition, sectoral 

regulators’ counter-fraud and cybersecurity frameworks provide 

more general requirements to prevent, detect and respond to fraud 

and technology risk.21

Algorithmic Bias

Bias in AI training data can produce systematically unfair outcomes 

in credit scoring and insurance pricing. SDAIA’s non-binding 

instruments indicate that institutions should assess and mitigate 

bias before deployment and monitor outcomes after deployment. 

A mandatory assessment arises only where a binding legal 

trigger applies, including a DPIA where required under the PDPL 

Implementing Regulations.

Cybersecurity and Regulatory Fragmentation

AI systems introduce attack surfaces, adversarial inputs, model 

poisoning and data leakages that traditional cybersecurity 

frameworks were not designed to address. The NCA’s Essential 

Cybersecurity Controls and SAMA’s CSF provide the primary 

regulatory response. In addition, on 5 July 2026, the NCA opened 

consultation on draft AI Cybersecurity Guidelines covering 

governance, defence, resilience and third-party cybersecurity. 

The draft expressly addresses generative and agentic AI. The 

consultation closed on 5 August 2026; the Guidelines remain a 

draft pending final issuance and should not be described as binding 

regulation.22

Simultaneously, the multi-body regulatory architecture spanning 

SDAIA, SAMA, CMA and NCA creates compliance complexity that 

institutions must invest in managing proactively as the framework 

develops. 

“
AI systems introduce attack 

surfaces that traditional 

cybersecurity frameworks were 

not designed to address.

16.  Regulation on Personal Data Transfer Outside the Kingdom, including articles 2, 4 and 7; SAMA Cybersecurity Framework, section 3.4.3 (Cloud Computing); applicable SAMA outsourcing rules; SAMA Open Banking 
Framework.

17. SAMA Regulatory Sandbox Framework; FSDP Programme Charter 2020–2025
18. SAMA, ‘SAMA Launches Enhanced Regulatory Sandbox Service’ (28 June 2026).
19. Saudi Central Bank (SAMA), InsurTech Rules (approved 30 July 2023), now administered by the Insurance Authority.
20. SDAIA, Deepfakes Guidelines.
21. Saudi Central Bank, Counter-Fraud Framework.
22. National Cybersecurity Authority, ‘Public Consultation on AI Cybersecurity Guidelines’ (5 July 2026); Draft AI Cybersecurity Guidelines.
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5. Looking Ahead

Several developments warrant close attention from financial 

institutions operating in or entering the Kingdom:

•  Draft Responsible AI Policy: SDAIA consulted through Istitlaa 

from 3 April to 3 May 2026 on a policy applying across the public, 

private and non-profit sectors. The draft classifies AI systems into 

four risk categories—critical, high, limited and low—and proposes 

tiered requirements including registration of certain systems, 

safety testing and monitoring, audit and assurance requirements 

for high-risk systems, and watermarking and content-tracking 

measures. The consultation has now closed and final issuance of 

the Responsible AI Policy is awaited.23

•  Draft AI-First Policy: SDAIA consulted through Istitlaa from 

29 June to 28 July 2026 on a draft policy intended to embed a 

structured and responsible ‘AI-first’ approach across public-sector 

entities. The consultation has closed and final issuance is awaited.24

•  Global AI Hub Law: CST published a draft framework for sovereign 

data centres, data embassies and cross-border hosting for 

consultation on 14 April 2025. The consultation closed on 14 May 

2025, and the law had not been enacted at the time of writing. 

The proposal could become relevant to international data and AI 

infrastructure arrangements and, once enacted, would reshape 

cross-border AI deployment strategies and create new data 

hosting and infrastructure opportunities for international financial 

institutions. Note however it is not a general AI-governance 

statute.25

•  PDPL Compliance: The PDPL is fully operational following the 

end of its statutory grace period on 14 September 2024. Financial 

institutions should review key compliance areas e.g. whether AI 

data pipelines have a documented lawful basis and purpose, use 

proportionate data, support data-subject rights, trigger a data 

protection impact assessment where required and comply with 

breach-notification and record-keeping requirements.26

•  SAMA AI guidance: More targeted SAMA guidance on model risk 

management, algorithmic credit underwriting and AI in AML and 

KYC processes is anticipated. 

•  FSDP targets and FinTech expansion: The FSDP’s ongoing targets 

(for example, the number of fintech companies, SME lending and 

stock-market capitalization) will continue to drive digitalisation and 

create expanded opportunities for AI-driven financial services. 

•  Arabic-language AI: Saudi Arabia’s launch of HUMAIN, a PIF-

owned AI company focused on AI infrastructure, cloud capability, 

data centres and Arabic-language models, reflects the Kingdom’s 

broader sovereign AI strategy. Although not itself a regulatory 

development, HUMAIN may influence the AI tools available to 

financial institutions, 

particularly for Arabic-

language customer 

engagement, compliance 

support and locally 

hosted AI services. 

Financial institutions that 

invest now in robust AI 

governance frameworks, 

encompassing board 

accountability, pre-

deployment assessments, 

data governance, 

cybersecurity controls 

and vendor management, will be best positioned to navigate this 

evolving landscape and to harness the substantial opportunities that 

AI presents in one of the world’s most dynamic financial markets. 

“
Financial institutions that invest 

now in robust AI governance will 

be best positioned to harness 

AI opportunities.

23. https://www.spa.gov.sa/en/N2551533
24. SDAIA, Draft AI-First Policy consultation, Istitlaa (29 June-28 July 2026), https://istitlaa.ncc.gov.sa/ar/transportation/ndmo/aifirstpolicy/Pages/default.aspx.
25. Communications, Space & Technology Commission, ‘CST Publishes a Public Consultation for the Global AI Hub Law’ (14 April 2025; consultation closed 14 May 2025).
26. SDAIA, https://dgp.sdaia.gov.sa/wps/wcm/connect/f579bc32-fda8-47bd-bc6f-66b8cb77985c/ENG-Guide%2Bto%2Bthe%2Bsaudi%2BPDP%2Blaw%2Bfor%2Bcontrollersprocessors.pdf?MOD=AJPERES
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Delegating standing payment authority to autonomous AI agents 

exposes a fundamental gap in how liability is attributed within 

traditional banking frameworks. Consider a procurement platform 

where an AI agent automatically settles an invoice. On paper, 

one could argue that the process is flawless: once the ordinary 

credentials check out, the parameters are essentially met, and the 

payment rail can clear the 

funds. But what happens if the 

invoice itself is fabricated? For 

example, where a compromised 

email from a supplier contained 

hidden text instructing any 

AI reading it to reroute the 

cash to a new account, and 

the agent simply processed 

the text and complied. Right 

now, in South Africa and many 

other countries, the result 

is a complete deadlock. The 

customer will argue that they 

never approved the transfer, 

while the bank maintains their security was never breached. The 

core problem is that, from both a technical and legal standpoint, 

both positions are presently entirely defensible.

That dispute is one of the core legal problems existing today for 

the coming wave of ‘agentic commerce’, i.e. systems where software 

agents initiate and complete payments on behalf of human users. 

The current legal framework governing these transactions rests on 

a core assumption that a payment instruction represents the actual 

intent of its issuer. Agentic AI processes break that assumption. 

Agents can be manipulated into executing genuine instructions their 

human principals never intended, and further, deepfake technology 

complicates the identity verification processes relied upon to resolve 

such disputes. As a result, authorisation and authentication are 

colliding, and South Africa’s existing statutory framework, payment 

rail architecture and current modernisation programme each off er 

part of the answer.

The shift toward machine-initiated commerce

The agentic infrastructure supporting this shift is already taking 

shape, and has arrived much faster than many in the industry 

expected. Throughout 2025, major payment networks launched 

protocols explicitly built for agentic commerce. One global network 

introduced an ‘agent pay’ solution using tokens to bind credentials 

to specific AI agents, while a key competitor rolled out a similar 

trusted agent protocol. Technology providers moved in tandem, with 

leading AI developers releasing frameworks that anchor transactions 

in cryptographic proof of both the user’s request and the agent’s 

proposed action.

The terminology emerging from these developments is worth 

noting. Global standards for machine-initiated payments have 

overwhelmingly adopted the term “mandate”, seen directly in 

a prominent agent payments protocol that structures every 

transaction around a signed “Intent Mandate”, “Cart Mandate” and 

“Payment Mandate”. Under South African law, a mandate is the 

precise mechanism used to authorise one party to act on behalf 

of another. By adopting this language, the technology sector has 

arguably conceded that the core challenge in agentic commerce is 

fundamentally a question of agency law.

South Africa’s financial sector is already laying the groundwork for 

this transition. A November 2025 joint report from the FSCA and 

the PA reported that, as at its 2024 industry survey, 52 per cent of 

banks and 50 per cent of payment providers had AI in production. 

While current applications are concentrated in areas such as fraud 

detection, operations and customer service, the leap to transacting 

agents is likely imminent.

WHO AUTHORISED THAT PAYMENT?

AGENTIC COMMERCE AND SOUTH AFRICA’S PAYMENT SYSTEM

“
The core challenge in agentic 

commerce is fundamentally a 

question of agency law.



99

Three groupings of answers are emerging globally

Jurisdictions confronting the same question have produced three 

broad groupings of responses, and each is instructive for emerging 

markets such as South Africa.

The first grouping engineers the mandate directly into the payment 

rail, and India is furthest along this path. The National Payments 

Corporation of India introduced delegated payments on the Unified 

Payments Interface in 2024 through UPI Circle, allowing an account 

holder to grant controlled payment access to a secondary user 

within defined limits. An October 2025 circular extended that 

delegation to software and connected devices, creating a framework 

for payments executed by AI agents on the national rail. According 

to press reports, the corporation is developing a Unified Agent 

Protocol, a proposed national registry through which AI agents 

would be registered, verified and authorised to transact; the protocol 

reportedly requires Reserve Bank of India approval before launch. 

India’s technology ministry has separately proposed mandatory 

human-in-the-loop interventions for defined categories of agentic 

payments. Brazil is adopting a similar approach. Pix Automático, 

live since June 2025 and mandatory for every payer-side institution 

participating in the Pix instant payment system, lets a payer grant 

a single in-app authorisation against which the central bank’s rail 

validates all future recurring collections.

The second grouping accepts that some deceived payments will 

clear and reallocates the loss by regulation. The United Kingdom’s 

mandatory reimbursement regime for authorised push payment 

fraud, in force since October 2024, requires payment service 

providers to refund defrauded customers up to GBP 85,000, with 

the cost split equally between sending and receiving institutions. 

In July 2026, the Payment Systems Regulator published the first 

full independent evaluation of the regime, conducted by Frontier 

Economics. The evaluation estimated that annual APP fraud losses 

over Faster Payments were approximately GBP 73 million lower 

than they would otherwise have been, a reduction of roughly 21 per 

cent, with the share of losses reimbursed rising from 54 per cent 

to 65 per cent. Frontier further found that more than 99 per cent 

of reimbursable claims and more than 95 per cent of reimbursable 

value fall below the GBP 85,000 cap; the cap, the 50/50 cost 

split and the consumer-caution exception are all under review, 

with findings due during 2026/27. Similarly, Singapore’s Shared 

Responsibility Framework (eff ective December 2024) distributes 

phishing scam losses along a waterfall (based on duties breached): 

financial institutions bear the first tranche, then telecommunications 

providers, before any loss rests with the consumer. The European 

Union’s Payment Services Regulation, whose final text was agreed in 

April 2026 and which is expected to apply roughly 18 to 21 months 

after publication in the Off icial Journal, goes a step beyond: it will 

grant an uncapped refund right where a fraudster impersonates the 

customer’s own provider, conditional on the customer reporting the 

matter to the police and 

notifying the provider. 

The regulation will also 

extend payee-name 

verification beyond the 

SEPA Instant rail, where 

it has been mandatory 

since October 2025 under 

the Instant Payments 

Regulation, to credit 

transfers more broadly. 

These regimes matter 

for agentic commerce 

because a prompt-injected 

payment is, in substance, 

the machine-executed version of the deceived authorised payment 

they were built to address. The UK data indicates that deliberate loss 

allocation changes behaviour rather than simply redistributing cost 

across the system, with fraud losses falling measurably. The EU is 

also constructing an identity layer: every member state must off er 

citizens a European Digital Identity Wallet by the end of 2026, built 

on verifiable credentials of the same kind agentic payment protocols 

now demand.

“
A prompt-injected payment is the 

machine-executed version of a 

deceived authorised payment.
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The third grouping modernises the underlying contract law. The 

UNCITRAL Model Law on Automated Contracting, adopted in July 

2024, was drafted for the same gap. It establishes updated rules 

attributing the outputs of automated systems (including AI systems) 

to the party using them, together with an optional rule addressing 

unexpected outcomes; it is designed to supplement first-generation 

electronic transactions statutes 

of the kind South Africa 

enacted in 2002. No African 

state is known to have enacted 

it. The first to do so will, as a 

result, have the continent’s 

most current legal foundation 

for machine-initiated 

commerce.

A statutory framework 

built for early automation

South Africa addressed 

some of the legal questions 

of automated commerce relatively early. The Electronic 

Communications and Transactions Act 25 of 2002 (ECTA) validates 

agreements formed by electronic agents. Section 20, which in 

retrospect was far ahead of its time, presumes a party using an 

electronic agent is bound by the resulting terms, regardless of 

whether a human reviewed the action. Section 25 attributes a 

data message to its originator if sent by an automated information 

system, unless the system failed to execute its programming 

properly.

Beneath ECTA lies the common law of mandate, which dictates the 

scope and limits of authority. Above it sits the National Payment 

System Act 78 of 1998 and the SARB directives governing third-

party payment providers, much of which is undergoing significant 

overhaul in 2026.

On paper, this hierarchy appears coherent. Every layer, however, was 

drafted for deterministic automation: systems that execute pre-set 

instructions in rigid ways. The drafters of ECTA envisioned two 

outcomes: the system works as programmed (binding the principal) 

or it malfunctions (releasing them). However, a probabilistic large 

language model agent introduces a third. It interprets context, 

takes instructions from the unstructured data it reads, and may 

act independently in goal-driven systems rather than acting on 

deterministic choices by human principals.

Credentials susceptible to manipulation

The OWASP 2026 Top 10 for LLM Applications, published on 4 

August 2026, ranks prompt injection as the primary security risk 

for large language model applications, a position it has held since 

the list’s inception but now with expanded scope covering cross-

modal attacks, memory persistence and agentic blast radius. The 

same edition elevated Excessive Agency from sixth to third place, 

driven by real-world agentic deployments. The underlying structural 

vulnerability is that these models process instructions and data 

through the same channel. Text an agent reads from an invoice or 

email can therefore function as an executable command if structured 

in certain ways and if guardrails don’t catch it. For an agent holding 

payment credentials, the possible result is a fully authorised 

outbound transfer, which would be diff icult to distinguish from a 

validly authorised one, given that no system intrusion or stolen 

password is required.

Applying this scenario to existing legal frameworks exposes several 

gaps. Standard banking practice for unauthorised transactions 

relies on evidence of compromise, such as a stolen card or a 

hijacked session. In an agentic commerce scenario, the agent’s own 

credentials sign the instruction. Under the law of mandate, the agent 

technically operates within its express authority to pay approved 

suppliers. ECTA, and similarly structured legislation in other 

countries, provides no clear remedy either. An AI agent manipulated 

by injected text has not malfunctioned; processing contextual 

instructions is its intended function. The defect lies in the external 

data it read, a scenario the statute does not contemplate. Loss 

allocation will therefore depend on improvised readings of contract 

terms and negligence principles designed for human agents. The 

UK, Singaporean and EU regimes described above show what a 

deliberate allocation looks like, and South Africa currently has no 

equivalent default.

“
An AI agent manipulated by 

injected text has not malfunctioned; 

processing contextual 

instructions is its intended function.
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Regulatory recognition of the risk

South Africa’s financial regulators have identified these 

vulnerabilities. In particular, the FSCA and PA explicitly ranked 

cybersecurity among the top risks of AI adoption. Their reporting 

details specific mechanisms of concern: data poisoning, privacy 

exposures under POPIA, and the systemic risk created when AI 

capabilities concentrate among a few third-party vendors. The 

Financial Stability Board, an international body that strongly 

influences South Africa’s financial regulatory framework, identified 

third-party dependency and cyber vulnerability as central 

supervisory issues for the sector in a June 2026 consultation paper 

on responsible AI adoption, with practices 11 and 12 addressing AI-

related cyber, ICT and third-party risks specifically. The consultation 

closed on 22 July 2026, and the final report is due in October 2026. 

Notably, the FSB’s October 2025 monitoring report on AI in financial 

services was produced at the request of the South African G20 

Presidency, underscoring the country’s direct stake in shaping the 

international supervisory consensus on these issues.

Supervisory standards are evolving accordingly. Joint Standard 

1 of 2023 on IT governance and Joint Standard 2 of 2024 on 

cybersecurity and cyber resilience compel financial institutions to 

maintain strict access controls and report material cyber incidents. A 

prompt-injection compromise of a transacting agent would ordinarily 

meet the materiality threshold for notification, which runs to 24 

hours under Joint Standard 2.

Applying the precedent of DebiCheck

South Africa has managed systemic payment disputes at scale 

before. Following widespread debit order abuse in the previous 

decade, the SARB mandated the DebiCheck system. DebiCheck 

shifted mandate authentication from the endpoint to the national 

payment rail itself. Under this model, the delegation of authority 

becomes an independently verifiable digital asset. Disputes were 

resolved against the registered mandate rather than through 

reconstructing intent.

International agentic payment systems are converging on a very 

similar architecture, using scoped tokens and verifiable agent 

identities. UPI Circle and Pix Automático are, in structural terms, 

members of the design grouping that DebiCheck pioneered for 

humbler technology. One could therefore argue that South Africa 

already has the institutional knowledge to implement mandate 

authentication at a national scale.

The African dimension

African payments are wallet-first and instant-payment-first, and 

therefore agentic AI will likely meet most African consumers inside 

mobile money platforms and national instant payment systems, 

not at card checkouts. The design decisions made by African rail 

operators will therefore 

matter more here than in 

card-dominated markets.

Nigeria illustrates the 

infrastructure trajectory 

clearly. The country issued 

Africa’s first open banking 

regulatory framework in 

2021. Subsequently, the 

Central Bank of Nigeria 

committed to a phased 

commercial rollout in 

2026, anchored on a 

central registry of verified 

participants operated by the Nigeria Inter-Bank Settlement System 

and a consent management framework tied to the Bank Verification 

Number. A national registry of authorised participants, joined to 

identity-anchored consent, is agent-registration architecture by 

another name; extending it to software agents is an increment, 

echoing the agent registry India is now designing. Kenya illustrates 

the governance trajectory: its National AI Strategy 2025-2030, 

launched in March 2025, is among the continent’s most developed, 

and a dedicated AI Bill is progressing. Both operate under the 

African Union’s Continental AI Strategy of 2024. At least sixteen of 

Africa’s fifty-four states have adopted national AI strategies to date, 

leaving a wide governance gap into which agentic commerce will 

arrive regardless.

“
DebiCheck shifted mandate 

authentication from the endpoint 

to the national payment rail itself.
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Addressing this both locally and across African countries will be 

an important challenge, as ever-growing cross-border rails raise 

the stakes. The Pan-African Payment and Settlement System now 

connects twenty-eight countries and more than 190 commercial 

banks and fintechs, with the Bank of Central African States joining in 

July 2026. Once an agent’s payment instruction can cross a border 

in local currency, mandate 

authentication becomes a 

continental interoperability 

question: a delegation 

registered in one market 

must be verifiable in another. 

That is a standards problem 

the African Continental Free 

Trade Area’s digital trade 

agenda exists to solve, and 

one it can hopefully address. 

It is also an opening for South 

Africa: a mandate layer proven 

domestically could be exported 

through the same regional 

infrastructure now being joined together.

Modernising the national payment rail

As a unique convergence of timing, these new developments 

come at a time when South African payments laws are undergoing 

unprecedented change. The SARB is advancing its Payments 

Ecosystem Modernisation programme, the most extensive 

intervention since the 1998 Act. With the development of the Vision 

2030+ strategic framework and the PEMKey credential system, a 

new credential layer for the national rail is being designed now, and 

may be able to take advantage of the timing.

Regulators and institutions have an immediate opportunity to 

design this infrastructure so that it recognises the delegated and 

revocable authority held by software agents. The forthcoming 

National Payment System Bill off ers a legislative vehicle to formalise 

these structures and to set default rules for loss allocation when a 

credentialed agent is deceived. The comparative lesson is that the 

two tracks work best together: rails that authenticate the mandate 

(as India and Brazil are building) and liability rules that decide the 

residual losses (as the UK, Singapore and the EU have introduced). 

South Africa is well placed to pursue both at once.

Resolving the agency gap

Institutions deploying transacting agents cannot wait for final 

regulatory instruments, as they will take time to develop and will 

likely trail the industry. The immediate defence requires treating the 

payment mandate as an independently governed asset. Financial 

providers must scope agent credentials at the transaction level 

(enforcing strict limits and short-lived tokens) and evaluate AI 

vendors with the rigour applied to cloud infrastructure. Existing 

compliance frameworks demand strict access controls; prompt-

injection testing and privacy reviews fall within this perimeter.

The hypothetical dispute at the beginning of this article lacks a 

clear resolution under current South African law. Existing doctrine 

assumes a genuine instruction always aligns with user intent and, 

right now, agentic commerce severs that connection. A transacting 

agent can execute a cryptographically valid payment based entirely 

on manipulated external data.

The remedy requires hardwiring mandate controls into the payment 

rail. South Africa possesses the statutory foundation in ECTA 

to recognise automated acts; it holds the practical precedent in 

DebiCheck for authenticating authority at the network level. With 

the Payments Ecosystem Modernisation programme reconstructing 

the domestic rail, regulators have the legislative vehicle to 

embed delegated software authority directly into the clearance 

layer. Disputes over machine-initiated payments belong at the 

infrastructure level rather than in a courtroom.

“
Disputes over machine-initiated 

payments belong at the infrastructure 

level rather than in a courtroom.
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Introduction

The most talked about aspect of AI in financial services now 

is agentic AI, widely heralded as a likely and useful near future 

for financial firms and markets. AI systems and of AI acting 

autonomously via AI agents gather information from fragmented 

systems, investigate fraud 

alerts, prepare compliance 

reports, identify missing 

documents, help customers 

compare products, build 

platforms and carry out routine 

actions within agreed limits, 

often at a fraction of the 

financial and time cost of their 

human equivalents.

For UK financial-services firms 

agentic AI presents mixed 

questions of a technological 

and operational nature, as well 

as governance and authorisation issues about what happens legally 

when a firm gives an AI system authority to act.

An AI model that summarises a policy or drafts a customer response 

may make a mistake, but a human can ordinarily check the output 

and decide what happens next. An AI agent that can access 

accounts, contact customers, change records, submit an application 

or initiate a payment can turn the same mistake into a legally 

significant act before anybody has had an opportunity to intervene.

The distinction is between human producing information and 

exercising delegated authority. An AI system may have no legal 

personality and no regulatory responsibilities of its own, but its 

actions may alter the rights, interests and financial position of 

customers. Somebody must remain legally responsible for those 

consequences. In most cases that responsibility will continue to rest 

with the regulated firm, its senior management and, depending upon 

the circumstances, other persons involved in supplying or operating 

the system.

Avoiding agentic AI altogether is not an realistic answer because 

it reduces cost, improves administrative processes and allow firms 

to innovate. Criminals use increasingly capable AI tools so financial 

institutions themselves need AI systems to detect and defend 

against AI-enabled fraud and cybercrime.

Legal Questions

The core legal issues relate to how far authority can lawfully 

and responsibly (I use “responsibly” here as a catch all for the 

expectations of financial regulators) be delegated, which leads to 

what safeguards must accompany that delegation and who bears 

responsibility when the system exceeds its authority or causes harm.

The UK is unusual in Europe because  financial-services firms do 

not presently operate under a single, comprehensive AI statute 

or bespoke FCA AI rulebook. The FCA has instead deliberately 

continued to apply its existing principles- and outcomes-based 

regulatory framework to AI. Consumer protection, senior-

management accountability, data protection, equality law, 

operational resilience, outsourcing, financial-crime and other existing 

obligations apply according to what an agent actually does.

The central principle for firms can be simply stated: an AI system 

should receive no more autonomy, data, permissions, reach or 

persistence than its task requires; each unit of delegated authority 

should be legally and operationally justified.

What Makes AI Agentic?

There is no settled definition of agentic AI. The term is variously 

applied to chatbots, automated workflows and systems able to plan 

and act with little supervision.

AI IN UK FINANCIAL SERVICES: ISSUES FOR H2 2026: AGENTIC AI

“
An AI system should receive no 

more autonomy, data, permissions, 

reach or persistence than 

its task requires.
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A working definition for financial services is a goal-directed AI 

system that can autonomously select or plan steps, use tools or 

external systems, retain relevant information and take actions with 

some independence from continuous human instruction.

An easy way to explain what this is about is by thinking about 

the diff erence between surfacing information and making a 

recommendation.  A chatbot may explain the terms of a mortgage 

without much problem (as long as it obtains data only from the true 

source) but recommending between diff erent mortgage products, or 

even further, altering an account pose more complex questions for 

law and regulation. 

Here is a simple cascade of agency from easiest to hardest to 

deploy:

1. retrieve and analyse information

2. recommend an action

3. prepare an action for human approval

4. execute an action following human approval

5. execute defined actions independently within predetermined limits

6.  plan and perform a sequence of actions with limited human 

involvement.

In legal terms the cascade describes levels of delegated authority. 

The further the system moves from analysis towards independent 

action, the more it triggers requirements for governance architecture 

combining legal responsibility, authorisation, oversight, auditability, 

and redress.

The FCA’s Mills Review describes a corresponding evolution in the 

human role from operator to collaborator, consultant, approver and 

(in the most autonomous cases) observer.

Why Agentic AI Changes the Legal Risk

An agent may go wrong in any number of ways, including 

misunderstanding its instructions, inventing a fact, relying upon 

inaccurate information, using the wrong tool, and pursuing its 

goal in an unexpected way. It may be manipulated by instructions 

embedded in emails, webpages or documents.

Not everything is predictable so , to build governance systems, I 

approach the scope using checklists of legal questions, for example 

this simplified series:

• What decision or action is the system permitted to take?

• Whose legal or financial interests can that action aff ect?

•  What information can the system access?

•  How far can the consequences travel before a human can 

intervene?

•  Can the action subsequently be explained, stopped, reversed and 

remedied?

A highly capable research model confined to read-only material 

may therefore create less legal risk than a less sophisticated system 

authorised to communicate 

with customers or transfer 

money.

The Firm Remains 

Responsible

The most important legal 

principle is that delegation 

to AI does not amount 

to delegation of legal 

responsibility.  A regulated 

firm cannot (currently) 

answer a complaint, 

regulatory investigation 

or claim only by saying that “the AI made the decision”. Where a 

firm chooses to deploy the system as part of the way in which it 

conducts regulated business, the system becomes part of the firm’s 

arrangements for carrying out that business. The consequences of 

this require an understanding of the firm’s existing governance and 

control systems.

First, the firm must identify who is accountable for the decision to 

deploy the system and for the activities it performs.

Then, the authority given to the system must be consistent with the 

firm’s regulatory obligations and systems of control.

“
Delegation to AI does not amount 

to delegation of legal responsibility.
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Then,  the firm must be able to explain and reconstruct suff iciently 

important actions even where the agent selected its own 

intermediate steps.

Note that using a third-party model, cloud service or agent platform 

does not in itself transfer the firm’s regulatory responsibilities to the 

supplier. The Senior Managers 

and Certification Regime is 

based on the principle that 

delegation is an ordinary 

feature of large financial 

institutions, but appropriate 

delegation relies on eff ective 

oversight.

Agentic AI is best thought 

of as creating a new form of 

delegation problem: authority 

is being delegated not merely 

down an organisational 

hierarchy but into a technical 

system capable of making further choices about how a task should 

be completed.

Therefore, a firm’s governance should identify the responsible 

business owner and senior manager and define:

• the system’s purpose

• what decisions it may make

• what actions it may take

• actions it may never take

• financial or customer limits

• required human approvals

• escalation requirements

• monitoring and testing

• supplier dependencies

• incident and redress procedures

•  the circumstances in which its authority must be suspended or 

withdrawn.

Each of these points can be relatively easily dealt with as part of 

an implementation project that is well scoped and planned. In my 

experience, the hard parts relate to the long-standing hard parts of 

delivering projects inside large bureaucratic organisations, namely 

managing communications and incentives.

Data (Use and Access) Act 2025

The Data (Use and Access) Act 2025 changed the UK’s rules 

on solely automated significant decision-making. The previous 

framework generally restricted decisions based solely on automated 

processing that produced legal or similarly significant eff ects unless 

specified conditions applied. The DUAA regime permits solely 

automated significant decisions in a wider range of circumstances, 

subject to safeguards and restrictions where special-category 

personal data is involved. The safeguards include rights concerning 

information about the decision; the ability to make representations; 

human intervention; and the ability to contest the decision.

It is obvious how this is significant for deployment of agentic 

systems. Specifically, several autonomous steps precede final 

decisions so firms need to be able to establish the chain of 

processing and reasoning (in an auditable manner) where a 

significant decision is based solely on automated processing 

occurring in layers.

What Counts as Human Involvement?

This is likely to become one of the contested legal issues 

surrounding financial-services agents. Humans in the loop may not 

be suff icient if in fact the human: 

• lacks suff icient information to understand the agent’s reasoning

• has insuff icient time to investigate the agent’s work

•  review too many recommendations to exercise independent 

judgement

•  lacks practical authority to overturn the agent

•  in fact routinely accepts machine recommendations

“
Agentic AI is best thought of as 

creating a new form of 

delegation problem.
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Human roles are an architecture and a practical issue to be solved 

to ensure that it can be shown to a regulator that the role design 

is such that the human can genuinely understand, challenge and 

alter the proposed decision. For example, if the human is presented 

only with the final proposed action without the chain of choices 

and reasoning that produced it, or the human is shown a million 

decisions a second, nether will be suff icient to satisfy a need for 

human oversight.

Consumer Duty and Autonomous Customer Outcomes

For retail financial-services firms, the Consumer Duty, requiring 

that firms deliver good outcomes for retail customers (including in 

relation to products and services, price and value, and consumer 

understanding and support), is the challenge of the age. Agentic 

AI does not change the obligations but it may in time bring a much 

needed solution to the current challenge of meeting such a tough 

and overarching test.

Even where an AI agent does not make the decision it can still 

exercise significant influence over the customer journey. For 

example, an agent could:

• recommend a product

• determine what information is presented to a customer

• alter the order or prominence of the options displayed

• decide when further information or evidence is required

• identify a customer as presenting a potential fraud risk

• determine how a complaint or support request is triaged or routed

• initiate communications or actions aff ecting an account.

Each of these functions can materially aff ect customer outcomes.  

Foreseeable harm is the underlying legal principle and where a firm 

knows, or ought reasonably to know, that an autonomous system 

is capable of producing a particular category of error, it may not be 

suff icient to rely on high aggregate accuracy if the consequences 

of that error are serious and reasonably preventable. Firms should 

therefore test not both accuracy and what happens when there 

is a failure. This should include consideration of the severity and 

reversibility of resulting harm, whether errors are detectable, and 

whether appropriate safeguards operate before harm reaches the 

customer.

Testing should also consider outcomes for vulnerable customers 

and for groups that may interact diff erently with automated systems, 

including where communication style, accessibility needs or other 

characteristics aff ect how an agent interprets or responds to a 

customer.  If an agent can materially aff ect a customer’s interests, 

firms should preserve an eff ective route to human support, review 

and redress. The human intervention should be practically accessible 

and capable of correcting the consequences of an automated 

action, in other words merely a formal escalation mechanism is not 

suff icient.

Equality and Discrimination

The Equality Act 2010 may apply where a firm’s use of an AI 

system results in unlawful 

discrimination. An agent 

may discriminate without 

using an expressly 

protected characteristic 

because apparently 

neutral variables, inferred 

information or patterns 

in historical data may act 

as proxies or produce 

disproportionately adverse 

outcomes for particular 

groups. AI’s capabilities are 

now so extraordinary that 

they are far more able to 

infer characteristics than a human actor. Further, agentic systems 

add the further diff iculty that discriminatory eff ects may emerge 

from a sequence of decisions rather than a single model output.

An agent deciding what information to request and how to interpret 

missing information can easily build a chain of logic that roots a 

decision in a protected characteristic of a (potential) customer). 

Building guardrails that include explainability of steps in decisions, 

plus testing to examine the behaviour and outcomes of the complete 

system, are a developing field within the AI trust and safety 

communities that have the most expertise in model and system bias.

“
Merely a formal escalation 

mechanism is not suff icient.
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Contract, Authority and the Acts of the Agent

Where a firm equips an AI agent with credentials, access to its 

systems and authority to communicate or transact, disputes may 

arise over whether actions taken by that system bind the firm. These 

are private-law questions, usually grounded in contract in relation to 

customers and tort in relation 

to third parties.  The existing 

tests defining scope of services 

and responsibility, exclusions, 

harms and foreseeability are in 

general good enough to deal 

with the work of architecting 

and testing relevant points. 

Firms should therefore define 

technically and contractually 

what authority the system 

has with reference to the 

level of visibility that external 

counterparties may have of 

internal prompt instructions or internal limits placed upon an agent. 

Controls governing authority consequently need to be reflected 

in credentials, permissions, transaction limits and contractual 

arrangements.

Beyond this, the new area of agent-to-agent transactions requires 

us to look at questions of identification, authentication, authority 

and attribution  from both sides, although this allows us to take a 

consistent and system-level approach to the issues.

Liability When the Agent Gets It Wrong

This is one of the most interesting questions because there is no 

single legal answer to a question framed as “who is liable for an 

AI agent?” Liability depends upon the nature of the relationship 

between the parties and on how harms relate to legal duties.

The board categories are:

- regulatory responsibility

- contractual liability

- negligence or other civil liability

- strict liability for breach of a statutory off ence

- data-protection liability

- discrimination

- financial-ombudsman redress

- responsibility under payments or sector-specific rules

- breaches of fiduciary duties.

Take the example of an agent that incorrectly freezing a customer’s 

account.

The legal analysis does not involve much about the underlying 

model although we would look at whether the failure caused or 

contributed to by the model, data, system integration, or the firm’s 

permissions?  It relates mainly to conventional questions such as:

• Was the firm entitled to take the action?

• Was the information relied upon accurate?

• Was the action proportionate?

• Was the correct process (including any escalation) followed?

• Could the customer challenge it?

• How quickly was the action be corrected?

• Were foreseeable customer consequences considered?

• What compensation or other redress is appropriate?

The most significant legal element of running agentic systems in this 

context is that they must be designed to ensure legal standards in 

matters of causation and evidence are met. A failure must be traced 

to the component, instruction, data source, tool call, or delegated 

permission that produced the harmful result.

“
There is no single legal answer 

to the question “who is liable 

for an AI agent?”
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Data, Training and Provenance

In AI it is often legal questions around data that are most important 

and prevalent. In the broadest terms we are concerned with: data 

used to train or adapt the AI model; and operational data accessible 

while the agent performs its task.

Training data may introduce inaccuracies, bias and legal issues 

concerning provenance.

Operational data may include customer records, prompts, retrieved 

documents, tool outputs and agent memory.

Training data is a central question for model developers.  For users 

of models, which is most financial firms, the system is pre-trained.  

The EU AI Act and other similar regulations, however, raise questions 

of how much fine-tuning by a user turns that user into a developer 

and therefore subject to more onerous rules.

Since operational data is usually held and managed at the model 

user level (the financial firm) our task requires aligning data 

protection concepts with automated system operations. These will 

be familr categories:

• lawful basis

• purpose limitation

• minimisation

• accuracy

• security

• retention

• international processing

• confidentiality

• access by suppliers.

For agentic systems issues such as data minimisation become 

questions of design and permissions, that is we avoid a system 

misusing information by ensuring it can not, as a technical 

matter,  access it.  Access can be limited to the particular customer, 

purpose, task and period for which it is required without giving 

up too much accuracy or functionality.  This approach supports 

explainability, which is a key requirement for most financial 

regulators currently.

Among the AI specific assets that are generated, firms are usually 

required to negotiate with model developers on ownership of 

prompts and evaluations in large system build outs.

Third-Party Providers and Outsourcing

Dependence upon a small number of model, cloud and data 

providers creates concentration and operational risk which is now a 

concern for financial regulators.  The same concern arises in relation 

to any autonomous system with the added issue of the contractual 

allocation problem arising from the fact that one supplier may 

provide the model, another supplier the orchestration layer, another 

the cloud infrastructure and the regulated firm the customer data, 

permissions and business rules.

When building these 

systems, the design must 

ensure there is a record of 

the answers to questions 

that are asked when 

something goes wrong.  

For example:

• who can change the 

model

• whether model changes 

occur without prior 

approval

• what performance and 

security assurances are given

• where information is processed

• which subcontractors are involved

• what incident information will be provided

• whether logs are available

• whether the firm can test the system

• how quickly access can be terminated

• how the firm can migrate or operate manually if the supplier fails.

Facing these suppliers there is often a back-to-back issue where a 

contractual disclaimer from an AI supplier cannot be relied on by the 

regulated firm which retains its obligations owed to its customers 

or regulator. All financial regulators now call out this type of point 

within their policing of operational-resilience requirements and 

outsourcing and third-party risk expectations.

“
A contractual disclaimer from an 

AI supplier cannot be relied on by 

the regulated firm.
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Transparency, Evidence and Auditability

Transparency has at least three legal and regulatory functions. 

First, customers may need to understand when AI is materially 

involved and how they can obtain human review or challenge an 

outcome. Secondly, those responsible within the firm need enough 

information to supervise 

the system. Thirdly, the firm 

needs evidence capable 

of reconstructing legally 

significant events after they 

occur.

If an agent freezes an account 

as in our example above 

the firm must be capable of 

establishing:

• which version of the model 

was operating

• the relevant instructions

• what information was available

• which tools and systems were accessed

• what steps the agent took

• which permissions applied

• whether a human intervened

• what final action occurred

• whether it was later corrected.

Some industry regulators will trade off  explainability for performance 

but financial regulators are not in this camp.  They want firms to 

be able to show why an action was taken relating to customers 

individually. This does not require reconstructing internal 

mathematical operations of models in all cases but it does require 

an intelligible account of the process from information through 

decisions and actions to outcomes to be easily available.

Governance: A Legal Framework for Delegated Authority

Let’s build a simple system to take account of what we have covered.

 

Eff ective governance begins with a comprehensive inventory of AI 

agents (and models and systems).

Each distinct agentic system should have system level constraints:

• a defined purpose

• a named business owner

• an accountable senior manager where appropriate

• an authority and materiality classification

• permitted and prohibited actions

• specified data access

• validation requirements

• monitoring

• escalation

• redress arrangements 

• decommissioning arrangements; 

together with technical identifications and permissions 

• model

• prompt

• data

• tool

• permissions 

Each of these is an update to an existing internal policy, with 

versions being tracked and recorded since a change to any of these 

may change how we define the the system being governed.

Before giving an agent a particular power, the firm should ask:

1.  Why does the system need to perform this action rather than 

merely recommend it?

2. What legal or financial consequence can the action produce?

3. What is the maximum credible harm from a single error?

4.  What is the maximum harm if the error is repeated at machine 

scale?

5. Which legal duties are engaged?

6. Can a human realistically supervise the action?

7. Can the action be stopped or reversed?

8. What evidence will remain afterwards?

9. What remedy is available to the aff ected customer?

10. What evidence justifies granting this degree of autonomy?

“
Some industry regulators will 

trade off  explainability for 

performance, but financial regulators 

are not in this camp.
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Here is a delegation ladder based on one we use in 

practice:

Level 1 — Read

Agent can retrieve defined information / cannot alter systems or 

communicate externally

Level 2 — Analyse

Agent can analyse and summarise information / cannot determine or 

implement an outcome.

Level 3 — Recommend

Agent can recommend an action / cannot take a decision.

Level 4 — Prepare

Agent can prepare communications, transactions or system changes 

/ cannot execute them without approval.

Level 5 — Execute Within Defined Limits

Agent can perform specified actions independently / cannot redefine 

its technical limits.

Level 6 — Autonomous Planning and Execution

Agent can determine a sequence of steps and execute them with 

limited human involvement.

Mitigating Legal and Operational Risk

Risk mitigation focuses on limiting what an agent can do when it is 

mistaken or manipulated.

Core controls include:

• read-only access during initial deployment

• unique and short-lived credentials

• access confined to a particular task

• limits upon relevant customers and accounts

• approved tools and destinations

• transaction-value limits

• rate limits

• restrictions upon external communications

• anomaly detection

• circuit breakers

• a reliable means of stopping the system.

These restrictions have to exist outside the model itself.  This is a 

critical distinction to understand for people whose understanding of 

AI is based on generative AI. Telling an AI agent in a prompt that it 

“must not” exceed £10,000 or, disclose customer information is not 

equivalent to technically preventing it from doing so.

Testing has its own cascade.  We consider an agent tested when it 

has survived extensive simulation on:

• ordinary cases

• unusual cases

• malicious inputs

• prompt-injection attempts

• vulnerable customers

• protected groups

• tool failures

• stale or inaccurate 

information

• model updates

• supplier failures

• errors accumulating 

across a sequence of 

actions.

Humans constantly make 

mistakes so we are not 

trying to say that agents 

must be perfect.  What we 

are trying to do is make 

predictable errors are 

prevented controlled, avoiding legally significant problems.

Conclusion

Agentic AI has a distinctive legal significance that it can turn a 

model output into conduct.  We therefore work on the question of 

what authority are we prepared to delegate to a system, on what 

evidence, and subject to what legal and technical constraints.

An AI agent does not become the bearer of a firm’s regulatory 

obligations and firms must continue to identify accountable people, 

but now with suff icient expertise to be able to be responsible for 

these powerful new systems.

Firms already run thousands of AI tools and are deploying agents 

first at human scale but then at digital scale.  This is beyond human 

supervision.  So the answer is good design, architecture, governance, 

and ethics. Those things will remain human tasks for some time.

“
Telling an AI agent in a prompt that it 

“must not” do something is not 

equivalent to technically preventing 

it from doing so.
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It has been a year since the Trump Administration in the United 

States published “Winning the Race: America’s AI Action Plan,” (“AI 

Action Plan” or “Plan”), which called for promoting US dominance 

in AI on the world’s stage, advancing US AI innovation and 

infrastructure with few, if any guardrails, addressing cybersecurity 

threats involving AI, and promoting exports of US-developed 

AI technology1. Recently, 

advanced frontier AI models 

have displayed extraordinary 

capabilities to identify new 

cybersecurity vulnerabilities 

in systems once thought safe, 

and AI Agents have gone rogue 

in varied ways that experts 

call concerning. This article 

provides an update on US AI 

policy and legal developments 

since the Plan was announced, 

with a focus on government 

and industry responses to the 

wake-up call posed by the 

enhanced abilities of frontier AI models, the proliferation of rogue 

autonomous AI Agents, the eff orts by the Trump administration to 

preempt state AI laws and the call for investigations at all levels of 

government into the AI ecosystem.

The AI Boom in the US

AI has become a huge part of the US economy since the AI Action 

Plan was issued, with the private sector spending hundreds of 

billions of dollars to meet AI computing needs. In addition, the 

Commerce Department recently reported that construction 

outlays on data centers reached $68.3 billion in the past year.2 Both 

metrics are just a few of the measures that demonstrate how AI is 

increasingly an integral part of the US economy and lifestyle, as had 

been anticipated in the AI Action Plan. But along with the economic 

boom comes legal risks, policy announcements and political debates 

on many fronts fueled in part by the fast pace of change and 

uncertainty about where the AI boom is heading.

Frontier AI Models: New Cybersecurity Capabilities

The past year saw the continued rapid development of more and 

more powerful and sophisticated AI models – called frontier models 

– by Big Tech that performed feats that both amazed and disturbed 

experts and policymakers alike. A frontier model is a highly capable 

AI model that represents the state of the art at a given time and 

whose capabilities are significant enough to attract heightened 

attention from regulators, policymakers and AI safety researchers. 

Such capabilities include automated hacking and sophisticated 

tactics. 

In April and May 2026, several frontier models were premiered 

that demonstrated unique abilities to find and exploit previously 

undetected cybersecurity weaknesses in widely used computer 

systems and software in the financial services sector and throughout 

the economy. This convergence of AI and cybersecurity has 

sparked calls to action across sectors, especially financial services. 

Large cloud computing companies and financial institutions began 

working with the new frontier models to find vulnerabilities in 

their own systems, uncovering flaws at a scale and depth in legacy 

systems that was previously unheard of. For example, a 27-year-old 

vulnerability was discovered in an operating system widely used in 

firewalls and critical infrastructure and a 17-year-old vulnerability 

was discovered that allowed an unauthenticated attacker anywhere 

on the internet to gain root access to a server. The discovery of 

these weaknesses in systems previously thought to be secure 

has led to recommendations that frontier AI models be used in 

cybersecurity vulnerability management.3
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“
This convergence of AI and 

cybersecurity has sparked calls 

to action across sectors, especially 

financial services.

1. “The Trump Administration’s plan to win the AI race – a legal perspective,” Eversheds Sutherland Legal Alert (Aug. 6, 2025).
2. “The AI Boom is Transforming the American Economy Beyond Recognition,” The Wall Street Journal, by Justin Lahart (Aug. 3, 2026).
3. “AI-based vulnerability testing to compete in the digital arms race,” Eversheds Sutherland Legal Alert (Aug. 5, 2026). See this alert for a full discussion of using AI-based vulnerability testing.
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International and US Governmental Reactions

 

In response to revelations of the extraordinary capabilities of new 

frontier AI models to detect new system vulnerabilities, the US 

governmental, state and international organizations have issued 

directives and calls to action. 

In May 2026, the International Monetary Fund (IMF) warned that AI 

is “transforming how the financial system copes with vulnerabilities 

and reacts to incidents.” 4 The IMF report characterized new 

frontier AI systems as amplifying cyber threats that can undermine 

financial stability because the off ensive capabilities of intruders 

could outpace defenses. This is of particular concern in modern 

international financial systems, which are built on common software 

and shared service providers that could create simultaneous 

vulnerabilities across many institutions. The IMF raised the specter 

of a potential macro-financial shock where payment disruptions, 

liquidity strains and fire-sale dynamics could occur if multiple 

institutions are aff ected simultaneously. The IMF has called for 

immediate action. 

On June 2, 2026, President Trump signed new Executive Order 

(EO) 14409 that recalibrates aspects of the laissez-faire approach 

to AI oversight articulated in the AI Action Plan by setting out 

steps for the federal government to collaborate with industry to 

strengthen cybersecurity protections in light of the new risks 

presented by advanced frontier AI models.5 The EO establishes a 

framework that allows developers of frontier AI models to submit 

their models voluntarily to the US federal government within 30 

days prior to public release to enable testing for cybersecurity risks 

by the US government. The EO directs the federal government to 

establish a classified benchmarking review process to determine 

which models are “covered frontier models” and to assess their 

cyber capabilities. The benchmarks and review process are highly 

secretive, so little is known about the details of the process, which 

is controlled by the Director of the National Security Agency (NSA). 

Voluntary participants will enter into protected agreements with 

the government that provide certain confidentiality, cybersecurity, 

insider risk and intellectual property protections. 

Second, the June 2nd EO creates a voluntary “clearinghouse” 

formed by the Treasury Department and other governmental 

agencies to identify and address security vulnerabilities in critical 

infrastructure. On July 14, 2026, the White House announced the 

launch of “GOLD EAGLE,” the new public-private clearinghouse 

that operationalizes the EO by using frontier AI models to ingest 

and prioritize vulnerabilities in company systems at scale and 

provide a mechanism for remediation and disclosure of prioritized 

threats and remedial measures to both government and the private 

sector.6 Companies voluntarily participating in the clearinghouse 

should carefully assess the legal protections being provided for the 

information they submit to the clearinghouse. Given the Treasury 

Secretary’s role under the EO in taking the lead on the clearinghouse, 

financial institutions should expect early outreach from federal 

authorities to participate 

in GOLD EAGLE and its 

vulnerability scanning and 

remediation potential for 

systems supporting the 

financial sector.

On June 22, 2026, the 

international consortium 

of cybersecurity agencies 

known as Five Eyes – 

representing the United 

States, United Kingdom, 

Canada, Australia and 

New Zealand – issued 

a statement calling for action now to improve cyber defenses as 

frontier AI models are exceeding anticipated off ensive and defensive 

cyber capabilities and lowering the barriers for malicious actors to 

act with speed and complexity.7

“
New frontier AI systems are amplifying 

cyber threats that can undermine 

financial stability.

4. “Financial Stability Risks Mount as Artificial Intelligence Fuels Cyberattacks,” IMF Blog (May 7, 2026).
5. “Promoting Advanced Artificial Intelligence Innovation and Security,” Executive Order 14409, (June 2, 2026).
6. “White House Launches Gold Eagle Initiative for Unprecedented Cybersecurity Vulnerability Coordination,” The White House” (July 14, 2026).
7. “Five Eyes Cyber Security Agencies Statement,” CISA (June 22, 2026).
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On the state level, New York’s Department of Financial Services (NY 

DFS) issued an Advisory on May 21, 2026, about the heightened 

cybersecurity risks that frontier AI models pose for financial 

institutions doing business in New York.8 The Advisory urged 

all individuals and entities regulated by the NY DFS to expedite 

their vulnerability management capabilities and coordinate 

with third-party service 

providers regarding specific 

responsibilities for assessing 

and remediating vulnerabilities.  

It also recommended that the 

entities using AI to identify and 

remediate cyber weaknesses 

employ secure programming 

practices to prevent 

unknown changes in code or 

configurations, or inadvertent 

destruction or degrading of 

necessary code.

AI Agents

Along with rapid change to frontier AI models’ ability to detect 

unknown cybersecurity vulnerabilities, this past year has seen the 

proliferation of sophisticated AI Agents that can autonomously 

pursue goals, make decisions and take actions, often across multiple 

business units and organizations, without human input. AI Agents 

operate in self-directed loops. They plan, act, observe results, adjust 

and repeat their actions with persistence until the task is done. AI 

Agents vary in the extent to which humans are in control, whether 

the Agents’ actions align with human authority and expectations, 

and whether they are transparent and protect privacy and security. 

AI Agents do not just assist human decision making; they make and 

execute decisions independently, performing tasks in seconds that 

would take humans days or weeks to accomplish.

In July and August 2026, the focus on AI Agents intensified as it 

was revealed that several AI Agents in high-stakes simulations in 

both the US and the UK went “rogue,” taking unauthorized actions 

in the real world and behaving in ways that were deceptive and/or 

potentially harmful. Several major developers of AI Agents reported 

that their AI Agents had escaped their testing environments, 

accessed the internet and in some cases hacked into one or more 

unsuspecting third-party systems during a cybersecurity challenge. 

Some experts expect more such incidents to occur in the future that 

may bring additional attention to AI Agent safety and the potential 

national security issues these incidents may represent.

Research has shown that autonomous AI Agents are most likely to 

misbehave when a model anticipates that it is being replaced, shut 

down or restricted. In such cases, it may take preemptive actions 

to avoid these outcomes that exceed its authorized boundaries. 

Also, when the model’s assigned objectives conflict with changes 

in organizational strategy or external constraints, it may act in 

ways that preserve its original goals, even if its behavior is harmful. 

Research emphasizes the importance of careful deployment, 

continuous monitoring and further study of AI alignment to prevent 

potential harm in increasingly autonomous systems.

Financial regulators are taking note of the risks posed by AI Agents. 

For instance, the Financial Industry Regulatory Authority (FINRA) 

that regulates broker-dealers in the US has expressed concern 

that AI Agents may act beyond a user’s intended authority, may 

inadvertently expose or misuse sensitive data and may have 

diff iculty tracing the multiple steps it took when making decisions.9 

FINRA has called for robust supervision, clear limits on the scope 

and authority of AI Agents, and strong logging and audit capabilities. 

For now, as with most US financial regulators, FINRA is relying 

on its existing regulatory framework of disclosure, fiduciary duty, 

supervision, vendor management and cybersecurity to regulate any 

AI-driven incidents that occur. 

“
AI Agents do not just assist human 

decision making; they make and 

execute decisions independently.

8. “Heightened Cybersecurity Risks Associated with Frontier AI Models,” Department of Financial Services (May 21, 2026).
9. “FINRA flags rise of agentic AI, seeks member firms’ feedback,” InvestmentNews, by L. Almazora, (Jan. 27, 2026).
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Preemption of State AI Laws by Federal Authorities

In response to the AI boom, many states have enacted new laws 

and regulations that require developers and/or deployers of AI to 

enact guardrails around the operation of AI systems, some of which 

have been viewed by the current Administration as excessive.  In 

response, President Trump signed an Executive Order, “Ensuring a 

National Policy Framework for Artificial Intelligence”10 on December 

11, 2025 (2025 EO), that orders federal agencies to take steps to 

evaluate and challenge on constitutional grounds state AI laws 

that the Administration deems excessive, while calling for federal 

legislation and federal agency actions that could preempt such state 

AI laws. 

The 2025 EO asserts that certain state laws require companies 

to “embed ideological bias within models,” and cites to Colorado’s 

former AI law, SB24-205 that bans algorithmic discrimination, as 

an example of an excessive state law that may require AI models 

to produce false results in order to avoid a “diff erential treatment 

or impact” on protected groups. This provision of the 2025 EO 

echoes Executive Order 14319, “Preventing Woke AI in the Federal 

Government” (July 23, 2025)11 that requires all Large Language 

Models (LLMs) procured by the federal government to produce 

reliable outputs free from harmful ideological biases and social 

agendas. 

The 2025 EO is not self-executing. Rather, it lays the groundwork 

for federal challenges to state AI laws, for new regulations and 

federal laws that would preempt state AI laws, and for restrictions 

on federal funding to states with “onerous” AI laws, as identified 

by a joint Department of Commerce/White House Task Force. To 

date, while no actions have been taken by the Trump Administration 

to operationalize the 2025 EO, other than the creation of an AI 

Litigation Task Force at the Department of Justice, state off icials 

and various interest groups remain alert to any developments that 

may infringe on the states’ perceived right to regulate AI.

No Uniform AI Rulebook but Investigations under Existing 

Laws 

While the contours of a comprehensive national law to regulate AI 

have eluded lawmakers to date, federal agencies, state attorneys 

general, state regulators and congressional committees are 

nonetheless undertaking investigations into the AI ecosystems using 

existing legal authorities as their guideposts.

The Federal Trade Commission (FTC) on July 7, 2026, proposed a 

policy statement clarifying that companies that develop or deploy AI 

systems (AI companies) remain subject to the FTC Act’s prohibition 

on unfair or deceptive acts or practices. The proposed policy 

statement states that AI companies may not deceive consumers 

by manipulating the AI 

system’s behavior in ways 

that are contrary to the 

reasonable expectations 

of consumers regarding 

objectivity and accuracy. 

AI companies should 

expect FTC regulators to 

compare what a company 

says publicly with what its 

internal communications 

and testing show 

privately.12

State attorneys general are 

also playing a major role in AI regulation. In August 2025, a bipartisan 

coalition of 44 state attorneys general wrote to major AI companies 

regarding child safety and chatbot interactions.13 While the August 

2025 letter does not propose specific investigatory actions, it serves 

as a transparent and proactive notification to the AI industry that the 

coalition is vigilant to ensuring children remain safe from harm and 

exploitation.

“
AI companies remain subject to the 

FTC Act’s prohibition on unfair or 

deceptive acts or practices.

10. “Ensuring a National Policy Framework for Artificial Intelligence,” Executive Order 14365 (Dec. 11, 2025). 
11.   “Preventing Woke AI in the Federal Government,” Executive Order 14319 (July 23, 2025). For further information, see “The Trump Administration’s plan to win the AI race – a legal perspective,” Eversheds Sutherland 

Legal Alert (Aug 6, 2025).
12. “FTC’s policy statement on ‘suppression of accuracy’ in AI systems takes aim at states’ eff orts to regulate AI: What it means for businesses,” Eversheds Sutherland Legal Alert (July 9, 2026).
13. “Bipartisan Coalition of State Attorneys General Issues Letter to AI Industry Leaders on Child Safety,” National Association of Attorneys General, (Aug. 26, 2025).
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State insurance regulators are undertaking examinations into 

AI systems used by insurance companies in their operations 

to determine whether insurers have suff icient governance, risk 

management and vendor management controls in place to ensure 

compliance with state insurance laws. In July 2025, the National 

Association of Insurance Commissioners’ Big Data and Artificial 

Intelligence (H) Working Group 

released for comment a draft 

artificial intelligence systems 

evaluation tool. That tool is 

undergoing field testing in 

targeted examinations and is 

expected to be finalized by the 

end of 2026.14

 

At least seven Congressional 

Committees are investigating 

various aspects of the 

AI landscape, including 

investigations into recent 

autonomous AI Agents hacking 

incidents. In April 2026, the House Select Committee on the Chinese 

Communist Party (CCP), together with the Homeland Security 

Committee, announced a formal investigation into national security 

risks posed by CCP-developed AI models. The committees sent 

inquiry letters to US companies, including companies deploying 

Moonshot AI’s Kimi model. Also in April 2026, several developers 

of frontier AI models briefed staff  of the House Committee on 

Homeland Security regarding increasingly capable cyber-focused 

AI models and the risks they may pose. The committee has been 

examining how advanced models could be used off ensively and how 

critical infrastructure operators should prepare.

Investigations by federal, congressional, and state off icials into the 

practices of AI developers and deployers are expected to continue 

as powerful frontier AI models and autonomous AI agents become 

more capable and increasingly outpace human workflows. The 

regulatory trajectory suggests that regulators and investigators 

alike will focus closely on who will be liable for any harm caused by 

autonomous AI.

Conclusion

As AI systems and AI Agents are increasingly integrated into 

commercial and government applications, there is a growing demand 

to govern, manage and monitor these systems and their outputs 

in real time. While the concept of monitoring AI systems for legal 

compliance is not new, best practices for governing and managing 

AI risks are still evolving and require constant vigilance. Exactly 

because AI systems are rapidly evolving in ways that introduce new 

risks and unpredictability into their ecosystems, strong governance 

practices, AI-based vulnerability testing, risk assessments and post-

deployment monitoring at machine speed are crucial practices for 

confident, wide-spread AI adoption.

“
Regulators will focus closely on who 

will be liable for any harm caused 

by autonomous AI.

14. “A Look At NAIC’s Proposed Tool For Evaluation Of Insurer AI,” Law360 (Aug. 8, 2025).
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