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The Financial Services Agency-organized (the “FSA”) “Study Group on the Virtual Currency 

Exchange Services” (the “Study Group”) has met 11 times since April 10, 2018 to discuss issues 

concerning virtual currency exchange service providers (“Exchange Providers”) and a new legal 

system to regulate them. On December 21, 2018, the Study Group published a report based on 

the discussions (the “Report”). The Report is regarded as extremely important, as it will steer 

the future direction of legislation on virtual currencies. 

 

This newsletter outlines the measures to be taken involving Exchange Providers, as proposed 

in the Report, such as those dealing with unfair spot trading of virtual currency, virtual currency 

custody business, virtual currency derivatives transactions, initial coin offering ("ICO"), and 

more. 

 

 

１. Background of the Study Group Report 

As a response to demands from the international community for countermeasures against money 

laundering and terrorism financing, and following the bankruptcy of an Exchange Provider in Japan, 

in April 2017, amendments to the Act on Prevention of Transfer of Criminal Proceeds and the 

Payment Services Act (the “PSA”) were enforced.  As a result, certain customer protection 

regulations to be applied to Exchange Providers were put in place.  These protections included 

identity verification (KYC) obligations.  However, subsequently, a couple of cases occurred 

involving leakage of customers’ virtual currency2 managed by Exchange Providers (“Deposited 

                                                  
1 In January 2019, we previously issued a newsletter in Japanese concerning the same topic, which is posted on our 

website (see below link). However, this English newsletter is not a literal translation thereof. 
  https://www.amt-law.com/asset/pdf/bulletins2_pdf/190108.pdf  
2 As stated later, although the Report proposes to change the term from “virtual currencies (kaso tsuka)” to 
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Virtual Currencies”) caused by unauthorized access. In addition, through on-site inspections by the 

FSA, it was found that several Exchange Providers had significant deficiencies in internal controls. 

Furthermore, new types of virtual currency transactions such as high leverage margin trading 

became popular. Virtual currencies are also the subject of speculative trading. In light of these 

events, the FSA set up the Study Group in March 2018 to discuss systematic measures for 

countering the various issues surrounding virtual currency exchange services. The Study Group 

has thereafter held discussions 11 times. On December 21, 2018, the Report was published, 

summarizing the results of the discussions.3 

 

Generally, the Report aims to tighten regulations on Exchange Providers. It also proposes to 

regulate the virtual currency custody business and virtual currency derivatives transactions that 

were not subject to any previous regulation up until now, and to classify ICOs into investment-type 

ICOs (i.e. security token offering) and other ICOs (i.e. utility token offering), and regulate them 

separately under different laws and regulations.  

 

The Report mainly discusses (i) issues concerning Exchange Providers, (ii)  unfair trading of 

virtual currencies, (iii) virtual currency custody business, (iv) virtual currency derivatives 

transactions, and (v) ICO (including security token offering and utility token offering).  A summary 

of each item is given below. 

 

２. Issues Concerning Exchange Providers 

(1)  Strengthening of management and preservation of customers’ assets 

 

A.  Measures against risk of leakage of Deposited Virtual Currencies 

 

Incidents occurred where Deposited Virtual Currencies, private keys of which were managed on 

hot wallets, leaked from a couple of Exchange Providers that were attacked through unauthorized 

access.  In response to this problem, the Report proposes the implementation of security 

measures required by law,4 and the establishment of technical guidelines from an organization 

with expert knowledge in addition to monitoring by administrative authorities.  Furthermore, in 

addition to the above, the Report holds that it is appropriate to require Exchange Providers to take 

the following measures: 

 

 To develop and publish a policy on the measures to be taken in the case of leakage of 

Deposited Virtual Currencies; and 

 

 To maintain net assets and funds for reimbursement in the same amount as, or in an amount 

                                                                                                                                                                   
“crypto-assets (ango shisan),” in this Newsletter, we will use the term “virtual currencies (kaso tsuka)” as prescribed in 
the PSA. 
3 https://www.fsa.go.jp/news/30/singi/20181221-1.pdf (in Japanese) 
4 Article 63-8 of the PSA 

https://www.fsa.go.jp/news/30/singi/20181221-1.pdf
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greater than, the amount corresponding to the Deposited Virtual Currencies retained on hot 

wallets. 

 

B. Risk of bankruptcy of Exchange Providers  

 

(a)  Preservation of Deposited Virtual Currencies 

 

Under the PSA, Exchange Providers are required to manage Deposited Virtual Currencies in a 

way that assets of each customer can be immediately distinguished.5 Exchange Providers are 

also under an obligation to have separate audits of management and financial statements, 

conducted by a certified public accountant or an auditing firm.6 However, Exchange Providers 

are not required to segregate Deposited Virtual Currencies from their own property by using 

trust schemes. 

 

With regard to this issue, since it is currently difficult to require Exchange Providers to place in 

trust all types of, and the whole quantity of, Deposited Virtual Currencies, the Report does not 

make it mandatory for Exchange Providers to use trust schemes.  However, the Report 

requires Exchange Providers to disclose financial statements, such as balance sheets and 

profit and loss statements. 

 

The Report also proposes that, if Exchange Providers go bankrupt, customers’ claims on their 

Deposited Virtual Currencies be included as claims subject to preferential payment in order to 

ensure smooth repayment. 

 

(b)  Preservation of Deposited Money 

 

Under the PSA, customers’ money managed by Exchange Providers (“Deposited Money”) must 

be managed in a savings account or trust account, and held separately from their own funds.7 

 

However, considering the risk of poor management of Deposited Money by Exchange Providers, 

the Report proposes that it should be made mandatory for Exchange Providers to place 

Deposited Money in trust. 

 

(２) Ensuring proper business operations by Exchange Providers 

 

A.  Ensuring transparency of trading price, prevention of conflicts of interest 

 

Since virtual currencies are generally not backed by assets, it is difficult to grasp their intrinsic 

                                                  
5 Article 63-11, Paragraph 1 of the PSA 
6 Article 63-11, Paragraph 2 of the PSA; Article 20, Paragraph 2, Item 1 of the Cabinet Office Order on Virtual Currency 

Exchange Service Providers 
7 See Article 63-11 of the PSA; Paragraph 1 of Article 20 of the Cabinet Officer Order on Virtual Currency Exchange 

Service. 
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value. In addition, they bear a risk that their price may fluctuate significantly since the mechanism 

of pricing is not clear. The Report proposed that, in order to improve transparency in trading price 

and to prevent conflicts of interest, Exchange Providers are required to take the following 

measures: 

 

 To disclose information on selling price, purchase price, and the spread offered, or information 

on the contract price or quotation by its matching platform, and the difference between such 

contract price and their own selling or buying price; 

 

 To disclose information on the reference price calculated by the Japan Virtual Currency 

Exchange Association (the “JVCEA”), and the difference between such reference price and its 

trading price; 

 

 If an Exchange Provider provides multiple trade channels such as over-the-counter trading 

with customers, a matching platform, and acts as a broker between its customer and another 

Exchange Provider, to develop and publish a policy to prevent conflicts of interest, to execute 

orders on the conditions most advantageous to its customers, and to develop a system to 

appropriately and reliably implement such policy; 

 

 In the case where an Exchange Provider accepts an order for trading from a customer at its 

matching platform, and if it does not serve as an intermediary between the customers, and 

itself conducts the transaction as the counterparty thereto, to make a statement to that effect 

and to explain the reason why such way of executing the transaction was the most 

advantageous to its customer; and 

 

 If an Exchange Provider may participate in its matching platform, to make a statement to that 

effect and to explain the reason therefor. 

 

B.  Measures against excessive advertisements and solicitations 

 

Under the PSA, there are no specific regulations on solicitation and advertisements by Exchange 

Providers. 

 

The Report proposes that, taking into account the active placement of advertisement that could be 

construed to encourage speculative trading, Exchange Providers should be prohibited from taking 

the following actions: 

 

 Misleading advertisement, false announcements, provision of conclusive assessments, cold 

calling; 

 

 Solicitation that is found to be inappropriate in light of customers’ knowledge and experience; 

and 
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 Prohibition of advertisements and solicitations that encourage speculative trading. 

 

C.  Alignment with self-regulatory rules 

 

Under the PSA, membership in the JVCEA is not a requirement for registration of a virtual currency 

exchange service. However, the Report emphasized the importance of JVCEA's role to monitor 

Exchange Providers in tandem with the FSA, given the constant technological innovation 

concerning virtual currencies. 

 

Specifically, the Report proposes that registration of an Exchange Provider should not be granted 

to the following entities: 

 

 An entity that does not obtain membership in JVCEA, and has not established internal rules 

equivalent to the self-regulatory rules of JVCEA (the “SRO Rules”); or 

 

 An entity that has not established a system to comply with such internal rules. 

 

(3)  Handling of problematic virtual currencies 

 

The Report pointed out that there are various types of virtual currencies, including problematic 

virtual currencies that are highly likely to be used for money laundering and terrorism financing.  

However, the Report recognizes that it is difficult to clearly identify such in advance. Based on this 

understanding, the Report recommends that administrative authorities and the JVCEA cooperate 

to respond in a flexible and responsive manner to such issues.  

 

At present, changes in virtual currencies handled by Exchange Providers 8  are subject to 

post-facto notification. But the Report proposes that prior notification of change be required instead, 

to allow administrative authorities to respond in a flexible and responsive manner, with cooperation 

from JVCEA as may be necessary. 

 

 

３. Development of Regulations Concerning Unfair Spot Trading of 
Virtual Currencies 

For securities transactions covered by the Financial Instruments and Exchange Act (the “FIEA”), 

certain unfair trading, including market manipulation, collusive trading, spreading of rumors, and 

false trading, are prohibited and penalized.  However, for spot trading of virtual currencies, no 

similar regulations are imposed under the PSA. 

 

                                                  
8 Article 63-6, Paragraph 1, and Article 63-3, Paragraph 1, Item 7 of the PSA; Article 11, Paragraph 1, Item 6 of the 

Cabinet Officer Order on Virtual Currency Exchange Service Providers 
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The Report noted the distinction between spot trading of virtual currencies as compared to trading 

of securities. The Report compared the two in terms of importance of economic activities and the 

administrative cost to tackle unfair trading, and concluded that virtual currencies did not require 

regulations fully equivalent to those imposed on securities transactions. However, to protect 

customers and prohibit unfair profiteering, the Report requires that the following measures be 

taken: 

 

・ To require Exchange Providers to conduct monitoring of transactions in order to check 

whether or not such transactions qualify as unfair acts, and to take strict measures including 

suspension of trading with any person who conducts such unfair trading; 

 

・ To prohibit unfair acts and penalize them (regardless of the perpetrator), to prohibit 

misconducts, spreading of rumors, and acts falling under market manipulation; and 

 

・ To require Exchange Providers to appropriately manage unpublished information on the virtual 

currencies they handle, and not to conduct transactions for the purposes of acquiring profit for 

themselves or for any another person based on such unpublished information. 

 

At present, the concepts of "issuer" and "unpublished material facts" remain unsettled with respect 

to virtual currencies, and so the Report did not include regulations on insider trading at this point. 

 

 

４. Development of Regulations Concerning Virtual Currency Custody 
Business 

Under the current PSA, the business of managing virtual currencies and transferring virtual 

currencies to designated blockchain addresses under the instructions of customers, without 

conducting trading of virtual currencies (“Custody Business”) does not fall under the definition of a 

virtual currency exchange service.  However, since Custody Business services share common 

risks with virtual currency exchange services, the Report suggests implementation of the following 

measures: 

 

 Development of a registration system; 

 

 Development of an internal control system; 

 

 Segregation of customers' virtual currencies from an Exchange Provider's own virtual 

currencies; 

 

 Audits of segregation management and financial statements; 

 

 Development and publication of measures to be taken in case of leakage of virtual currencies, 
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and holding of a certain amount of funds separately for reimbursement in preparation for such 

leakage; 

 

 To include customers’ claims to Deposited Virtual Currencies as claims subject to preferential 

payment; 

 

 Not to handle virtual currencies which are likely to hinder the protection of customers and the 

proper and secure conduct of business; and 

 

 Identity verification of customers (KYC) and notification of doubtful transactions to 

administrative authorities. 

 

 

5. Development of Regulations Concerning Virtual Currency Derivatives 
Transactions 

Under the PSA, there are no specific provisions that address derivatives transactions the 

underlying assets of which are virtual currencies, including margin trading of virtual currencies 

(“Virtual Currency Derivatives Transactions”). 

 

The Report opines that registration requirements (obligations to establish regulations on minimum 

capital and the amount of net assets, operational control system, etc.) similar to those applied to 

other derivatives transactions should also be applied to Virtual Currency Derivatives Transactions. 

However, as for the leverage ratio, since the price of virtual currency fluctuates significantly, it is 

proposed that an appropriate ceiling price should be established.  

 

In addition, the Report states that it is recommended to take the following additional measures: 

 

・ Establishment of a minimum margin requirement; 

 

・ Conducting a suitability test (measures for restricting transactions with customers who are 

found to be unsuitable because of their financial resources, and other factors); and 

 

・ Sufficient explanation of risks to customers. 

  

 

６. Measures for ICO 

ICO refers to the act of companies collecting fiat money or virtual currencies from the public in 

exchange for digital tokens (vouchers).  In order for an issuer to sell digital tokens, which fall 

within the definition of “virtual currency” under the PSA, the issuer has to obtain registration for 

virtual currency exchange services, or entrust sales of such tokens to existing Exchange Providers.  
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In addition, because the FSA presented a considerably broad interpretation guideline with respect 

to the applicability of the definition of “virtual currency”, most ICO tokens would likely fall within this 

definition.   

 

But according to the Report, ICOs will be regulated under the PSA or the FIEA depending on the 

functions and risks of the tokens.  Specifically, depending on the nature of the tokens issued, the 

ICOs are classified into (i) ICOs that require financial regulations concerning investment (tokens 

for which are "security tokens"), and (ii) ICOs that require financial regulations concerning payment 

(tokens for which are "utility tokens" and "payment tokens").  While the first classification is 

considered as regulated by the FIEA because of its investment nature, the second classification is 

considered as regulated by the PSA, since this falls under the definition of virtual currency. In short, 

a security token would be regulated under the FIEA, while a utility token and payment token would 

continue to be regulated under the PSA. The details are as stated below. 

 

(1)  ICOs that require financial regulations concerning investment 

 

The Report holds that, for tokens of investment-type ICOs (security tokens), from which distribution 

of income can be expected, the following structures are required because investors will bear risks 

considering the high transferability of such tokens, the asymmetric nature of the information held 

by the issuer and investors, and the ease of the approach to investors through the internet: 

 

・ Framework for provision of information to investors (disclosure); 

 

・ Framework for screening by a third party of the issuer’s business and financial status; 

 

・ Framework for the realization of fair transactions in the circulation of tokens; and  

 

・ Framework to differentiate the scope of circulation of tokens, depending on the degree of the 

asymmetric nature of information between the issuer and investor.  

 

Since the PSA does not provide for these structures, the Study Group is considering applying to 

tokens of investment-type ICOs the regulations on disclosure, business operators, and unfair 

trading regulations under the FIEA.  In addition, especially for the first two items above 

(framework for disclosure and screening), it is expected that the level of regulations will be similar 

to that of regulations on disclosure or regulations on business operators of Type I Securities (e.g., 

stocks, bonds or the like which have a high liquidity). 

 

(2)  ICOs that require financial regulations concerning payment 

 

For all other ICO tokens, those that fall within the definition of "virtual currencies" under the PSA, 

the issuer must obtain registration for the virtual currency exchange service itself, or entrust sales 

of ICO tokens to existing Exchange Providers.  In the Report, the Study Group requires such 
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Exchange Providers to conduct a strict examination of the various aspects of the ICO and to 

provide certain information to customers.  Furthermore, it appears that the JVCEA is keeping 

pace with the Study Group and is proceeding with discussions to establish SRO Rules provisions 

on the obligations to examine whether the subject businesses proposed by the token issuer are 

appropriate and viable, and to provide information continuously at the time of commencement, 

upon termination, and after termination of sales. 

 

 

７. Others 

(1)  Transitional measures upon introduction of regulations on business operators 

 

If transitional measures concerning quasi-operators are established upon introducing regulations 

on the business operators of Virtual Currency Derivatives Transactions in accordance with the 

Report, the Report proposes that such quasi-operators should be required to take the following 

measures: 

 

・ Not to conduct additional or new business or handle additional or new virtual currencies; 

 

・ Not to acquire new customers (at least not to place advertisements or conduct solicitation）; 

 

・ To indicate in websites and other materials that they are unregistered, and that they will 

discontinue their business if they become subject to refusal of registration or other violations; 

in addition, not to indicate matters concerning prospects of registration; and 

 

・ To impose certain regulations during the period where they may conduct business as 

quasi-operators. 

 

(2)  Change in legal terminology from “virtual currencies (kaso tsuka)” to 

“crypto-assets (ango shisan)” 

 

The term “virtual currencies (kaso tsuka)” under the current PSA has been used by the FATF

（Financial Action Task Force）, in foreign laws and regulations, and has been widely and generally 

used in Japan.  The Report indicated that the defined legal term should be changed from “virtual 

currencies (kaso tsuka)” to “crypto-assets (ango shisan)” in light of the fact that the expression 

“crypto-asset”9 has gained popularity in recent international discussions and that the term “virtual 

currency (kaso tsuka)” may be likely to cause a misconception that it is legal tender. 

 

 

                                                  
9 In the FATF Recommendations which were revised in October 2018, the term "Virtual Asset" is used instead of "Crypto 

Asset". 
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf 

http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf
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８. Future Prospects 

Prior to the establishment of the Study Group, scandals such as those of unauthorized leakage 

cases concerning a couple of Exchange Providers plagued the virtual currency landscape. As a 

response, the proposals in the Report, as a whole, aim to tighten regulations on Exchange 

Providers.  In addition, the Report proposes that appropriate laws be imposed to regulate unfair 

trading of virtual currencies, Custody Business, and Virtual Currency Derivatives Transactions, 

which are not yet subject to regulations. 

 

It is presumed that a bill for the revision of the PSA and the FIEA based on the proposals made in 

the Report will be submitted to the ordinary Diet session in 2019. Since the legal system for virtual 

currencies or crypto assets will be reviewed significantly, the area to be affected will be extensive.  

It is highly likely that it will become necessary, not only for the companies that engage in the 

conventional virtual currency exchange service, but also for many business operators that handle 

virtual currencies or digital tokens, to redevelop a business model in accordance with the expected 

amendments. 
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advice. Should you wish to receive further information or advice, please contact the authors as 
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Ken Kawai（ ）

Takeshi Nagase（ ）

Teresa Chen（ ）

 If you wish to unsubscribe from future publications, kindly contact us at General Inquiry.

 Previous issues of our newsletters are available here.
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