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1. Amendment to the Act on the Protection of Personal Information

On May 26, 2026, the Bill for the Act Partially Amending the Act on the Protection of Personal
Information and Other Related Laws' (hereunder, the current Act on the Protection of Personal
Information ("APPI") shall be referred to as the “Current APPI”, and the amended APPI shall be referred
to as the "Amended APPI") was passed by the House of Representatives. These amendments are based
on the "every-three-year review" provisions set forth in the Supplementary Provisions to the 2020
Amendment Act (coming into full force on April 1, 2022). This newsletter provides an overview of the
Amendment Bill and explains the individual provisions in comparison to the corresponding provisions

in the current laws.
2. Overview of the Amendment
2.1 Appropriate Utilization of Data

2.1.1 Exception for statistical compilation, etc.

The Amended APPI includes a new provision exempting the obligation to obtain the data subject’s
consent to the provision of personal data to third parties and the collection of sensitive personal
information publicly available, provided that such data will be used solely for statistical compilation, etc.
(Articles 30-2 and 31-3 of the Amended APPI).

The term “statistical compilation, etc.” is a concept newly defined in the Amended APPI to mean “the
act of creating statistics or performing other activities that involve extracting information from a large
volume of data to categorize, compare, or otherwise analyze the information and thereby derive
information on trends or characteristics of such a large volume of information (excluding information
on individuals), as prescribed by Order of the Personal Information Protection Commission (PPC) as
presenting a low risk of harm to individuals’ rights and interests” (Article 2(13) of the Amended APPI).
Since materials published by the PPC? states that "Al development or other similar activities that can be
categorized as statistical compilation, etc.” fall within the scope of the term, whether actual Al
development fall within the scope of “statistical compilation, etc.” needs to be considered in accordance
with guidelines or other rules to be established in the future.

The collection or provision of personal data referred to under this provision is subject to the rule
prohibiting the use and provision of personal or other related information for any purpose other than
the publication of certain matters or statistical compilation, etc. (Articles 30-2 and 31-3 of the Amended
APPI).

1 https://www.ppc.go.jp/files/pdf/260407 houritsuan.pdf

2 Personal Information Protection Commission “The Bill for the Act Partially Amending the Act on the Protection of
Personal Information and Other Related Laws (Overview)”
https://www.ppc.go.jp/files/pdf/260407 gaiyou.pdf
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Exception for statistical compilation, etc.

If the following requirements are met, the data subject’'s consent is not required for (a) the collection
of sensitive personal information publicly available, and (b) the provision of personal data to third
parties, both for the purpose of statistical compilation, etc.:

Requirements Additional Rules

[In the case of collecting sensitive personal (i)  The nature of the statistical compilation,

information publicly available] etc,, and other related matters must be

The nature of the statistical compilation, etc., and disclosed to the public continuously for a

other related matters are disclosed to the public certain period of time;

on the Internet or by other means. (i) Personal information must not be used
beyond the scope necessary for statistical

[In the case of providing personal data to third compilation, etc,;

parties (iii) Except in certain cases, personal

(i) The nature of the statistical compilation, etc., information must not be further provided

and other related matters are disclosed to to other third parties; and

the public on the Internet or by other means; | (iv) Other provisions regarding changes in the

(i) The third party recipient is a business disclosed matters, etc. will be established.
operator handling personal or other related
information or an administrative organ's
head or administrative entity; and

(iii) An agreement in writing with the third party
explicitly states that the data is to be
provided based on the relevant Article.

2.1.2 Broader scope of the exceptions

Under the current APPI, the data subject’s consent is required, in principle, for uses other than those
specified, the collection of sensitive personal information, and the provision of personal data to third
parties, with limited exceptions to this rule. In particular, the entities eligible for the academic research
exception were only limited to "academic research institutions or the equivalent”, and it is unclear whether
hospitals or other institutions providing medical services fall within such an exception. As such, there has
been interpretative and practical uncertainties where personal data is used for the analysis of clinical
cases and for the secondary use in medical and life sciences research.

Under the Amended APPI, the exceptions to the consent requirement for the uses other than those
specified, the collection of sensitive personal information, and the provision of such information to third
parties are expanded as follows:

(i) Not requiring the data subject’s consent if it is clear that the data processing does not conflict
with the individual's intent and does not harm his/her rights and interests® (Articles 18(3)(vii),
20(2)(vii), and 27(1)(viii));

3 Typical cases in which the provision of data is indispensable for the performance of contracts include the provision
of a customer’s name and other data from a hotel booking site to the hotel, and sharing remitter information in
overseas remittances.

“Every-Three-Year Review under the Personal Information Protection Act” (“Guidelines” on p. 7)
https://www.ppc.go.jp/files/pdf/01-4 kisyahaifusiryou2.pdf
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(i) If the data processing is intended to protect the life, wellbeing, or property of an individual, or
to improve public wellbeing or otherwise, not requiring the data subject’s consent not only
when “it is difficult to obtain the consent of the identifiable person”, but also when “there are
reasonable grounds for not obtaining the identifiable person” (Articles 18(3)(ii) and (iii); 20(2)(ii)
and (iii); and 27(1)(ii) and (iii)); and

(iii) Explicitly stating that an “academic research institution or the equivalent”— a subject of the
academic research exception— includes institutions or organizations providing medical services
(Article 16(9)).

2.2 Risk-based Rules

2.2.1 Strengthening of regulations on minors, etc.

Under the current APPI, the requirement to obtain consent from legal representatives for the handling
of personal information of minors is only set forth in guidelines or Q&A materials, with no express
statutory provision. As a result, the applicable age threshold and whether it is necessary to verify the
identity of an individual or his/her representative remain unclear for business operators. The Amended
APPI sets the age threshold at under 16, replacing the reference to “the identifiable person” with “a legal
representative of the identifiable person” in the provisions concerning, among others, the notice,
obtaining consent, provision to third party, and suspension of use, so as to clarify the principle that the
consent from legal representatives is required (Article 40-2 of the Amended APPI).

The Amended APPI further states that in certain cases, minors under 16 or their legal representatives
may request the protection of their personal information held by business operators from the use or the
provision to third parties, regardless of whether there is an illegal act or not (Article 35(9) of the Amended
APPI). In addition, business operators handling personal or other related information are now required
to assume an additional duty to make efforts to take necessary measures to prevent harm to minors’
rights and interests depending on their age and degree of development, prioritizing their best interests,
and legal representatives are also subject to a duty to prioritize minors’ best interests in this regard
(Article 58-3 of the Amended APPI).

2.2.2 Additional rules on facial feature data

The Amended APPI introduces rules on facial feature or other data, mandating notification of
prescribed matters; relaxing the requirements for requesting the suspension of use or other actions; and
prohibiting the provision to third parties based on the opt-out mechanism.

In the Amended APPI, “specified biometric personal information” is defined to mean “an individual
identification code which is obtained by converting certain physical features of a specific individual for use
by computers, which constitutes information on certain physical features that can be obtained without
special technology or considerable expenses, and for which the individual cannot easily recognize that the
information has been collected, as prescribed by Cabinet Order” (Article 16(5) of the Amended APPI).

Business operators processing facial feature or other data are required to notify individuals in advance
of their name, purpose of use, physical feature information contained in the data, procedures for
responding to requests for disclosure or other actions, and other related matters (Article 21-2 of the
Amended APPI). In certain cases, individuals also have the right to request the suspension of use or other
actions even if their information is not handled in an illegal or other inappropriate manner (Article 35(7)

and (8) of the Amended APPI). As with sensitive personal information, it is not permitted to provide any



specified biometric personal information to third parties based on the opt-out mechanism (Article 27(2)
of the Amended APPI).

2.2.3 Revision of obligations of data processing or other service providers

As to transactions where a client engages a service provider to perform services, the current APPI
imposes a duty of supervision on the client (Article 25 of the Current APPI), but it does not impose direct
statutory obligations on the service providers themselves. Under the Amended APPI, business operators
acting as personal information service providers retained by other business operators or administrative
entities will itself be subject to direct statutory obligations. In particular, such a service provider must
not process the entrusted personal information beyond the scope necessary to perform the entrusted
services. (Article 30-3 of the Amended APPI).

2.2.4 Relaxation of the notification obligation in data breach or other incidents

Under the Amended APPI, business operators handling personal information are no longer obliged to
notify individuals of the occurrence of a data breach or any other incident if it presents a low risk of harm
to individuals' rights and interests.

Under the current APPI, where a reportable data breach (as defined in Article 7 of the Current APPI
Enforcement Rules) occurs, a Personal Information Handling Business Operator is required to report the
incident to the Personal Information Protection Commission ("PPC") (Article 26(1) of the Current APPI)
and, as a general rule, notify the affected individuals (Article 26(2) of the Current APPI). Under the
Amended APPI, the reporting obligation to the PPC remains unchanged. However, with respect to
notification of affected individuals following a data breach, the notification requirement is relaxed where
there is a low risk of harm to an individual’'s rights and interests even if notification is not provided. In
such cases, alternative measures in lieu of individual notification are permitted (Article 68(2) of the
Amended APPI). However, some issues, such as what kinds of situations fall within the scope of “a low
risk of harm to individuals’ rights and interests,” will need to be addressed in guidelines or other rules
to be established in the future. According to the Guideline, such situations are envisaged to include
situations where the breached data constitutes only service users' internal identifiers (IDs) or other
information that, in and of itself, has little or no practical meaning to persons receiving the leaked

information®.
2.3 Prevention of Inappropriate Use

2.3.1 Contactable personally referrable information

Under the current APPI, the provision of information to a third party where such information will
become personal data in the hands of the recipient is subject to regulation. However, there is no
provision prohibiting the improper use or improper acquisition of information that enables contact with
a specific individual.

The Amended APPI introduces a new concept “Contactable Personally Referrable Information” and
prohibits any Personally Referrable Information including information that can be used to contact, or
otherwise transmit information to, specific individuals in Japan, from being used in a manner that may
promote or induce illegal or unjust behavior or from being collected by deception or other wrongful

means (Article 31-2 of the Amendment APPI). This rule focuses on the risk of Personally Referrable

4 "Guideline” on p. 13.
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Information being used to contact or approach the personal information itself.
“Contactable Personally Referrable Information” is defined to mean as follows (Article 2(8) of the
Amended APPI):
Personally Referrable Information containing any of the following information (including any
information that can be easily collated with other information and thereby used to identify any of
the following information):
(i) The address of the residence, workplace, or any other place where a specific individual is or was
located;
(i) Telephone number;
(iii) E-mail address; or
(iv) Symbols assigned to identify either a user of telecommunications facilities or the
telecommunications facilities (such as Cookie IDs”).

2.3.2 Opt-out mechanism

While the opt-out mechanism allows the provision of personal information to third parties without the
individual's consent, provided that certain requirements for disclosure and notification are met, there
has been a risk that name lists or attribute data could be provided without the disclosing party
adequately verifying the identity of the recipient or the purpose for which the information would be
used, potentially leading to the unauthorized distribution of such data.

The Amended APPI provides a mechanism to prevent the provision to malicious business operators
and others by requiring business operators providing the information to verify the identity of the
recipient and to manage that information (Articles 27(7) and (8), and 29(1) of the Amended APPI).

2.4 Rules for Ensuring the Effectiveness of Compliance

To ensure effective compliance, the Amended APPI incorporates the following matters to strengthen
regulations. In particular, the introduction of an administrative monetary penalty system is a key feature.

Recommendations and B Relaxing the requirement of a prior recommendation for issuing

Orders an order (whether standard or imminent)

(Article 148(1)~(3) of the (Before amendment) (Amended APPI)

Amended APPI) B (Standard order) If a serious | B |If there is a risk of a serious
infringement of individuals’ infringement of individuals’
rights and interests is rights and interests.
impending. m  [fitis found that emergency

B (Imminent order) If there is measures need to be taken as
a fact that seriously a serious infringement of
prejudices individuals' individuals' rights and interests
rights and interests. is impending.

B Enhancement of recommendations and orders

(Before amendment) (Amended APPI)
B Recommendations and B Recommendations and orders
orders to take measures to take measures necessary to

> “Guideline” on p. 14.
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Measures aainst persons

assisting or facilitating
violations

(Article 148-2(1)~(4) of the
Amended APPI)

Expanding and

strengthening penalties
(Article 176,178~180 of the

Amended APPI)

Administrative monetary

penalties
(Article 148-3(1) and

(2);148-4~148-17 of the
Amended APPI)

necessary to suspend or suspend or otherwise rectify

otherwise rectify the the relevant violation, or to
relevant violation. notify individuals of the
violation, publicly disclose the
violation, or take other
measures necessary to protect

the individuals’ rights and

interests.

If a business operator handling personal information fails to follow an

order, individuals have the right to make the following requests to the

following two persons handling the personal information relating to

the relevant violation:

Handling-related service

Specified telecommunications

providers service providers

B To suspend the handling of | B To take measures to block the
personal or other related distribution of the relevant
information relating to the information through specified
relevant violation. telecommunications.

B To suspend the provision of
the relevant services and
take other measures
necessary to stop the
relevant violation.

B Increase the statutory penalty for the offense of unlawful
appropriation or provision of a personal information database.

B Expand the scope of punishment of the offense of unlawful
appropriation or provision of a personal information database to
the cases where it is provided not only for “the purpose of seeking
illegal profits” but also for “the purpose of causing harm to the
individuals or others.”

B Addition of a new penalty against the act of illegally collecting
personal information through fraud, assault, intimidation,
unauthorized access, or otherwise with the view to causing
damage.

B With regard to the acts prescribed in the Amended APPI, a party

i)

(i)

(iii)
(iv)

will be ordered to pay an administrative monetary penalty if the
following conditions are met:

If the relevant business operator has gained profits by the relevant
violation or by ceasing the act;

If the relevant business operator does not fail to exercise due care
to prevent the relevant violation;

If the individual's rights and interests are infringed; and

If the number of affected individuals exceeds 1,000.
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3. Summary

These amendments expand the scope of cases where the collection of sensitive personal information
are permitted without consent when it is intended for statistical compilation, etc. or in other
exceptional cases, and this is expected to facilitate the utilization of data in the life sciences field as
well. On the other hand, many aspects of the regulations have been strengthened, and it will be
important for each company to review the amendments and monitor the publication of any guidelines,
Q&A, and other related materials, and also assess if it is necessary to update its internal systems and
privacy policy.
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